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1. O0umme moJ10KeHUA.

Hacrosmas [lonutuka wHbopmanmonHoir Oe3omacHoctn Kb «Makcuma» (OOO) (manee —
[TonuTHKa) SBISIETCS OCHOBOIOJATAIONIMM JOKYMEHTOM B 00JIaCTH MH(OPMAIIMOHHON 0€30IacHOCTH U
OTIpe/IeTIsieT CUCTEMY NIPUOPUTETOB, HANIPABJICHHBIX Ha JOCTH)KEHUE 1ieJieil o0ecnedeHrs 3auIEHHOCTH
nHpopmannoHHbix akTuBoB Kb «Makcuma» (OOO) (manee — baHk) B yCIOBHSIX HAJIU4YUS Yrpo3,
XapaKTEPHBIX U CYIIECTBEHHBIX JIJIsI OpraHu3ami 0aHKOBCKOM cucteMbl Poccuiickoit denepanuu.

[{enpro TOKyMEHTa SIBISETCS 3allUTa MHTEPECOB baHKa, €ro KJIMEHTOB U MAPTHEPOB, a TAKKE
oOecnieueHue ctabunbHOM paboTel banka myTéM onpezeneHus mpoiecca odecrneueHus: HHOPMaMOHHON
0€30MacHOCTH, COOTBETCTBYIOIIETO MOTPEOHOCTSIM OM3Heca M obs3arenbcTBaM baHka M MUHUMU3AINH
BO3/ICHCTBUS Ha Ou3Hec baHka co cTOpOHBI MHIUACHTOB HH(GOPMAITMOHHOI 0€3011aCHOCTH.

[Tonutuka baHka ompenenseT CUCTEMY B3IJISIOB Ha MpoOieMy oOecreueHHst Oe30MacHOCTH
nH(pOpMaLIUK U TPENCTaBIsIeT cOO0M CUCTEeMAaTU3MPOBAHHOE H3JIOKEHHE LeNe M 3a/1ay 3alluThl, Kak
CBOJl HHCTPYKLHH, PErJIamMeHTOB, NpPaBWJ, HPOLEAYp, IHNPAKTUYECKHMX MPUEMOB M PYKOBOJAILIMX
MPUHIMIIOB B 00JacTH MH(GOPMAIMOHHON 0€30MacHOCTH, KOTOPBIMU PYKOBOACTByeTcsi baHk B cBoei
NESITEIbHOCTH, @ TAaK)K€ OCHOBHBIX INPUHIUIIOB MOCTPOEHHUS, OPraHU3ALlMOHHBIX, TEXHOJIOTMYECKUX U
MIPOLIEYPHBIX aCIIEKTOB oOecrieueHus Oe3onmacHoCTH nH(opmainyu B banke.

OcHoBHble TIONOKEHUs W TpeOoBaHus [lomuTuku pacmpocTpaHsIOTCs Ha mporecchl baHka, B
KOTOPBIX ~ OCYIIECTBIAETCS 00paboTka WHGOpPMAIMK, COJCpKAIIeH CBEICHHS, COCTaBIISIOIINE
0aHKOBCKYI0O M  KOMMEpPUYECKYyl  TailHy, TMepCOHalbHbIE JaHHBbIE, HHYI0  HH(POPMAIUIO
KOH(HISHIIMATHHOTO XapaKkTepa, HHHOpMAIIo HEOOX0IUMYIO Ui obecrieueHus aesrenbHoctu banka, a
TakKe Ha MoJpa3ieeHs], IPUHIUMAIOIINE YYacTHE B BIIICYKa3aHHBIX MpOIleccax.

[TonmuTKa Y4YUTHIBAET COBPEMEHHOE COCTOSIHME M OJMKallllue MepCleKTUBbl Pa3BUTHS
nH(OPMALIMOHHBIX TEXHOJIOTHI B baHke, 11€7H, 3ajaui ¥ MIPaBOBbIE OCHOBBI MX IKCIUTYaTalluH, PEKUMbI
(YHKIMOHMPOBAHUS, A TAKXKE CONEPKUT aHAIU3 Yrpo3 Oe30MacHOCTH i OOBEKTOB U CYOBEKTOB
nH(OPMAaLMOHHBIX OTHOIIeHHH baHka.

ITox IlomnTHKOW NMOHMMAETCSI COBOKYIHOCTH JOKYMEHTHPOBAHHBIX YIIPABICHYECKHX PELICHUH,
HaIpaBlIEHHBIX Ha o0ecreyeHue 0e30MacHOCTH BO Bcex MHGOPMAIMOHHBIX cHUCTeMax baHka, BKiIrodas
OyMaXHbIM, AJIEKTPOHHBIH  JIOKYMEHTOOOOpOT, a Takke OOMEH pedyeBod  HHpopMaIen
KOH(UICHIINATEHOTO XapaKTepa.

TpeGoBanust  WHPOPMAIIMOHHON  OE30MACHOCTH,  KOTOpbIE  TMPEaBABIAIOTCS  baHkow,
COOTBETCTBYIOT MHTEpecaM (ILIensiM) NesTeNbHOCTH baHka ¥ mMpenHa3sHauyeHbl AJsi CHIDKEHUS PUCKOB,
CBSI3aHHBIX C HH(OPMALMOHHONW O€30MaCHOCThIO, 10 MpUeMiIeMoro ypoBHS. DakTopsl pHCKOB B
uHpopmanoHHo cdepe baHka HMEIOT OTHOLIEHHME K €ro KOPHOPaTHBHOMY  YIPABICHUIO
(MEHEeKMEHTY), OpraHU3allK U pean3alnuy OU3HEC-IPOLECCOB, B3AUMOOTHOIIEHHUSIM C KOHTpareHTaMH
Y KITUEHTaMH, BHYTPUXO3SIICTBEHHOH AedaTenbHoCcTH. DakTopsl prcKkoB B HHPOpMaIOHHOM cepe banka
COCTaBJISIIOT 3HAYMMYIO YacTh OINEpallMOHHBIX PUCKOB baHka, a Takke MMEIOT OTHOLIEHHE U K HHBIM
pUCKaM OCHOBHOM M yIIPaBJIEHYECKOMN JesATENbHOCTH baHka.

ITonutHka sABISETCA METONOJIOTMYECKOW OCHOBOM JUJIA:

. dbopMHUpPOBaHUS W TPOBEJACHUS €IMHOW TOJUTUKH B OOJACTH oOOecrnedeHus 0e30MacHOCTH
uHpopmanuu B banke;
. MPUHITHS YIPABICHYCCKUX pEIICHHH W pa3paboTKe MPAKTHYCCKHX Mep IO 00ECICYCHHIO

MH(POPMAIIMOHHOM 0€30MacCHOCTH M BBIPAOOTKH KOMILIEKCA, COrJIACOBAHHBIX MEp, HAIpPaBIEHHBIX
Ha BBISIBIIEHUE, OTPAXCHHE W JIMKBHIAIMIO TIOCIEICTBUU peaM3alliil Pa3IMYHbIX BHIOB YIpoO3
nH(POPMAIMOHHOM 0€30MacHOCTH;

. KOOPJMHAIIMN JIEATEIILHOCTH CTPYKTYPHBIX TOJpa3fefieHnid baHka mpu mpoBeneHUuN padoT 1o
CO3JIaHHMIO, PA3BUTUIO M OSKCIUTyaTallud MHGMOPMAIMOHHBIX TEXHOJIOTUH C COOII0JCHUEM
TpeboBaHU# 10 0OecTiedeHN0 NHPOPMAITMOHHOW 0€30MMaCHOCTH;

. OCHOBOITOJIATAIOIIMM JOKYMEHTOM JJIsl pa3paOOTKHU MOJOXKEHUH, PeriaMeHTOB, MHCTPYKIUN U
JIpYTUX BHYTPEHHUX TOKYMEHTOB baHka, Kacaroluxcsi BOIIPOCOB obecriedeHus] HHPOPMaIOHHOM
Oc3omacHocTu banka;
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. pa3paboTKu MPEeIIOKEHUI 0 COBEPIICHCTBOBAHUIO MTPABOBOTO, HOPMATUBHOTO, TEXHUYECKOTO
Y OpraHU3aIMOHHOTr0 oOecrieueHus 6e3omacHocTu nHpopmaruu B banke.

HeoOxomumbie TpeGoBaHus oOecriedyeHuss MHGOPMAIMOHHON Oe3omacHocTH baHka MOKHBI
HEYKOCHUTEJIBHO COONIONAThCA COTPYJHUMKaMU baHka M JIpyrUMH CTOpPOHAaMHM KakK 3TO OIpENessieTcs
MOJIOKEHUSIMU BHYTPEHHHX HOPMATHUBHBIX JOKYMEHTOB baHka, a Taikke TpeOOBaHUSIMU JOTOBOPOB U
COIJIAIICHUH, CTOPOHON KOTOPBIX sBIsEeTCA baHK.

[Tonutuka pacmpocTpaHsercs Ha Ou3zHec — mpolecchl baHka u o0s3arenabHa A MPUMEHEHHS
BCEMH COTPYAHUKaMH W PYKOBOJICTBOM baHka, a Takke MOJB30BaTEeISIMH €ro HH(POPMALMOHHBIX
pecypcoB.

[Tpu pa3pabotke [ToIUTHKN YyUUTHIBAIUCH OCHOBHBIC MPUHILIUIIBI CO3J[AHUS KOMIUIEKCHBIX CUCTEM
oOecnieuenus ©Oe3omnacHOCTH UWHGOPMALMU, XapaKTEPUCTHUKH U BO3MOXKHOCTH OpraHHU3aI[OHHO-
TEXHUYECKUX METO/0B M COBPEMEHHBIX allapaTHO-IIPOrPAMMHBIX CPEJCTB 3aIIUTHI U MPOTUBOIEHCTBUS
yrpo3am 0€301acHOCTH HH(OpMaIUH.

[Tonmutuka paspaboTaHa B COOTBETCTBHHM C 3aKOHOAATENLCTBOM Poccwuiickoii dDenepanvu u
HOpMaMHu IpaBa B 4acTH oOecrnieueHus HHOOPMALMOHHONW 0€30IacHOCTH, TPEOOBAHUSIMH HOPMATHUBHBIX
akToB LlenTpanpHoro 6anka Poccuiickoit @enepanuu, ¢enepaibHOro opraHa MCHOJHUTENBHON BIAacTH,
YIIOJTHOMOYEHHOTO B oOnactu Oe3omacHoOCTH, ¢eAepanbHOr0 oOpraHa HCIOJIHUTEIbHON BIACTH,
YIOJHOMOYEHHOIO B 00JIaCTU NPOTUBOJACHCTBUS TEXHHUUYECKUM pa3BeIKaM M TEXHUUYECKON 3alllUThl
nH(pOpMaIIUY, 1 OCHOBBIBAETCS, B TOM YHCIIE Ha:

. @OenepanbaoM 3akoHe Nel49-O3 ot 27.06.2006 «O6 wuHbopmanmu, WHPOPMAIMOHHBIX
TEXHOJIOTHUSIX U O 3aIlUTe HHPOPMAITUNY;

. ®epnepanbaoM 3akoHe Nel61-D3 ot 27.06.2011 «O HanmoHaNIbHON TUIATEKHON CUCTEMEY;

. ®enepanbHoM 3akoHe Nel52-D3 ot 27.06.2006 «O niepcoHaIbHBIX JaHHBIX;

. OenepanpaoM 3akoHe Nel62-O3 ot 27.06.2011 «O BHecCeHMM W3MEHEHUW B OT/ACIIbHBIC

3aKoHoJIaTeNbHbIe akThl Poccuiickoit denepanuu B cBs3u ¢ npunsatueMm denepanbHoro 3akona «O
HAIIMOHAJILHOM IIAaTEKHON CHCTEMBIY,

. ®enepanbHoM 3akoHe Nel67-O3 ot 27.06.2018 «O BHeCceHMM HM3MEHEHUM B OT/ACJIbHBIE
3aKOHOJAaTeNbHbIe akThl Poccuiickoi denepanyy B 4aCTU MPOTUBOACHCTBUS XUILECHHUIO JICHEKHBIX
CPEICTBY;

. [TocranoBnenun IlpaBurensctBa PO Ne584 ot 13.06.2012 «OO0 yTBep)KIEHUU MOJIOXKEHUS O
3anuTe HHPOPMALIMU B IJIATEXHON cucTeMe»;

. [Tonoxxennn banka Poccun Ne719-I1 ot 23.09.2020 «O TpeboBaHUAX K 0OECTIEUEHHUIO 3aLUTHI

uHGOpMalUU NPH OCYILECTBIEHUH MEPEBOJIOB JICHEKHBIX CPEICTB M O MOPSAAKE OCYIECTBICHHUS
bankom Poccun koHTposs 3a coOmtogeHneM TpeOoBaHMM K 00ecredeHHIo 3alluThl MH(pOpMaluu
TIPH OCYIIECTBICHUU NIEPEBOIOB JEHEKHBIX cpencTBy (nanee — [lomoxenue No719-11);

. [Tonoxennn banka Poccun Ne747-I1 ot 23.12.2020 «O TpebGoBaHUAX K 3ammTe HHOOPMAIH B
miatéxHoi cucteme banka Poccuny (nanee — [onoxxenue No747-11);

. [Tonoxxenne banka Poccun Ne242-IT «O6 opraHuzanuy BHYTPEHHETO KOHTPOJISI B KPEAUTHBIX
OpraHu3anusaxX 1 0aHKOBCKHUX TPYIIax»»;

. Vkazanuu banka Poccun Ne2831-V ot 09.06.2012 «OO6 oTu€THOCTH MO 0OECTIEUEHHUIO 3alUThI

uHbOpMallUM TpPU OCYILECTBIEHHH IEPEBOJAOB JCHEXKHBIX CPEICTB ONEPaTOPOB IUIATEKHBIX
CHCTEM, ONEPAaTOPOB YCIYT IJIATEKHON MHPPACTPYKTYpPHI, ONEPATOPOB MO IMEPEBONY JIEHEKHBIX
cpencts» (nanee — Ykazanue Ne2831-V);

. Cranpaprax banka Poccun (CTO BP UBBC);

= Pexomennamusx B obnactu crangaprusanuu banka Poccun (PC BP UBBC);

. Haumonanwsueiii cranmapt Poccuiickoir @enepanmu 'OCT P 57580.1-2017 «be3onacHocTh
¢uHaHCOBBIX (0AaHKOBCKUX _OMepalnui 3auuThl HHGOpMauy (UHAHCOBBIX opraHu3anuii. bazosblit
COCTaB OpPraHM3alMOHHBIX U TeXHHYeckux Mep» (nanee — 'OCT P 57580.1);

. Hanumonaneneni cranpapt Poccuiickoit ®@epepaun 'OCT P 57580.2-2018 «be3zonacHocTh
¢uHaHCOBBIX (OaHKOBCKHMX  omepanuil 3amurbl WHGOpManud (QUHAHCOBBIX OpraHU3aLUM.
MeToauka OLIEHKH COOTBETCTBUSAY;
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Taxoke [lonutrka pa3paboTaHa Ha OCHOBE: HAKOIUIEHHOTO B baHke ombiTa B 06acTu obecnieueHust
MH(POPMALIMOHHON 0€30MacHOCTH; PEe3yJIbTaTOB HICHTU(UKALUK AKTUBOB, MOAJISKAIIUX 3allUTE;
PE3YIIbTATOB OIEHKH PUCKOB, C Y4ETOM OCOOCHHOCTEH OM3HECA U TEXHOJIOTHIA.

[TonuTHka B COOTBETCTBUM C pPEKOMEHIAIMsIMU B oOnactu craHzapruzaumu banka Poccum,
ABJIAETCS KOPIOpPATUBHBIM JOKyMeHTOM 1o Wb mepBoro ypoBHs, T.€. ONpeAenseT BbICOKOYPOBHEBbHIE
LIeJIN ¥ 3a]1a4u o0ecreyeHns nHPOpMaLnOHHOM Oe3onacHocTH baHka.

JlokyMeHTamMu, JETANU3UPYIOIUMU MojoXkeHus: [lonuTukM NpUMEHHUTENbHO K OAHOM WIIHU
HECKOJIbKUM 00JacTsM MH(GOPMALlMOHHON 0€30I1aCHOCTH, BUJAM M TEXHOJIOTHM JeATesbHOCTH baHka,
SIBJSIFOTCSL YaCTHBIC MOJMTUKHU 110 00ECIeUeHHI0 MHPOPMAIIMOHHOM Oe3onacHocTH (nanee — [lonutukm),
KOTOpBIE SIBJIAIOTCS TOKYMEHTaMU 110 MH(POPMALMOHHOM 6€3011acHOCTH BTOPOro YPOBHSI, O(POPMIISIOTCS
KaK OTJEJIbHblE BHYTPEHHUE JTIOKYMEHTHI baHka, pa3pabaTbIBalOTCs, COIVIACOBBIBAIOTCS U YTBEPHKAAFOTCS
B COOTBETCTBUM C YCTAHOBJIEHHBIM B baHke mopsiikoMm.

JIOKyMeHTBI, coaepiKallfe MOJ0XKEeHUs HH(PpOpMaMoHHOW 0€30IacHOCTH, MPHMEHsSEMbIE K
nporenypaMm (IOPSAKY BBINOJHEHUS JAEHCTBUMM WM omnepanuil) oOecrnedeHuss HH(OpMAIMOHHON
0e30macHOCTH (IOKYMEHTBI TPEThEro YpPOBHS), COAEP)KAT IMpaBHJa W TapaMeTphbl, YCTaHABIMBAIOIINE
CIOCO0 OCYLIECTBICHHUS W BBINOJHEHHS KOHKPETHBIX JAEHCTBHM, CBS3aHHBIX € HH(POPMALMOHHOM
0€30MacHOCThIO, B paMKaxX TEXHOJIOTWYECKHX IPOIIECCOB, MCHOIB3yeMbIX B baHke, mTuO0 orpaHuveHuUs
[0 BBIMOJIHEHUIO OTAEIbHBIX JEWCTBUI, CBA3aHHBIX C peaju3alMell 3allUTHBIX Mep, B HCIOJIb3YEMbIX
TEXHOJIOTUYECKHX IpoLeccax (TEXHUUYECKHUE 3a/1aHusl, PETJIaMEHTBL, OPSAKU, HHCTPYKIIUH).

JIOKyMeHTBI, coJliepKalllie CBUJAETENICTBA BBINOJHEHHON JAEATENBHOCTH IO 00eCledYeHuIo
UH(POPMAIIMOHHON  0€30MacHOCTH  (JOKYMEHTHI 4EeTBEPTOTO YPOBHS), OTPAKAIOT JIOCTUTHYTHIE
pe3yabTaThl (IPOMEKYTOUHBIE M OKOHYATENIbHBIE), OTHOCSIIMECS K OOecledeHHI0 HH(pOpMalMOHHON
6e3onacuoctu banka.

Cnucok cokpanieHui

Ne Tepmun Coxpauienue

1. ABTOMaTH3UpOBaHHAsl OAHKOBCKAs CHCTEMaA ABC

2. bankosckas cucreMa Poccuiickoii @enepanyu BC PO

3. JKu3HEHHBINH UK KL

4. WudopmanmonHas 0aHKOBCKas cUCTEMa NBC

5. Nudbopmanmonnast 6€30macHOCTh b

6. WHudopmannoHHas cucTeMa NepCOHATBHBIX TaHHBIX NCTIn

7. WMHdopmMannoHHbIe TEXHOJIOTHH uT

8. JlokanpHas BEIYUCIUTENIbHAS CETh JIBC

9. HecanKIMOHUPOBaHHBIN JOCTYII HC/J]

10. HepernamenTtupoBanHble JE€UCTBUS B paMKax MPeAOCTaBICHHBIX HPJ
MIOJIHOMOYUI1

11. OmneparpioHHas cucTeMa oC

12. IlepcoHanbHBIE JaHHBIE =

13. ITporpammHoe obecnieueHne 110

14. Cucrema HH(GOPMAIIMOHHOM 6€3011aCHOCTH CHUb

15. CucrteMa MEHEPKMEHTa HHPOPMAIMOHHON 6€30MacHOCTH CMIb

16. Cuctema obecrieueHns: HHHOPMAIOHHOW 0€30MacHOCTH COUb

17. CuctemMa ynpasieHus HHPOPMAaMOHHON 6€30acHOCTH CYUb

18. CpecTBo 3a1uThl HHpOpMaU C31

19. CpenctBo kpunTorpadhuueckoi 3auThl HHGOPMaIUU CK31

20. Otnen nHGOPMaIMOHHON 0€30MIaCHOCTH Canyx6a b

21. OTtzaen aBTOMaTH3aAd ¥ OAHKOBCKUX TEXHOJIOTHIA Cnyx6a UT

2. TepMuHBI U OnpeeJIeHH.

ABTOMATH3HPOBAHHAs cHcTeMa 00pa0oTKu HH(oOpMANNM — OPraHU3aMOHHO-TEXHUYECKas
crcTeMa, MPeCTaBIAIoNIas COO0H COBOKYITHOCTD CIEAYIONIMX B3aUMOCBSA3aHHBIX KOMIIOHEHTOB:

- TEXHUYCCKHUX CPCIACTB O6pa6OTKI/I H nep€aadyu OTaHHBIX (CpC}ICTB BBEIYUCIIUTEILHON TEXHUKH U
CBAI3H);
. METOJIOB U aJITOPUTMOB 00pabOTKHU B BUJIe COOTBETCTBYHOIIETO [10);
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. MaccHBOB (HaOOPOB, 0a3) TaHHBIX HA PA3TUYHBIX HOCUTEISX;
. nepcoHasla M MOJIb30Bareiei, OOBbENMHEHHBIX IO  OPraHU3alHUOHHO-CTPYKTYPHOMY,
TEMaTUYECKOMY,  TEXHOJOTMYECKOMY  WJIM  JpPYyrMM  IpHU3HaKaM i1 BBIIOJIHEHUS

aBTOMATHU3HPOBAHHOW OO0pabOTKM JaHHBIX C LEJIbI0 YAOBIETBOPEHUS HH(DOPMALIMOHHBIX
notpeOHOCTEl moTpeduTeneit napopmarum.

Aemomamu3uposannas 6AHKOBCKAA CUCHIeMA — ABTOMATU3UPOBAaHHASI CHCTEMa, peau3yroIiast
OAHKOBCKHUH TEXHOJIOTUYECCKUII poIiecc.

Aemopu3ayus - IpeOCTaBICHNUE MTPaB JIOCTYyIA.

Aemopu3zoeannslit cydvekm oocmyna — CyObEKT, KOTOPOMY MPEIOCTaBICHbl COOTBETCTBYIOIINE
mpaBa J0CTyIa K 00bEKTaM CUCTEMBI (TIOJTHOMOYHS).

AJIMMHHCTPATOP UH()OPMAIMOHHOM 0€30MACHOCTH — JIMIIO WJIH TPYIITA JIHUI, OTBETCTBEHHBIX 32
oOecrnieueHre 6€30MacHOCTH CUCTEMBbI, 32 PEAIU3alMI0 U HENPEPHIBHOCTH COOIMIOACHHS YCTAaHOBIIEHHBIX
aJIMUHUCTPATHBHBIX MEpP 3aIIUTHl U OCYIIECTBIISIONIMX IMOCTOSHHYI) OPTaHH3AIMOHHYIO MOJIEPKKY
(GYHKIIMOHUPOBAHUS IPUMEHIEMBIX PU3NYECKUX U TEXHUYECKUX CPEJICTB 3aIUTHI.

AKTHB - BCE, YTO UMEET LIEHHOCTH U1 banka, HaxoauTes B ero pacnopsbkeHuu. K aktuBam banka
MOTYT OTHOCUTBCS:

. pabotHuku (TiepcoHall), (UHAHCOBBIE (ICHEXKHBIC) CPEICTBA, CPEICTBA BHIUYMCIHTEILHOM
TEXHHUKH, TEICKOMMYHUKAIIMOHHBIE CPEJICTBA U TIP.;

. pasnuYHble BHUABI OaHKOBCKOW WHGpOpManuu — IUIaTé&kHas, (UHAHCOBO-aHAIMTHUYECKAS,
ciy)xeOHasi, yIpaBIsionias, NepCoOHAIbHbIE TaHHBIE U TIP.;

. 0aHKOBCKHE Tpolecchl (0aHKOBCKHE IUIATEXKHBIE TEXHOJIOTHYECKHE IMPOIECChl, OaHKOBCKHE
MH(OPMALIMOHHBIE TEXHOJIOTUYECKUE MPOIIECCHI);

. OaHKOBCKHE MPOAYKTHI U YCIYTH, MPEAOCTABISAEMbIC KITUCHTAM.

Amaxka na un@opmayuonnylo cucmemy —o00e AEHCTBHE, BBINOIHIAEMOE HapYLIUTEIEM,
KOTOpO€ MPUBOJUT K PEATU3aLUU YIPO3bl, yTEM UCIIOIb30BAHUSl YSI3BUMOCTEH CUCTEMBI.

Aymenmugukayua - TpoBepKa IPHUHAJICKHOCTH CYOBEKTY AOCTyHa IMPEIbsIBIEHHOIO MM
uaeHTUGUKaTOpa (TIOATBEPIKICHUE TOUTMHHOCTH).

Aymcopcunz — nepenaya baHKOM Ha OCHOBaHMM JIOTOBOpa Ha JUIMTENbHBIA CPOK CTOPOHHEH
(BHEILIHEN) OpraHu3alyy — IOCTAaBUIMKY YCIYT BBINOJIHEHUs Ou3Hec-QyHKIUN baHka, KOTOpbIE ABIISAIOTCS
HEOOXOAUMBIMU IS €€ IEATEIIbHOCTH U KOTOpBIE B OOBIYHBIX YCIOBUAX (0€3 NMPHUBIICUEHUS MTOCTABIIMKA
YCIIYT) OCYIIECTBIISIOCH ObI BaHKOM CaMOCTOSITENBHO.

banx — Axunoneproe O6mectBo Kb«Makcuma»n(O0OO).

bankoeckaa cucmema Poccuiickoii @edepayuu (0anee bC P®) - bank Poccuu, KpeauTHbIE
OpraHU3aIH, a TAKXKe MPeJICTABUTEIbCTBA HHOCTPAHHBIX OaHKOB.

banxoeckuit  unghopmayuonnviii.  mexnonocuueckuii npouecc - 4YacTb OAHKOBCKOI'O
TEXHOJIOTHYECKOTO Tpoliecca, peaau3yomas AelcTBus ¢ nHpopmanueil, HeoOX0JUMbIe JUIsl BBITOTHEHUS
bankoM cBoux (hyHKIMH, U HE ABIAOLIAsACS OAHKOBCKUM IJIATEKHBIM TEXHOJIOTUYECKUM MPOLIECCOM.

banxoeckuil nnaméxcuulii mexHo102u4ecKuil npoyecc - 4acTb OAHKOBCKOTO TEXHOJIOTHYECKOTO
mpolecca, peajausyromas AelcTBUs ¢ HH(OpMalMel, CBSI3aHHBIE C OCYILECTBICHHEM IEPEBOJIOB
JIEHEXHBIX CPEJICTB, IUIATEKHOTO KIIMPUHTa U pacuéTa, ¥ JIeHCTBUS ¢ apXMBaMH YKa3aHHOW MH(pOpMAaLIUU.

banxoeckuit mexnonozuueckuil npoyecc - TEXHOJIOTUYECKUI MPOLECC, PEANU3YIOLIUI ONepaluu
0 M3MEHEHUI0O U (WIM) OINpENENCHUI0 COCTOSHHUS aKTHUBOB baHka, MCIONB3yeMbIX IpHU
(GYHKIIMOHUPOBAHUM WJIM HEOOXOAMMBIX Ui peanu3alnuu 0aHKOBCKUX yciyr. B 3aBucumocTu oT BHIa
NESITeNbHOCTH  BBLACTSIOT: OaHKOBCKMH  IUIATEXXHBIA  TEXHOJNIOTMYECKUH mpolecc, OaHKOBCKUM
MH(OPMALIMOHHBIN TEXHOJIOTUYECKUH TIPOIIECC U Ap.

be3onacnocmp — cocrosiHue 3alMIIEHHOCTH NHTEpECOB (1ieneii) banka B ycnoBusx yrpos.

be3onacnocmy  ungopmayuu — 3amEHHOCT  MHQOpPMALMM  OT  HEXeJaTelbHOro (s
COOTBETCTBYIOIINX CYOBEKTOB HMH(OPMAIIMOHHBIX OTHOIIEHHUH) €€ pasrjameHus (HapyleHHs
KOH(UIEHIIMANBHOCTH), HUCKaXXEHHUS (HapylIeHUs IEeJIOCTHOCTH), YTpaThl WM CHUKEHHUS CTElNeHU
JTOCTYITHOCTH UH(OPMAIINH, a TAKXKE HE3aKOHHOTO €€ TUPAKUPOBAHUSI.

be3onacnocmey ungpopmayuonnoii mexnonozuu — 3aMIIEHHOCTh TEXHOJIOTUYECKOTO Tpoliecca
00paboTKH MHPOPMALIUH.

be3onacnocme 1106020 pecypca ungpopmayuonnoii cucmemol — CKiaibIBaeTCs U3 o0ecreueHus
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TpEX ero XapaKTepUCTHUK: KOH(PUACHIINATEHOCTH, EJIOCTHOCTU M JOCTYITHOCTH.

KoH}pueH1aapHOCTh KOMIIOHEHTA CUCTEMBI 3aKJII0YAeTCA B TOM, YTO OH JIOCTYNIEH TOJIBKO TEM
cyObekTaM jAocTymna (Moib30BaTeNsAM, MporpamMMaM, IpoIleccaM), KOTOPBIM IPEIOCTABICHbI Ha TO
COOTBETCTBYIOLIHE [TOJHOMOYUS.

[lenocTHOCTE KOMITOHEHTAa NPEANOiaraeT, 4Yro OH MOXeT ObITh MOAM(PHUIMPOBAH TOJBKO
CyOBEKTOM, MMEIOLIMM JJIsi 3TOr0 COOTBETCTBYIOIIME MpaBa. lLlemocTHOCTh sBIsS€TCS TapaHTUEH
KOPPEKTHOCTH (HEM3MEHHOCTH, pab0TOCTIOCOOHOCTH ) KOMIIOHEHTA B JIF000H MOMEHT BPEMEHHU.

JlOCTYIIHOCTh KOMIIOHEHTa 03HA4aeT, YTO MMEIOLIMH COOTBETCTBYIOIIME IMOJIHOMOYUS CYOBEKT
MOXET B JI1000e BpeMst 6e3 0cOoOBIX MPOoOIeM MOTYUYHUTh TOCTYI K HEOOXOAUMOMY KOMIIOHEHTY CHCTEMBI
(pecypcey).

be3onacnocme  cyovekmoe uUH@OPMAUUOHHBIX OMHOWIEHUN — 3AUTUIIEHHOCTh  JKU3HEHHO
BaXHBIX HHTEPECOB CYOBEKTOB HH(GOPMALMOHHBIX OTHOIIEHHH OT HAHECEHHUs UM MaTepHajbHOro,
MOpPAJILHOTO WJIM WHOTO Bpela MyTéM BO3ICHCTBUS HAa MH(OpMAIMIO W/WIK cpencTBa e€ oOpaboTKu U
nepenayn. be3onacHOCTh 1OCTUTaeTcsl MPOBEJCHUEM €AMHOM KOHUEMNIMU B OOJIACTH OXPaHbl M 3aLUThI
BaXHBIX PECYpPCOB, CHCTEMOW MeEp HKOHOMHYECKOIO, OPraHU3allMOHHOTO M MHOTO XapakTepa,
aJIeKBATHBIX YTPO3aM )KM3HEHHO BaXKHBIM MHTEPECaM.

Brewinuii go30eiicmeyrouwuii ghakmop — BO3ISHCTBYIOMUN (HaKTOp, BHEIIHUNA TTO OTHOIICHHUIO K
00BeKTY HH(OpPMATHU3AIINH.

Buympennuii  6030eiicmeyowuii - paxmop — BO3ACUCTBYIONMI  (pakTOp, BHYTPEHHUH TIO
OTHOILICHMIO K 00BEKTY MHPOPMATU3ALIUH.

Bpeoonocnuvie  npocpammet — IporpaMMbl WM M3MEHEHHBIE  NPOrpaMMbl  O0BEKTa
uHbopMaTHU3aluy, [NPUBOJAIINE K  HECAaHKIMOHHMPOBAHHOMY  YHUYTOXXKEHHUIO, OJIOKMPOBAHUIO,
MoOTU(UKAIIH JTH00 KOMMPOBAHNIO HHPOPMALIMU HITH HAPYIIEHUIO paOOTHI.

Buidenennoe nomeujenue — noMenieHue Ui pa3MeIleHUs] TEXHUUYECKUX CPEACTB 3alUILIEHHOIO
o0beKkTa MH(pOpMATH3AIMK, a TAaKKE IOMEUICHHWEe, NpPEAHAa3HAYCHHOE IS TPOBEIEHHUS CEMUHApOB,
COBEIIaHUM, Oecel M JIPYrUX MEpONpHATHH, B KOTOPOM LMPKYJIUPYeT KOH(UIEHLMAIbHAs peyeBast
uHpOpMaHs.

Jlokymenm — 3aDUKCUPOBaHHAs Ha MaTepHAIbHOM HocUTene wuHbopMaIus ¢
peKBU3UTAMHM, TO3BOJstOIMMU e uaeHTuduiuposats. [OCT P 52069.0-2013] — nox
MaTepUaJIbHBIM HOCUTEJIEM MOJIpasyMeBaeTcs u3zenue (Marepual), Ha KOTOPOM 3arlucaHa
uH(popManusi U KOTOpoe o0ecreynBaeT BO3MOKHOCTh COXpaHEHUs 3TOW MHGOpMALUKU U
cCHATHE €€ KOMuM, HampuMmep, Oymara, MarHUTHas JICHTa WJIM KapTa, MarHUTHBIN WIH

Ja3epHbBINA TUCK, (OTOTUIEHKA.

Jlokymenmauus - COBOKYITHOCTh B3aMMOCBSI3aHHBIX JIOKYMEHTOB, OOBEIMHEHHBIX OOIIEH
11€JIEBOM HANPaBIEHHOCTHIO.

Jonycmumutit puck napywenus Hb - puck Hapymenus b, npeanonaraemerii yep0, KOTOPHIit
bank B 1aHHOE BpeMs U B JaHHOM CUTYyallud TOTOB MPHHSTh.

Jocmyn Kk ungopmayuu — o3HaKOMIIeHUE C HWH(pOpMalMeld WIM TOJy4€HHE BO3MOXKHOCTH €€
obpabotku. Jloctyn K MHGQOpManMM perijamMeHTupyercs e€ IMpaBOBBIM PEKUMOM M JIOJDKEH
COIIPOBOXAATHCSA CTPOTMM cOOI0/IeHHeM ero TpeboBanuil. JlocTyn K uHGOpManuu, OCyIIeCTBIEHHBIHN €
HapyleHUsIMU TpeOoBaHMI €€ NPaBOBOIO pEXHMa, PAcCMATPUBAETCS KaK HECAaHKIIMOHWPOBAHHBIN
JOCTYII.

Hocmyn Kk pecypcy —nonydeHue CyOBEKTOM JOCTyHa BO3MOKHOCTH MaHHUIYJIMPOBAThH
(MCTIONTB30BaTh, YIPABISATH, U3MEHSTH XapaKTEPUCTHKH H T.I1.) TaHHBIM PECYPCOM.

ocmynnocms  ungpopmayuu — BaxXHeiiee CBONCTBO CHCTEMBbI, B KOTOPOW LHUPKYJIUPYET
nH(popManus (CpeCTB U TEXHOJIOTHHU €€ 00pabOTKH), XapaKTEPU3YIOIIEecs: CITIOCOOHOCTHIO 00eCTIeYBAThH
CBOEBPEMEHHBIN OECIPEensITCTBEHHbIN JOCTYN K HHPOPMALUU CYObEKTOB, UMEIOIINX Ha 3TO HaJyIeXKalie
MTOJIHOMOYHSI.

JHocmynnocms ungpopmayuonnvix axmueoe - csoiicteBo b banka, cocrosiiee B TOM, 4TO
WH(POPMAIIMOHHBIE AKTUBBI TPEIOCTABISIOTCS aBTOPU30BAaHHOMY TIOJB30BATENI0, NMPUYEM B BHUAE U
MecTe, HEOOXOUMBIX MOJIb30BATENI0, U B TO BPEMs, KOT'/1a OHU eMy HeOOXOMMBI.

Ecmecmeennvie yzpo3zst —>TO yrpo3bl, BbI3BaHHBbIE BO3ACHCTBUSIMH Ha WHGOPMAIMOHHYIO
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cucreMy U €€ KOMIIOHEHTHl OOBEKTHBHBIX (DM3NYECKHX MPOIECCOB TEXHOTCHHOTO XapakTepa WM
CTHXHUIHBIX TPUPOIHBIX SIBICHU, HE3aBUCSIIUX OT YEJIOBEKA.

/Kusnenno eaxicnvie unmepecsvl — COBOKYITHOCTh IOTPEOHOCTEH, YIOBIETBOPEHHE KOTOPHIX
HEOOXOUMO JUIs HAIEKHOTO 00CCIIEYEeHHUs CYIIECTBOBAHUS U BO3MOXXHOCTH MPOTPECCHBHOTO Pa3BUTHS
CyOBeKTa.

3amvicen 3auwumet — OCHOBHAsT WJEs, PACKpBIBAIOMIAs COCTaB, COJCPIKAaHUE, B3aHMMOCBS3b WU
IIOCJICAOBATCIIbHOCTD MepOHpHHTHﬁ, HGO6XOI[I/IMLIX I JOCTUIXKCHUA LCJIN 3allluThl I/IH(l)OpMaLII/II/I n
00BEeKTa.

3awpuma  ungopmayuu — 1eSTENLHOCT, 1O  NPEAOTBPALICHHUIO  YTEUKH  3AIIUIIAEMON
nHpOpMAIINY, HECAHKITMOHUPOBAHHBIX M HEMIPEHAMEPEHHBIX BO3JICHCTBHUI Ha WH(OPMAIIHIO.

3awpuma  ungpopmayuu  om - HECAHKUUOHUPOBAHHO20  OOCMYRA — ICATEIBHOCT IO
NPEJOTBPAIICHUIO TOJMYYCHHUs 3allUIaeMoll WH(POPMALMU  3aMHTEPECOBAHHBIM CYOBEKTOM C
HapymICHUEM YCTAHOBJICHHBIX JOKYMCHTAMHU HWJIA C06CTBCHHI/IKOM, BJIaaCIbLIEM I/IH(i)OpMaI_[I/II/I npaB HUJIN
MPaBUJI IOCTYIIA K 3aIIUIIIaeMOi HHPOPMAIIUH.

Sawumaemans ungopmayus — iHGopmaIys, SBISAIOMAACS TPEIMETOM COOCTBEHHOCTH H
noJyieXxamasi  3allduTe B COOTBETCTBHM C TPEOOBAHUSAMHU JIOKYMEHTOB WM  TpPEOOBAHHSIMH,
yCTaHABJIMBAEMBIMU COOCTBEHHUKOM MH(OPMAIIHH.

3awummnan mepa - CNOXUBIIASACS IPAKTHUKA, MTPOIEIypa WIK MEXaHU3M, KOTOPBIC UCIIOJIb3YIOTCS
JUIsl YMEHbIIIEHHs pucka Hapyuienus b banka.

3noymblunenHuK — HapyImuTeIb, ISHCTBYIONIHI HAMEPEHHO U3 KOPBICTHBIX, UICHHBIX HJIM UHBIX
o0y KICHUH.

Hoenmughuxayus - npouiecc NpucBoeHus UiacHTU(PUKATOpPa (YHUKAIBHOTO MMEHH); CpaBHEHHE
MPEIBSBIIEMOT0 HACHTH(PHUKATOPA C IEPEYHEM IPUCBOCHHBIX HICHTH()HUKATOPOB.

Hugpopmamuenslii  cuznan — SICKTPUYCCKUE CUTHAJIBI, aKyCTUYECKHUE, AJICKTPOMATHUTHBIC H
apyrue  (u3MyYecKue ToJs, IO TapamMeTpaM KOTOPBIX MOXET OBITh pacKpbiTa HH(POpMAIUsI
OTPaHUYEHHOIO PAcIpOCTPAaHECHHUs, TepeaaBaeMasi, XpaHuMmas, oOpabaTeiBaeMas WM OOCyXIaemas B
BBIJICJICHHBIX ITIOMCIIICHUAX.

Hugpopmayusn — ceenieHust o npeaMeTax, pakrax, COObITUAX, SIBICHUSIX H MPOIIECCaX HE3aBHCUMO
OT (hOPMBI MIX TIPEICTABICHHUS.

Hugpopmayuonnan 6e3onacnocms — 6€30MacHOCTb, CBSI3aHHAs C Yrpo3aMu B MH(OPMALMOHHON
chepe. 3aMMUIIEHHOCTh JOCTUTAETCAd OOECIEYEHUEM COBOKYMHOCTH cBoiictB Ub —
JOCTYIHOCTH,  IE€JIOCTHOCTH, KOH(PUACHIIMATLHOCTH HUH(POPMAIMOHHBIX  aKTHBOB.
IIpuopuretHocts cBoucTB Wb omnpenensercss LEHHOCTBIO YKAa3aHHBIX AKTUBOB IS

nHrepecos (ueneii) banka.

Hugpopmayuonnaa  ungppacmpykmypa -  cucteMa  OpPraHU3AlMOHHBIX  CTPYKTYD,
obecrieunBaOMMX (YHKIMOHHPOBAHHE W pa3BUTHE HWH(POPMAIMOHHOTO TIPOCTPAHCTBA M CPEICTB
MH(POPMALIMOHHOTO B3auMoJeicTBUsA. BkiodaeT COBOKYNMHOCTh HMH(OPMAIMOHHBIX LIEHTPOB, OAaHKOB
JTAHHBIX U 3HAHWH, CUCTEM CBSI3M; 00ECIIEYNBAET JOCTYI MOTpeOuTENeH K MHOOPMAIMOHHBIM pECypcaM.

Hunghopmayuonnvie pecypcovt — OTAEIbHBIE JOKYMEHTHl U OTIENIbHBIE MAacCHUBBI JIOKyMEHTOB,
JOKYMEHTHI 1 MacCHUBBI JOKYMEHTOB B HH()OPMAITHOHHBIX CUCTEMAX.

Hugpopmayuonnaa cpeda — COBOKYTHOCTh MHGPOpMALUU, UHPOPMALMOHHON MH(PACTPYKTYpHI,
CyOBEKTOB, OCYIIECTBISIONMIUX cOOp, PopMUpOBaHUE, paCIPOCTPAaHEHNE U UCTIOJIb30BaHUE WH(OpMAIUH,
a TaK)Ke CUCTEMbI PETryJIMPOBaHMsI BOZHUKAIOIIMX MPU 3TOM OTHOILICHHH.

Hngpopmayuonnan cucmema banka — OpraHU3AIMOHHO  YIIOPSJOYCHHAs  COBOKYITHOCTh
JOKYMEHTOB (MacCHBOB JOKYMEHTOB), HE3aBUCUMO OT (POPMBI MX MpPEACTaBICHUS, U HHPOPMALMOHHBIX
TEXHOJIOTUH, B TOM YHCJIE C WCIIOJb30BAaHUEM BBIUYMCIUTEIILHOW TEXHUKU M CBs3H. MH(MopMarmoHHas
cucrema baHka BkiltoyaeT B ce0si MHOKECTBO BCEX JOKYMEHTOB, CYIIECTBYIOUINX B baHke.

Hungpopmayuonnsie cnocoowt napywienusa 6e3onacnocmu ungopmayuu — BKIIOYAIOT:

. MPOTUBO3aKOHHBIN COOP, pacpocTpaHeHHe U UCTIONB30BaHNEe NH(POPMAITUH;

. MaHUITYJIMPOBaHUE HHPOpManuen (e3uHbopMaIus, COKPhITHE WIH HCKaXEHUE HHHOPMAITIH);
. HE3aKOHHOE KOMMPOBaHKUE WH(GOPMAITUU (TAHHBIX U IPOTPAMM);

. HE3aKOHHOE YHUYTOXKEHHE WH(POPMAIINH;
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= XuInieHne nHpopMauu u3 6a3 u 6aHKOB TaHHBIX;
. HapyIIeHHE aipeCHOCTH U ONEPATUBHOCTH MH()OPMALTMOHHOTO 0OMEHa;
. HapyIICHUE TEXHOJIOTHH 00pabOTKH JaHHBIX ¥ HH(POPMAIIMOHHOTO OOMEHA.

Hugopmayuonnaa  cucmema  nNepcoHAIbHLIX  OAHHBIX — MH(DOPMAITMOHHAS  CHCTEMA,
MIPEJICTaBISIONIAasi COOOW COBOKYITHOCTH NIEPCOHABHBIX JAHHBIX, COACPKAIMMXCS B 0a3e JaHHBIX, a TAKXKE
MH(POPMAITMOHHBIX TEXHOJOTHHA M TEXHUYECKUX CPEACTB, MO3BOJISIONINX OCYIIECTBIISITH 00PA00TKY TaKHX
MEePCOHANBHBIX JAHHBIX C HCIOJB30BAHUEM CPEJCTB aBTOMATH3AlMUA WIH 0€3 HCIOJIb30BAaHUS TAaKUX
CPEICTB.

Huyuoenm ungpopmayuonnou oezonacnocmu (unyuoenm HB) — coObiTe Win KOMOWHAIHS
COOBITHH, yKa3bIBAOIIAsl HA CBEPIIMBIIYIOCS, PEANPUHAMACMYIO WM BEPOSTHYIO PEAIU3aAIUI0 YIPO3bI
Wb, pe3ynpTaTOM KOTOPOM SIBISIOTCA:

= HapyIICHHE WIM BO3MOXHOE HapyllIeHHe pabOThl CPEJCTB 3aIlIMTHl MHPOPMAIMH B COCTaBE
COUBb banka;
= HapyIICHHE WIM BO3MOXXHOE HapylleHHe TpeOOBaHMH 3akoHOAaTeabcTBa P®d, HOpMaTHUBHBIX

AKTOB U IIPEANMCAHUH, PEryIUPYIOIMUX U HAA30PHBIX OPraHOB, BHYTPEHHUX ITOKYMEHTOB baHka B
obnactu obecnieuenuss Mb, HapymeHue miM BO3MOYKHOE HapyLIEHHE B BBIIOJHEHHUU IPOLIECCOB

COUB banka;

. HapylICHUEe WM BO3MOXKHOE HapyIIEHUWE B BBINOJHEHUMH OAHKOBCKMX TEXHOJIOTHYECKUX
npoueccoB banka;

. HaHECEeHHUe WM BO3MOXKHOE HaHeceHue yuiepoa banky u (min) e€ KiaueHTam.

Huyuoenm HUB npu ocywiecmenienuu nepeeooos 0CHedCHbIX cpeocme — coovimue UB unu ux
KOMOUHAYUsl, YKA3blearowjue Ha CEEePUUBULYIOCS, NPEONPUHUMAEMYIO UIU BEPOAMHYI0  Pearu3ayuio
veposwl UB, pe3ynomamom Komopou A6NAI0mMcsL:

. HECaHKIMOHUPOBAHHbBIE MEPEBOJIbI JCHEKHBIX CPEACTB, KOTOPHIE MIPUBEIU HIIM MOTYT IIPUBECTH
K:

" OCYIIECTBICHHUIO MEPEBOJIOB JCHEKHBIX CPEICTB IO PACIOPSIKEHUIO JUI, HE 00JaJarouux
MIPABOM PACTIOPSIKEHUSI STUMHU JEHEKHBIMH CPEJICTBAMU,

" HECBOEBPEMEHHOCTH OCYIIECTBIICHHUS IEPEBOJIOB JICHEKHBIX CPE/ICTB;

® OCYIIECTBJEHHUIO IIEPEBOJOB JICHEXKHBIX CpPEACTB C  MHCIOJIB30BAHUEM HCKaXEHHOU
nH(pOpMaIIUY, COAEPIKAIICHCS B PACTIOPSDKEHUAX HA OCYILECTBICHHE TIEPEBOJIOB JCHEKHBIX
CpencTB (PEKBU3UTOB IJIATEXKEH ),

. JNECTPYKTUBHBIE BO3JCUCTBUA HAa HMH(DOPMALMOHHYIO WHOPACTPYKTYPY, HCHOIB3YEMYIO s
OCYILIECTBJICHUSI TEPEBOJIOB JEHEKHBIX CpPEACTB, KOTOpbIE TNPUBEIM WJIM MOTYT IMPUBECTH K
HapyLIEHUIO HEMPEPHIBHOCTH OKA3aHMS MIATEKHBIX YCIIYT.

HUngpopmayuonnvi  axmue - uHbOpMaluus C  PEKBU3UTAMHU, [O3BOJSIOLMMHU €€
UACHTUQUIIMPOBATh;, HMEIOIIas IEHHOCTh mis baHka; Haxoxsmascs B pacrnopsbkeHud bazka,
MIpe/ICTaBJICHHAs] Ha JIIOOOM MaTepuaIbHOM HOCHUTEJE B MPUTOJHOMN uid e€ 00pabOoTKU, XpaHEHUs WU
nepenayu Gopme.

Hckyccmeennvie y2po3vt —3TO yrpo3bl, BBI3BAHHBIE JESITENBHOCTHbIO 4enoBeka. Cpeau HHX,
MCXO0/1sl U3 MOTHBAIUU AEHCTBUNA, MOKHO BBIJEJIHTD:

. HeTMpeAHaMEPEeHHbIC (HEYMBIIIJICHHBIE, CIIy4ailHble) YIpo3bl, BBI3BaHHBIE OIIMOKAMH B
MPOEKTUPOBAHUH HH(POPMAIIMOHHOM CUCTEMBI U €€ 3JIEMEHTOB, OIMOKaMHU B IEUCTBUAX MEpcoHAa
U T.IL;

. npeIHaMepeHHbIe (YMBIIUICHHBIE) YTPO3bl, CBA3aHHBIE C KOPBICTHBIMH, UIECHHBIMHI WU UHBIMU

YCTpEMJICHUSIMU JIFOJIEH (3JI0yMBIIIJIEHHUKOB).

Knaccugpukayua ungpopmayuonnwvix akmueoe - pasjeieHue CynecTByIuX HHHOpMaIHOHHBIX
akTHBOB baHKa 1o THITam, BBITOTHSAEMOE B COOTBETCTBHH CO CTETICHBIO TSHDKECTH TTOCIIEACTBAN OT MOTEPH
MX 3HaYMMBbIX cBOMCTB M1b.

Komnnekc cpedocme asmomamusayuu aemomamu3upo6annoil OAHKOBCKOW cUCMEMbl —

COBOKYITHOCTb BCEX KOMIIOHEHTOB aBTOMAaTH3MPOBAHHONW OaHKOBCKOM cuctembl opranuzanuu bC P 3a
HUCKJIIOUEHUEM JIOACH.
Komnviomepnas ungpopmayus — nvapopmanus B BUIE:
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. 3amuceld B MaMSTH KOMIBIOTEPOB, JJCKTPOHHBIX YCTPOMCTBaX, Ha MAIIMHHBIX HOCHUTEISIX
(a;meMeHThl, (Qainbl, OJI0KH, 0a3bl JaHHBIX, MHKPOMPOTPAMMBI, NPUKIAIHBIE W CHCTEMHBIC
MPOrpaMMBbl, TIAKEThI M OUOIMOTEKH MPOrpaMM, MHKPOCXEMBI, MPOrpaMMHO-HH()OPMAIIOHHBIC
KOMIUICKCHI U Jp.), o0ecreynBamux (yHKIMOHUPOBaHNE 00bekTa HHPOpMaTH3aluK (CETH);

. COOOIIEHUH, TTIepeaBacMbIX 110 CETSIM MepPeIayl TaHHBIX;

. IPOTPaMMHO-UH(OPMAIIMOHHOTO MPOJYKTA, SBISIOUICTOCS PE3YJIbTaTOM T'€HEpalliil HOBOW HIIU
00pabOTKH MCXOMHON JOKYMEHTUPOBAHHON MH(OpMALINU, TPEICTABIIEMOT0 HEIIOCPEICTBEHHO Ha
9KpaHax JWCIUICEB, HAa BHEIIHUX HOCUTENSX JAHHBIX (MarHUTHBIE JMCKH, MArHUTHBIC JICHTBI,
ONTUYECKUE TUCKH, TUCKETHI, OymMara Juist pacrieuaTKy U T.I1.) WK Yepe3 CETH Mepeaauu JaHHBIX;

. AJIEKTPOHHBIX 3aMKCceil 0 CyObeKTax Mpas.

Konmponupyemasn 30na —3TO TPOCTPAHCTBO, B KOTOPOM HCKJIIOUYEHO HEKOHTPOJIHPYEMOE
npeObIBaHUE JIMII, HE UMEIONIUX MOCTOSIHHOTO WJIM Pa30BOT0 JIOIYCKA, U IMOCTOPOHHUX TPaHCIIOPTHBIX

CPEICTB.
['panutieit KOHTPOJIUPYEMOM 30HBI MOTYT SIBJISATHCS:
= [IEpUMETP OXpaHseMou TeppuTopun banka;
. OTpaXkJaroNIMe KOHCTPYKIIMM OXPAHSIEMOro 3[aHHs, OXPAHSIEMOM YacTH 3[aHUsl, BBIACICHHOIO
MTOMEILEHUS.

B otnenbHBIX ciydasx Ha 1epuox 00paOOTKM TEXHMYECKHMMM CPEJICTBAMU CEKPETHOM
uHbopManuy (IPOBEACHUS 3aKPHITOTO MEPONPHUATHA) KOHTPOJIUpyeMas 30Ha BPEMEHHO MOXKET
yCTaHaBJIMBaThCsl OOJbIlEH, yeM oxpaHsemas Teppuropus banka. IIpu 3TOM HOJKHBI NPUHUMATHCA
OpPraHMU3alMOHHO-PEKUMHBIE U TEXHUUYECKHUE MEPbI, UCKIIOYAIOIIME WM CYILECTBEHHO 3aTpyIHSIOLINE
BO3MOKHOCTb BEJICHHsI IlepexBaTa HHPOPMALIUU B 3TON 30HE.

Konguoenyuanonocmo  ungpopmayuu — cyObeKTuBHO  ompezenseMas  (MpUMKMCHIBaeMast)
uHpOpMaLUU XapaKTepUCTUKa (CBOMCTBO), YKa3bIBaloIlas Ha HEOOXOIMMOCTb BBEICHUS OIpaHUUYEHHH Ha
KpYT' CyOBEKTOB, MIMEIOIINX AOCTYI K JaHHOW mH(MOpMaIyu, u odecrieynBaeMasi CiocCOOHOCTBIO CUCTEMBI
(cpenpl) COXpaHATh yKa3aHHYIO MH(OpMALUIO B TailHE OT CyOBEKTOB, HE MMEIOIIUX IOJHOMOYUN Ha
IIPaBo J0CTyIa K HEH.

Konguoenyuansnocmo ungpopmayuonnvix akmugoe - csoiicrso b banka, cocrosiee B TOM,
910 00paboTKa, XpaHEHHE U Tepenavya MHPOPMALMOHHBIX aKTHBOB OCYIIECTBIISIIOTCS TaKHM 00pa3oM,
YTO UH(POPMALIMOHHBIE AKTHUBBI JOCTYIHBI TOJIBKO aBTOPU30BAaHHBIM IOJIb30BATENSAM, O0BEKTAM CHCTEMBbI
WM TIpOLIeccaM.

Kopnopamuenasa ungopmayuonnaa cucmema — aBTOMaTU3UPOBAHHAS cHcTeMa OOpPabOTKU
nHpopmanuu banka.

Juyenzusn ¢ obnacmu 3awumel UHGOpmayuu — pa3pelIcHUe Ha MPaBO MPOBEIEHUS TEX WIH
MHBIX paboT B 00J1aCTH 3aIUTHI HH(DOpMAIUH.

Meneorcmenm - CKOOpIUHUPOBAHHAS JAEATEIBLHOCTD IO PYKOBOJACTBY U YIIPaBJICHHUIO.

Mooenv napywiumens ungopmayuonnou 6e3onacnocmu (mooenv Hnapywiumens HB) —
onucaHue U knaccuuxauus Hapymurtened Wb, Bkitoyass omucaHue MX OIBITA, 3HAHWM, TOCTYIHBIX
pecypcoB, HEOOXOIMMBIX IS peau3allii yrpo3bl, BOZMOXXHOM MOTHBAIIMM WX JACHCTBUN, a TaKKe
crniocoOb! peanuzanuu yrpo3 b co cropoHsl ykazaHHBIX HapymuTeneld. Pacuér naHHON Moaenu oTpaxkeH
B PC BP UBBC-2.2-2009.

Mooenv yzpo3 ungopmayuonnou dezonacnocmu (modenv yepo3 Hb) — onucanue akTyaJlbHBIX
UCTOYHUKOB yrpo3 Ub; MeronoB peanuszauuu yrpo3 Ub; 00beKTOB, MPUTrOAHBIX IS pealu3aluu yrpo3
Ub; ysa3BUMOCTEH, UCHONb3yeMbIX HCTOYHMKaMH yrpo3 Wb; THIOB BO3MOXHBIX MOTEph (Hampumep,
HapylIeHHe JOCTYNMHOCTH, UEIOCTHOCTH WM KOH(PHIESHIUAIBHOCTH HWH(OPMALMOHHBIX aKTHUBOB);
MaciTaboB MOTEHIUAIBHOTO yiepoa.

Mopanvho-3muueckue mepovt 3auiumsl UHGopmayuu — TPAJUIUOHHO CIIOKUBIINECS B CTPAHE
WM o01IecTBEe HOPMBI TIOBECHHUS U IIpaBuiIa oOpaleHus ¢ nHpopmanueir. 9T HOpMbI 0OJIbILEH YacThIO
HE SBIIAIOTCS O0O0s3aTeIbHBIMU, OJHAKO, MX HECOOoJeHHe BeAET OObIYHO K TMaJCHHUI0 aBTOPUTETA,
IPECTI’KA YeloBeKa, rpynmbl Jul win banka. MopalbHO-3THUECKHE HOPMBI OBIBAIOT KaK HEMHUCAaHbIE
(Hanmpumep, oOIIEeNpU3HAHHBIE HOPMbI YECTHOCTH, MAaTPUOTHU3Ma U T.I.), TaK M HANHCAHHbBIE, TO €CTh
o(opMiIeHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpaBWJI WK MPEANUCAHHHA.

Monumopunz Hb - noctosHHOe Ha0II0IeHNE 32 00bEeKTaMU U cyObeKkTaMu, BiusomumMu Ha b
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banka, a Takxe cOop, aHa3 U 0000IIEHUE PE3yIHTaTOB HAOTIOCHHIA.

Hapywiumens — 310 1u110 (CyOBEKT), KOTOPOE MPEANPUHSIIO (TIBITAIOCH MPEANPUHSATD) TOMTBITKY
HECaHKLMOHUPOBAHHOTO JOCTYyNla K pPecypcaM CHCTEMbI (IIONBITKY BBIIIOJHEHUS 3alpEUlIEHHBIX €My
NEHCTBUI C JaHHBIM PECypcoM) MO OHIMOKEe, HE3HAHWIO0 WJIM OCO3HAaHHO CO 3JbIM YMBICIOM (U3
KOPBICTHBIX MHTEpPECOB) MM 0€3 TakoBOIro (pagu WIpbl WIM C LENbI0 CAMOYTBEPXKACHMUS U T.OI.) U
MCIOJIb30BaBIIEE JIJIS1 3TOTO Pa3InyHble BO3MOKHOCTH, METOJIbI U CPENICTBA.

Hayuonanvnaa naaméxcnaa cucmema — COBOKYIIHOCTb OIEpAaTOPOB IO NEPEBONY JEHEKHBIX
CpeICTB (BKJIIOUasi OMEPATOPOB DJIEKTPOHHBIX JICHEKHBIX CPENICTB), OAHKOBCKUX IUIATEXHBIX areHTOB
(cyOareHToB), IIaTE&XKHBIX areHTOB, OpraHU3alMii (enepantbHON MOYTOBOW CBSI3U IMPH OKA3aHUU WUMHU
IUIATEKHBIX YCIYT B COOTBETCTBHM C 3aKOHOAATENIbCTBOM Poccuiickoit ®expepaiuu, orepaTopoB
IIaT&KHBIX CHUCTEM, OIEPATOPOB YCIYT IUIATEXHOW HMHQPACTPYKTYpHl (CYOBEKTHl HAlMOHATIHHOMN
IJIaTEKHOM CUCTEMBI).

Hennaméxcnaa ungpopmayua — vapopmanus, Heooxonumas 1 GpyHKuoHupoBanus banka, He
ABIIAIOIIAsACA TUIATEXKHOM MHQOpMaIMel, KoTopas MOXET BKIOYaThb B ce0s, Hampumep, JaHHbIE
CTAaTHUCTUYECKOW OTYETHOCTH M BHYTPUXO3SIMCTBEHHOHN EATEIBHOCTH, aHATUTUYCCKYIO, (PUHAHCOBYIO,
CIPaBOYHYIO HH(OPMALIUIO.

Hecanxkyuonupogannoe oeiicmeue — IcicTBue CyObeKTa B HApYIICHHE YCTAHOBJICHHBIX B
cCUCTEME TIpaBuiI 00pabOTKH HHGOPMALIIH.

Hecankyuonuposannwtit 0ocmyn — 10CTyIl CyObEKTa K 0ObEKTY B HAPYILIEHUE YCTAHOBJICHHBIX B
CHCTEMeE MPaBWJI Pa3rpaHUYCHUS JOCTYTIA.

Hecankyuonuposannulit nepeoo0 0EHeMCHBIX CPedCcne — TIEPEBOJL JEHEKHBIX CPEJICTB JIUIIAMH,
He 00J1aIal0NMMU MPABOM PACIIOPSKEHHS IEHEKHBIMU CPEJCTBAMH.

Oébnacme oOeiicmeusas COHB - COBOKYNHOCTh WH(GOPMAIIMOHHBIX AKTUBOB M 3JIEMEHTOB
uHpopMannoHHON HHGPACTPYKTYphl baHka.

Oobpabomka pucka napywenus Hb - mipoliecc BbBIOOpa W OCYIIECTBICHHS 3alIUTHBIX Mep,
CHIDKAIOIIUX puck Hapymienust b, unm mep mo nepeHocy, NpUHATHIO UM YXOIY OT PHCKA.

O0veKkm — TacCUBHBI KOMIIOHEHT CHCTEMBI, €IMHHIA pecypca HH()OPMAIIMOHHOW CHUCTEMBI,
JOCTYI K KOTOPOMY pPErjaMeHTHPYETCs MPaBUIIaMU Pa3rpaHUdeHUs] JOCTYIIA.

Ob6vexm 3augumol — iHPOPMAITUS WM HOCUTEh MHPOPMAIUH, YT WHPOPMAIIMOHHBIH TIpOIIece,
B OTHOIIEHUHM KOTOPBIX HEOOXOJMMO OOecleyuBaTh 3allUTy B COOTBETCTBUHU C IOCTABICHHOH MLEJbIO
3aIuThl HHHOPMAITUH.

Obvexm cpedvl UHGOPMAYUOHHOZ0 AKMUEA - MATEPUATIBHBIA OOBEKT Cpebl UCIIOJIb30BAHUS U
(unu) oKcrulyatTauuu  MHGQOpPMAMOHHOTO aKkThBa (OOBEKT XpaHEHHUs, mepenaud, o0padbOTKH,
YHUYTOXKEHHUS.

Onepamop no nepegody OeHeMCHBIX CPedCcme — OpraHu3alysl, KOTopas B COOTBETCTBHM C
3aKkoHoAaTenscTBOM Poccuiickoit denepanuny BIpaBe OCYLIECTBIIATH IEPEBOJL AECHEKHBIX CPEICTB.

Onepamop nnaméxcnoii cucmemvl — OpraHU3allks, OIpeAeNaionias IpaBWwiIa IUIaTEXHON
CHCTEMBI, a TaK)Ke BBINOJIHAIOLIAS WHbIE OO0S3aHHOCTH, MperycMOTpeHHble DeneparabHbIM 3aKOHOM
Nel61-@3.

Opzanu3ayuonHo-npaesogvie cnocoovl HapyuieHua 6e30nacHoCmu UH@GOopMayuu — BKIIIOYAIOT:

. 3aKyNKY HECOBEPIIEHHBIX, YCTapEBIIMX WM HEMEPCHEKTHBHBIX CPEICTB WH(OpMaTHU3AIUU U
MH(OPMAIIMOHHBIX TEXHOJIOTHUH;
. HEBBITIOJIHEHHE TpeOOBaHMI 3aKOHOJATENILCTBA WM HOPMATHBHBIX AaKTOB W 3aJCPKKH B

pa3paboTke M MPUHATHH HEOOXOAMMBIX HOPMAaTHBHBIX MPABOBBIX U TEXHMYECKUX JOKYMEHTOB B
o0acTu 6€30MacHOCTH UH(OPMAIIHIH.

Opzanusayuonnvlie  mepvl  3auiumpl —>3TO  MEPbl,  PErIaMEHTUPYIOIIME  IPOLECCHI
(GYHKIIMOHUPOBAHMSI CUCTEMbI O0OpaOOTKM JAaHHBIX, HCIIOJNB30BAHHE €€ PECYpCOB, JeATEIbHOCTh
NepcoHaNa, a TakXke MOPAIOK B3aUMOJEHCTBHS MOJb30BaTENIeH C CUCTEMOHM TakuM 00pazoMm, 4TOOBI B
HauOOJbIIeH CTENEHH 3aTPYIHUTh WIM HCKIIOYUTh BO3MOMKHOCTH peav3allid yrpo3 Oe30MacHOCTH,
LUPKYJIUPYIOLIeH B Hel nH(pOopMaIHH.

Opzanusayuonnuliic. KOHMPoOsL IPPekmusnocmu 3auwumsl UHGoOpMayuu — IPOBEpKa MOJTHOTHI
1 000CHOBAaHHOCTH MEPOIPHUATUH IO 3amuTe HHPOPMaLUU TpeOOBaHUAM HOPMAaTHUBHBIX JTOKYMEHTOB 10
3amuTe HHPOpMaIuH.
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Oco3nanue Heobxo0umocmu obecneyenuss HB - 1nOHNMaHue pyKOBOJACTBOM baHka
HEO0OXOIMMOCTH CaMOCTOSITEIbHO Ha OCHOBE NMPUHSATHIX B ATOW OpraHU3alluu EHHOCTEH U HAKOIUIEHHBIX
3HaHU# (HOPMUPOBATH U YUUTHIBATH B paMKaxX OCHOBHOH JIEATENLHOCTH (OM3HECA) MPOTHO3 PE3yIbTaTOB
OT JesTeNIbHOCTH 10 obecnieueHuto Mb, a Takke moaaep:KuBaTh 3Ty 1€ATE€IbHOCTD aJ€KBaTHO IIPOTHO3Y.

Ocmamounwtii puck napywenus Hb - puck, octamomuiics nociae o0paboTKH prcKa HapyIICHUS
Ub.

Ouyenka pucka napywenus Hb - cucreMaTU4eCKUM U JOKYMEHTUPOBAHHBIH MPOLIECC BBISBICHMS,
cOopa, HCIONB30BaHMA W aHalIM3a HMHQPOPMAIMK, IO3BOJISIIOIICH IPOBECTH OICHUBAHHE PHCKOB
Hapymenust b, cBs3aHHBIX ¢ MCMOIBb30BaHNEM MH(GOPMAIMOHHBIX aKTHBOB baHKa Ha BCeX CTaIusAX UX
KU3HEHHOTO LIMKJIA.

Ouyenka coomeemcmeus uH@GOpMayuoHHOU 0Oe3onacnocmu (oyenka coomeemcmeusn HUB) —
CHUCTEMAaTUYECKUM M JTIOKYMEHTHUPYEMBIM IpOLieCC MOJIyYEHHUS] CBUAETENbCTB JeATeIbHOCTH baHka 1o
peanm3zanuu TpeOoBaHwii MIb M yCTaHOBIEHWIO CTENEHW BBIMOJHECHUS B baHKe KpPHUTEPUEB OLEHKH
(ayauta) Ub. Onenka cOOTBETCTBUSA JI0JDKHA OCYIIECTBIATHCA baHKOM C mpuBIIeYeHHEM OpraHU3alUi,
MMEIOIINX JIMIEH3UIO0 Ha OCYIIECTBICHHUE JACATEIBHOCTU MO0 TEXHUYECKOH 3aluTe KOH(PUICHIHUATBHOMI
nH(popManuy Ha MPOBEACHUE padOT U YCIYT, MPEAyCMOTPEHHBIX oamyHkTamu "6", "a" wim "e" myHkTa
4 TlonoxeHWss O JIMLEH3UPOBAHUM JEATEIBHOCTH I10 TEXHUYECKOM 3aliuTe KOH(UICHIIMAIbHOU
uHpopmanuu, yrBepxkaéHHoro noctanopnennem [IpasurtensctBa Poccuiickoit deneparuu N 79.

Ilapons — ciyxe0HO€E CII0BO, KOTOPOE CUUTAETCS U3BECTHBIM Y3KOMY KPYTY JIHI (OAHOMY JIUILY) U
UCIOJIb3YETCS ISl OTpaHUYEHUS T0CTyMa K HH(GOpMaInuu, B IOMEIICHHE, HAa TEPPUTOPHUIO.

Ilepconanvnvie oOannvie —n0dass uHGOPMAIMSI, OTHOCAMIAACA K TMPSIMO WIH KOCBEHHO
onpeAenEéHHOMY, WU ofpeaesieMoMy GU3NYECKOMY JIHIY (CYObEKTY MepCOHANBHBIX JaHHbIX ).

IInan pabom no obecneuenuto Ub - n1OKyMEHT, yCTaHABIWBAIOIIMKM MEpEeYeHbh HAMEUEHHBIX K
BBIMIOJTHEHUIO paboT Wi MeponpusaTuil mo obecneuenuto b banka, ux mocnenoBarensHOCTb, 00BEM (B
TOW WM UHOH (OPME), CPOKH BBITIOIHEHHSI, OTBETCTBEHHBIX JIUI © KOHKPETHBIX HCIOTHUTEICH.

Ilnaméxcnan ungpopmayus — unpopmanysi, Ha OCHOBAHHUU KOTOPOH COBEPIIAIOTCS OMEPAIUH,
CBSI3aHHBIE C OCYLIECTBIIEHUEM IIEPEBOJIOB JEHEKHBIX CPEJICTB.

Ilonv3oeamensy — cyObeKT, MONB3YOIMIUNACA HHDOpMaLIUEH, MONy4eHHOW OT e€ COOCTBEHHUKA,
BJIQ/IENIbIA WM IOCPEJHUKAa B COOTBETCTBUU C YCTAHOBJICHHBIMH IIpaBaMH W IMpaBUIaMH JOCTyNa K
uHpOpMalnu.

Ilpasuna nnaméxcnuoni cucmempl — TOKYMEHT (JOKYMEHTBI), COJepKamuii (CoaeprKaiue)
YCIIOBUS y4acTHs B IIATEIKHOM CHUCTEME, OCYIIECTBIIEHUS NIEPEBOJA ACHEKHBIX CPEJICTB, OKA3aHUS YCIIyT
I1aT€XHOM MHEQPACTPYKTYphl U HMHBIE YCIOBHUSA, OINpEAEseMble ONepaTOpOM IIATEKHOM CHCTEMBI B
cooTBeTcTBUM ¢ PenepanbHbIM 3ak0HOM Nel61-D3.

Ilpaguna paszzpanuyenus Oocmyna — COBOKYITHOCTb MpaBWJI, pErjJaMEHTHPYIOIIUX IpaBa
J0CcTyna cyObeKTOB K 00BEKTaM B HEKOTOPOH cucremMe.

Ilpagossvie mepvl 3augumol ungopmayuu — NENCTBYOIIME B TOCYJApCTBE 3aKOHBI, yKa3bl U
JApyrue HOPMAaTUBHBIE aKThl, pErJaMEeHTUpPYIOIIME TMpaBuia oOpamieHus ¢ uHpopmauuedl u
OTBETCTBEHHOCTb 32 UX HApYUICHUs, IPENATCTBYIOIINE TEM CaAMbIM HETIPAaBOMEPHOMY €€ MCII0JIb30BAHUIO
U SIBJISIOLIMECS CAECPKUBAIOLIMM (PaKTOPOM Il HOTEHIIMAIbHBIX HApYyIIUTENEH.

Ilpocpammno-mamemamuueckue cnocodvl Hapywienus 0e3onacHocmu  uHgopmayuu —
BKJIFOUAIOT:

. BHEJ[PEHNE IPOrpaMM-BUPYCOB;

. BHEJJPEHUE IPOrPaMMHBIX 3aKJIaJIOK KaK Ha CTaJUU IPOEKTUPOBAHMS CUCTEMBI (B TOM 4YHCIIE
MyTEM 3aMMCTBOBAHHUS «3apaXEHHOTO» 3aKJIaJIKaMHi IPOrpaMMHOTO MPOAYKTa), TaK U Ha CTauu €€
9KCIUTyaTalyy, MO3BOJISIOIIMX OCYIIECTBUTh HECAHKIMOHUPOBAHHBIN IOCTYN WJIH AEUCTBHS IO
OTHONICHHIO K MH(pOpMauuu U cucremMaM e€ 3amuThl (OIoKHpoBaHHe, 00X0M M MOAUUKALUSI
CHCTEM 3alllUThl, M3BJICYEHHUE, IIOJAMEHA MJIEHTU(PUKATOPOB M T.I.) W TPUBOAALIMX K
KOMITPOMETAIUU CUCTEMBI 3aIlUThl HH)OPMALIHH.

Paouornekmponnvie cnocodvl Hapyuienusa 0e30nacHocCmu UHGopmayuu — BKIOYAKOT:

. nepexBaT MHGOpMalMu B TEXHUYECKUX KaHalax e€ yTeukH (IMOOOYHBIX 3JIEKTPOMArHUTHBIX
U3TYYCHUH, CO3/1aBaeéMbIX TEXHUYECKMMHU CpeACTBaMHM 00paOOTKM M mepenadyd WH(pOpMaIuy,
HaBOJIOK B KOMMYHHKAIUAX (CETH DJIEKTPOIUTAHUS, 3a3€MJICHUS, PaAUOTPAHCISINY, T0KAPHOU U
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OXpaHHOW CUTHANM3allMU U T.A.) U JHHUSX CBSA3H, MYTEM MPOCITYIIMBAHUS KOH(UICHIHATBHBIX
pasroOBOPOB C TOMOIIBI0 aKyCTHYECKUX, BUOPOAKYCTHUECKHX M JIA3€PHBIX TEXHHYECKHX CPEICTB
pa3BeIKH, TPOCIYIIMBAHHUS KOH(QUIACHIMATBHBIX TEJICPOHHBIX PA3TOBOPOB, BH3yaJbHOTO
HaOII0JICHUS 32 pabOTOM CPeCcTB 0TOOpakeHUs: HH(pOpMaIun);

= nepexBar u ermudpoBaHue HHPOPMAIMH B CETAX IMEPEAauu JaHHBIX U JIMHUSAX CBS3U;

= BHEJIPEHUE DJICKTPOHHBIX YCTPOWCTB TepexBara WHGOpPMAIMM B TEXHHYECKHUE CPEACTBA W
MOMEIIICHUS;

= HaBsI3bIBAaHWE JIO)KHOW MH(POPMAMK TI0 CETSIM Tepeladyd JaHHBIX | JIMHHSAM  CBSI3H,

PaarO3IEKTPOHHOE MMOJABJICHUE JIMHUN CBSI3U U CUCTEM YIIPABIICHUS.

Pazzpanuuenue oocmyna K pecypcam — 370 TaKOH NOPAJIOK UCIIOJIB30BAHUS PECYPCOB CUCTEMBI,
IIPH KOTOPOM CYOBEKTHI MOITYYarOT JOCTYI K OOBEKTaM B CTPOIOM COOTBETCTBHUHU C YCTAHOBICHHBIMU
IpaBUJIaMHU.

Pezucmpauusn - hukcanysi JaHHBIX O COBEPIICHHBIX JEUCTBUSIX (COOBITHUSX).

Pecypc - axtuB baHka, KOTOpBIM HCIONB3yeTCS WIM MOTPEOIISeTCS B MPOIECCE BHIOIHEHUS
HEKOTOPOU JIEATEIIbHOCTH.

Pecypc b — xaapoBele pecypcebl (mepcoHan) ciyx0sl Wb u QuHaHCOBBIE CpencTBa,
HEOOXOMUMBIC IS TUIAHWPOBAHUS, pEAM3AIMH, BBHITIOJHCHHS, IMPOBEPKH U COBEPIICHCTBOBAHUS
npouecco COUB ¢ nenpro obecrieueHus 1eneBoro yposus oodecreuenus 1b.

Pecypcnoe obecneuenue HB — t1iporiecc ymOpaBieHHs, O0O0ECIEUUBAIONIUN OIpPEACICHHUE
notpebHocTelt B pecypcax Ub u kouTpois s pexTuBHOCTH HcToNb30BaHus pecypcoB Ub.

Pecypc Il/[n - coBoxkynHocTh II/IH, oOpabaTbiBaeMbix B baHke ¢ ucrnonb3oBaHueM wiu 0e3
ucrnoinb3oBanus cpencts apromatuzanuu U1 AbC, B Tom uncne UCIT/{H, 00beAMHEHHBIX OOIIUMU LENIMU
00paboTKH.

Puck - Mepa, yUUTBIBAIOIIAs BEPOSITHOCTh peAU3alMK YTPO3bl M BEIUYHHY MOTEph (ymepda) ot
peanu3annuy 3TOM yrpo3bl.

Puck napywmenua Ub - puck, cBsizannbiii ¢ yrpozoit Ub.

Ponv - 3apaHee omnpenenéHHas COBOKYIHOCTb IIpaBWJI, YCTAHABIMBAIOUIMX JOMYCTHUMOE
B3aMMOJICIICTBIE MEXKAY CYyOBEKTOM U OOBEKTOM.
. K CyObeKTaM OTHOCATCS JIMLA U3 4Yucila pyKoBoauTene banka, e€ mepcoHana, KIMEHTOB WIH
MHUIMHAPYEMbIE OT UX UMEHH MPOLIECCHI 10 BHIIOJHEHUIO JIeMCTBUI HaJl 00bEKTaMHU.
. 0o0BeKTaMH MOTYT OBITh ammapaTtHOe CpPEJICTBO, IPOrPaMMHOE CpPEICTBO, MPOTPaMMHO-

anmapaTHoe CpencTBO, MH(OPMAIMOHHBIN pecypc, yciyra, mpolecc, CUCTeMa, HaJl KOTOPBIMHU
BBITIOJIHSIOTCS ACUCTBHUSL.

Ceudemenvcmea 6vinonenus desamenvHocmu no obecneuenuto Ub - 1OKyMEHT WIH dJIEMEHT
JOKYMEHTa, COJAepXkalluid JOCTUTHYTbIE pe3yibTaTbl (IPOMEXKYTOUHBbIE WJIM OKOHYATEJBHBIE),
oTHocsmuecs k obecriedennto 1b banka.

Cucmema ungpopmayuonnoii 6e3onacnocmu — COBOKYIHOCTb (KOMILIEKC) CHEUAIbHBIX Mep
MPABOBOTO (3aKOHOJATENBHOT0) M aJMUHHCTPATUBHOTO XapaKTepa, OpPraHU3alMOHHBIX MEPOIPHUSTHH,
(GU3NYECKUX U TEXHUYECKUX (IIPOrpaMMHBIX M allapaTHBIX) CPEICTB 3alllUThl, a TAKXKE CIEHUAIBHOTO
nepcoHaia, NpeAHa3HaYeHHbIX A7 obecnedyeHus: nHpopmamonHoi 6e3onacHocTr banka.

Cucmema  menedyncmenma  UHPOPMAYUOHHOU  He30nACHOCHMU —YaCTh  MEHEKMEHTa
opranuzanuu OaHKOBCKOW cucteMbl Poccuiickoit @enepanuu, npeAHa3HAYeHHAss M CO3/aHUs,
peaM3aluy, SKCIUTyaTallud, MOHUTOPUHIA, aHajdu3a, MOAJEPKKH U COBEPILIEHCTBOBAHUSA CHCTEMBbI
obecnieuenus Ub.

Cucmema obecneuenus ungpopmayuonnoit oe3onacnocmu — copokynaocts CUb m CMUB
opranu3zanuu 6aHkoBcKoil cuctembl Poccuiickoit @enepanuu.

Cnam — o0111ee HAUMEHOBAHHE HE 3aIllPOLICHHBIX IOJIb30BATENSMU AJIEKTPOHHBIX IOCIAHUNA U
PEKIIaMHBIX TTHCEM, PACCHUIAEMBIX B WH(GOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOW cetn «HTepHeT» 1o
CTaBIIIMM U3BECTHBIMH PACCHUIAIONIEH CTOPOHE aJpecaM MOJIb30BaTENEH.

Cpeocmeo 3auwumel uH@opmayuu — TEXHUYECKOE, MPOrPaMMHOE CPECTBO, BEIIECTBO H/WIIU
MaTepual, MpeHa3Haue€HHbIE WK UCIIOJIb3yeMBbIe [Tl 3aIlIUThl HH(POpPMAaILIUH.

Cyovexm — aKTUBHBI KOMIIOHEHT CHUCTEMBI (TOJIb30BaTeNb, MPOLECC, Mporpamma), IEHCTBUS
KOTOPOTO perjiaMeHTHUPYIOTCS IPaBUIaMH pa3rpaHUYEHUs JOCTyIa.
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Cyovekmol  UHOPMAUUOHHBIX  OMHOWIEHUIl — TOCYJAPCTBO, T'OCYAAPCTBEHHBIE  OPraHbI,
rocyJapCTBEHHBIC, OOIIECTBEHHBIE WM KOMMEpPYECKHE OpraHu3anuu (OOBEAMHEHUS) W TPEANPUATHS
(ropuaMyeckue  JMIA), OTHACNbHBIE TpaxkigaHe (pu3uveckue JMHa) W HHBIE  CyOBEKTHI,
B3aUMO/ICHCTBYIOIIME C LI€TIbI0 COBMECTHOM 00pab0TKH HH(OpMALIUH.

Texnuueckue (annapamuo-npocpammusie) cpeocmea 3aujumpl — Pa3IUUHbIE 3JIEKTPOHHbBIE
YCTPOMCTBA U CIIELUAIBbHBIE IMPOTrPAMMBbl, KOTOPbIE BBIIOJHAIOT (CaMOCTOATENBHO MM B KOMILJIEKCE C
APYTUMH  CpPEACTBaMM) (QYHKUUHU 3amuThl HHGopManmuu (MASHTHPUKALKMIO U  ayTEHTHU(HUKAIHIIO
[I0JIb30BaTENIeH, pa3rpaHMUYCHHE JOCTyNla K pecypcaMm, PErucTpaluio COObITHH, Kpunrorpaduueckoe
3aKpbITHE HH()OPMAIUH U T.11.).

Texnonozuueckuii npoyecc - NPoLECC, PEANU3YIOLUINI HEKOTOPYIO TEXHOJIOTHUIO.

Texnonozua - COBOKYITHOCTh B3aWMOCBS3aHHBIX METOJIOB, CHOCOOOB, MPHEMOB IMPEIMETHOMN
JeSATeNbHOCTH

Texnonozua obecneuenus uHGoOpmayuoHHoU He3onacHocmu — ONpeNEIEHHOE pacIpeelIeHNe
GyHKLIMH U periaaMeHTalys MopsaaKa UX UCIOJHEHHUs, a TAKXKe MOpsAIKa B3aUMOJIEHCTBUS HOpa3ieIeHUH
U COTPYIHUKOB baHka 1o o0ecrneueHno0 KOMIUIEKCHON 3aliuThl HHPOPMAIIMOHHEIX pecypcoB baHka.

Yepo3a — peanbHO MAM NOTEHUMAIBHO BO3MOXKHBIE [JEHCTBHS 10 pEalM3allud  OMACHBIX
BO3ACUCTBYIOIMX (AKTOPOB C LENbI0 NPEAHAMEPEHHOTO WM CIIy4allHOTO (HEYMBIIUIEHHOTO)
HapyleHus: pexumMa (pyHKIHMOHUPOBAaHUS OOBEKTa M HapyIIEHUs CBOMCTB 3alluIinaeMoil MH(pOpMaLuu
WIH IPYTUX PECYPCOB OOBEKTA.

Yeposza 6ezonacnocmu ungpopmayuu — N1OoTEHINATBEHO BO3MOXKHOE COOBITHE, IEHCTBHE, POLIECC
WIA SIBJICHHE, KOTOPOE MOXET NPUBECTH K HAPYIICHUI0 KOH(UICHIMAIBHOCTH, LEJIOCTHOCTH,
JOCTYIHOCTH HMH(pOpMAIMU, a TaKXKe HENpaBOMEPHOMY €€ THUPaXMPOBAHUIO, KOTOPOE HAHOCHUT yuIepo
COOCTBEHHUKY, BIIAJIEINIbILy WM MOJIB30BATENIO HH()OPMAIIH.

Yepoza unmepecam cyovekmos ungopmayuonnvix omuouteHuii — NOTEHIMAIBLHO BO3MOXKHOE
coOBITHE, NIEHCTBHE, MPOIECC WM SBICHHE, KOTOPOE IMOCPEACTBOM BO3JCHCTBHS Ha WH(POPMALUIO H
Apyrue MH(POPMALMOHHOM CHCTEMBbl MOKET HPHUBECTHM K HAaHECEHHIO yiiepOa HHTepecaM JaHHBIX
CyOBEKTOB.

Yposenv 3aupumur (knacc u kamezopus 3auiuuiénHocmu) — XapaKTepUCTUKA, ONUCHIBaeMasl B
HOPMAaTUBHBIX JOKYMEHTaX ONpPEENEHHON Trpymnoil TpeOoBaHUMN K JaHHOMY KJacCy M KaTeropuu
3aIULIEHHOCTH.

Yposenwv 3penocmu evinonnenus npouecca COHb — mepa OLEHKHM NOJHOTHI, aJJleKBATHOCTH U
s dexTuBHOCTH BhInoHeHUs npouecca COUB.

Yuacmnuxu nanaméxcnoini  cucmemut — opraHuzalii, TNPUCOEIWHUBIIMECS K  IpaBUiaMm
TUIaTEXHOM CUCTEMBI B LIEJIAX OKa3aHUs YCIIYT IO IEPEBOJY JCHEXKHBIX CPEJCTB.

Yuwep6 - yrpara akTuBOB, MOBpeXJeHUE (yTpaTa CBOMCTB) aKTUBOB U (WJIN) MHPPACTPYKTYPHI
banka wnm apyroi Bpen aktuBam M (win) HH(pacTpykType baHka, HacTymuBIIMA B pe3yibTare
peanuzanuu yrpo3 Ub gepes ysa3sumoctu Ub.

Yazeumocmo asmomamusuposannoii cucmemut — 1100as1 XapaKTEepUCTHKA aBTOMAaTU3UPOBAHHOMN
CHCTEMBI, UCII0JIb30BaHUE KOTOPOIl MOXKET MPUBECTH K pean3aliu yrpo3bl.

Yazeumocmov  unghpopmayuu — nonBep>KeHHOCT  MHGOPMALMK  BO3JCHCTBUIO  Pa3IMUHBIX
JeCTa0MIM3UPYIOINX (aKTOPOB, KOTOPbIE MOTYT MPHUBECTH K HAPYUICHUIO €€ KOH(UJEHIMAIbHOCTH,
LIEJIOCTHOCTH, JIOCTYITHOCTH, UJIM HEIPAaBOMEPHOMY €€ THPaKUPOBAHUIO.

Yazeumocmo cybvekma ungpopmayuonnvix ommuouwienuil — NOTEHUUAIbHAS [0/IBEPKEHHOCTh
CyObeKTa HAHECEHHUIO ylepbda ero >KM3HEHHO BaKHBIM HHTEpecaM IOCPEICTBOM BO3JACHCTBHUS Ha
KPUTHYHYIO JJIs1 HETO MH(POPMAIUIO, €€ HOCUTENHU U MPOIecChl 00pabOTKH.

QDu3uueckue mepvl 3auiUmpl —TO PAa3HOIO POAA MEXAHUUYECKHUE, BJIEKTPO- WU DJIEKTPOHHO-
MEXaHMYECKHEe YCTPONCTBA U COOPYKEHMsI, CHEIHAIbHO MpeJIHa3HAYeHHbIE IS CO3JaHus (PU3NUECKUX
NPEMATCTBUA Ha BO3MOXKHBIX MYTSAX MPOHUKHOBEHUS M JIOCTyNa MOTEHIMAJIbHBIX HapyIIUTENIeH K
3amuaeMoll HGoOpMalMu U APYrUM pecypcaM HH(POPMAIIMOHHON CHUCTEMBI, a TaKKe TEXHUYECKHE
CpeAcTBa BU3YaJIbHOTO HAOIIOIEHUS, CBSA3H U OXPAaHHOH CUTHAJIM3AIMH.

QDusuueckue cnocodbl HapyuwieHuA 6€30nAcHOCmU UHGOPMaYUU — BKIIIOYAIOT:

. YHUYTO)XKECHUE, XUIIIEHUE U pa3pylIeHue CpeAcTB 0O0pabOTKH M 3aIlUThl MHPOPMALIUU, CPEICTB
CBSI3H, LI€JICHANIPaBICHHOE BHECEHNE B HUX HEUCIIPABHOCTEI;
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YHUYTOXXEHUE, XHUIIEHUE W pa3pylleHHE MAIIMHHBIX WM JAPYTUX OPUIMHAJIOB HOCHUTEIEH
nH(popManuu;

XHUIIEHHE KIIYeld (KIIOYEBBIX JIOKYMEHTOB) CpEACTB  KPHUNTOTPa(pUUECKOW  3alHThI
uHbOpMAIIMK, TPOTPAMMHBIX WM anlapaTHBIX KIIOYEH CPEICTB 3allUuThl WHPOPMALUU OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA,

BO3/ICHICTBUE Ha OOCITY)KMBAIOUIMIA TIEPCOHAI M TOJH30BATENCH CHUCTEMBI C IEIbIO CO3/IaHUS
OJIArONPHUATHBIX YCIOBUH IS peau3allii yrpo3 0e30macHOCTH HH(pOpMAaIIHH;

JMBEPCUOHHBIC JCUCTBUS 10 OTHONICHHIO K O00BEKTaM Oe30macHOCTH HH(OpMaIuu (B3pBIBHI,
MOJKOTH, TEXHUYECKHIE aBapUU U T.11.).

Qu3uueckuil Kaman ymeyku uUHGOpmayuu — HEKOHTPOIUPYEMBbI (QHU3UYECKUH TyTh OT

HCTOYHHKA I/IH(bOpMaI_[I/II/I 3a IpCaCIIbl banka nnu Kpyra Jiuii, 06Hal[aIOH_[I/IX OXpaHsACMbIMU CBCIACHHUAMMU,
MOCPEACTBOM KOTOPOTO BO3MOXHO HEMPAaBOMEPHOE (HECAHKIIMOHUPOBAHHOE) OBJIAJCHUE HAPYIIUTEIEM
3aIuIaeMoi HHPOpMaIHei.

Llenocmnuocms unghopmayuu — cBOCTBO MHPOPMAIINH, 3aKITI0YAlONIeecs B €€ CyIIeCTBOBAaHUH B

HEUCKXEHHOM BHJIE (HEM3MEHHOM T10 OTHOIICHHUIO K HEKOTOPOMY (DUKCHPOBAHHOMY €€ COCTOSTHHIO).

Heﬂb 3auiumol unqbopmauuu—npeLLOTBpameHHe I MHHHMMHM3alUsgd HaHOCHUMOI'O ymep6a

(IpsIMOTO WM KOCBEHHOTO, MAaTepHabHOTO, MOPAIBHOTO WJIM HHOTO) CyObeKTaM HH(OPMAIMOHHBIX
OTHOILIEHUH MTOCPEICTBOM HEXKEIATeIbHOI0 BO3AEHCTBUS HA KOMIIOHEHTHI HH(OPMAIIMOHHOM CUCTEMBI, a
TaK)Ke pasriamieHus (yTeuku), MCKakeHus (Moaudukanuu), yrparbl (CHUKEHUS CTENEHU JOCTYITHOCTH)
WJIA HE3aKOHHOT'O TUPAXUPOBAHUSA UHPOPMALIUH.

3. O0BLeKTbI 3alIHUThI.

OcHoBHBIMU 00bekTaMu cuctembl b B banke sBistoTCS:

MH(OPMALIMOHHBIE PECYpChl C OrPAHUYEHHBIM JIOCTYIIOM, COCTaBJIAIOIIME KOMMEPUYECKYIO,
0aHKOBCKYIO TaifHy, IEpCOHAIbHbIE JaHHbIE WIM HMHbIE YYyBCTBUTEIbHBIE IO OTHOLICHUIO K
CIIydalHbIM M HECAHKI[MOHUPOBAHHBIM BO3ACUCTBUAM M HapyUIEHUI0 UX 0€30IaCHOCTH
nH(OPMAaLIMOHHBIE PECYPCHI, a TAKXKE OTKpbITast (001Ie0CTyMHAsS) HH(pOpMaLKs, HeoOXoaumas s
pabotbl banka, He3aBUCHUMO OT (opMBI U BUaa €€ npenctaieHus. Madopmarus, Haxonsamascs Ha
¢aiin-cepBepax, 6a3pl JaHHBIX, HOCUTEIN MH(OpMAIMK U Ipodas HHPOpMaLUs, BKIOYas Mapou
IMOJIL30BaTEIICH;

nporieccbl 00paboTku HHpopMalu B HH(pOpMAIMOHHON cucteMme banka, MHpOpMalmoHHbIE
TEXHOJIOTUH, PETJIaMEHThl W Mpoleaypsl cOopa, cucTeMaTH3alus, HAKOIUIEHHWE, YTOYHEHHE,
UCIOJIb30BaHUE, XpaHEHHE, OJOKMPOBAHNE, YHUUTOXKEHHE U Tepeiaya HH(POopMaluH, 0Ib30BaTeNIN
u aamuauctparopsl AbC;

coTpyAHUKHM baHka, sBIstomuecs pa3paboTUMKaMM M IOJIb30BATEISIMH HMH(OPMAIIMOHHBIX
cucteM banka;

UHPOpPMAllMOHHAs MH(PACTPYKTypa, BKJIIOYAIOUIas CUCTeMbl 00pabOTKM M aHalu3a
nH(pOpMalLuY, TEXHUYECKUE U NTPOTrPaMMHBIE CpeJIcTBa €€ 00paboTKH, repeiadl U 0TOOpaxKeHus, B
TOM YHClIE KaHajibl MHMOPMAIMOHHOTO OOMEHa M TEJIEKOMMYHHMKAIMM, CUCTEMbl U CPEICTBA
3a1uThl HH(GOpPMaLUU, OOBEKTHI U TOMELIEHUS], B KOTOPBIX pa3MelieHbl KoMIOHeHTh ABC.

3.1 CTpykTypa, cOCTaB U pa3MellleHHe OCHOBHBIX 00beKTOB 3aIUThI, HHPOPMAIHOHHBIE
CBSI3H.

Nudopmannonnas cpena banka sBnsieTcs pacnpenenéHHOM CTPYKTYypoi, 0oObeAMHSIONIEH

nH(pOopMalMOHHbIE TTOJICUCTEMBbI baHka B elHYI0 HH(POpMallMOHHYIO cucTeMy baHka.

K ocnosnwvim ocobennocmam ungpopmayuonnou cpeowvt banka, omnocamcsi:
00beIMHEHNE B €IMHYIO CUCTEMY TEXHUUYECKUX CPEICTB 00pabOTKH;
3HAYUTEIbHOE pacCIIUpeHue cdepbl UCHOIb30BAHUS ABTOMATH3UPOBAHHBIX CHUCTEM OOpabOTKH
nH(popMaLnu;
pasHooOpa3ue pemaeMbIX 3ajad (OT MOJArOTOBKM M OTHpPABKH Iiarexei 1o BHeapenus /IbO
(IucTaHIIMOHHOE OAaHKOBCKOE OOCHTY)KHMBAaHHE)) pEeXHUMBl aBTOMAaTH3UPOBAHHON 00pabOTKH
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nH(OpPMALUK C IUPOKHM COBMEIIEHUEM BBHITIOTHEHHUS WH(MOPMAIMOHHBIX 3alPOCOB Pa3THMYHBIX
noab3oBateneii ABC;

= 3HAUUTENbHASS BaXXHOCTh W  OTBETCTBEHHOCTh PEIICHWM, TNPUHUMAEMBIX HAa OCHOBE
ABTOMATHU3UPOBAHHOW 00pPaOOTKH JaHHBIX (ITOJTOTOBKA OTUETHOCTH, IIOJITOTOBKA PEHCOB, OTIIPABKa
JICHEKHBIX MIEPEBOOB U JIp.);

. o0beMHEHNE B €IMHYIO 0a3y NaHHBIX MH(OPMANNU Pa3IMIHOTO HA3HAUYEHHS, TPUHAIC)KHOCTH
U YpOBHEH KOH(UACHINAIBHOCTH;

. abcTparupoBaHue BIAAEIbLEB JaHHBIX OT (PU3NYECKUX CTPYKTYpP M MECTa pa3MELICHUS JaHHBIX
(uadopmarnyn);

. HaJuue OOJBIIOro Yuciia MHOOPMALMOHHBIX KaHAJIOB B3aUMOJICHUCTBHS C «BHEITHHM MHPOM)

(McTOYHMKAMH U MOTpeOuTeNsiMu uHGopMaIuu) (MHPOPMAITMOHHO-TEIICKOMMYHHUKAIIMOHHAST CETh
«HaTepHeT, cuctema «bank-KiaueHT»);

. HEoO0X0ouMOCTh oOecredeHns: (HyHKIMOHHpOoBaHUs baHka (B COOTBETCTBHM C BHYTPCHHUMH
nokyMeHTamu banka);

. MHTEHCUBHOCTH MH()OPMAIIMOHHBIX TOTOKOB MEXTy MoJIpa3ieneHusimMu banka,

. pa3zHooOpasue KaTeropuil JOCTyIa nepcoHaia K CUCTEMaM.

B 5Tux ycnoBusx pe3ko BO3pacTaeT yA3BUMOCTb MHGOpMAlMU M OJHUM U3 BaKHEHIINX
3JIEMEHTOB WH(MOPMAIIMOHHOHN cpeapl baHka cTaHOBUTCS KOpriopaTHBHAs MH(OpMAIMOHHAs CHCTEMa, B
KOTOpOM 0O0pabaThIBarOTC] M HAKaIUIMBAIOTCA 3HA4YMTEIbHbIE OO0BEMBI HH(pOpPMAIMK, COBMECTHO
HCIIOJIB3YEMOU Pa3JIMYHBIMU I10JIB30BATEISIMU, PA3JINYHON OPraHU3allMOHHON IIPUHAIIIEKHOCTH.

3.2 Kareropun nH(popMauHOHHBIX pecypcoB, MOJIEKAIINX 3aIIUTe.

B ABC banka wupkymupyer uHGpOpMAMs pPa3IUYHBIX YpPOBHEH KOH(MUACHIUAIBLHOCTH,
cojieprKallasi CBeIeHUs] OTPaHUYEHHOTO J10CTyMa (CiIy:keOHas, KoMMepdeckas, OaHKOBCKast HHpOpMarus,
[IEPCOHAJIbHBIE IaHHBIE) U OTKPBITHIE CBE/ICHUS.

3ammre NOUIEXKUT Besd MHGopManus U MHPOpPMalMOHHBIE pecypchl baHka, He3aBHCHMO OT ee
MPEJCTAaBICHUS U MECTOHAX0X/IEHHs B H(POPMAIIMOHHOH cpene banka:

= CBEJICHUsA, COCTaBIIOIIME KOMMEPYECKYK0 TalHy, JOCTYIl K KOTOPBIM OIpaHHYEH
cOOCTBEHHUKOM HMH(pOpManuu B cOOTBETCTBUU ¢ DenepaibHbIM 3aKOHOM OT 29.07.2004 Ne98§-D3
«O KOMMepUYECKOH TaliHey;

= CBEJICHUS, COCTABIISIONINE OAHKOBCKYIO TailHy, TOCTYI K KOTOPBHIM OI'PaHUYEH B COOTBETCTBUU C
®enepanbHbIM 3aKOHOM OT 02.12.1990 Ne395-1 «O 6ankax u 6aHKOBCKOM JAeSITENEHOCTH;
= CBEJICHUS O YAaCTHOM >KM3HU Ipak/iaH (IepCOHANIbHBIE JaHHBIE), TOCTYI K KOTOPHIM OTPAaHUYEH B

coorBercTBUM ¢ DepepanbHbiM  3akoHOM 0T 27.07.2006 Nel49-®d3 «OO6 wuHpopmarum,
MH(OPMALIMOHHBIX TEXHOJOTHSAX W O 3aummTe uHbopmauun», ¢ DenepanbHbIM 3aKOHOM OT
27.07.2006 Nel152-®3 «O nepcoHanbHbIX JaHHBIX);

. OTKpbITass MHpopMalus, HeoOXoaumasi A oOecreyeHus] HOPMalbHOIO (DYHKIIMOHUPOBAHUS
banka.

4  Tlenu u 321244 HHPOPMALMOHHOI 0€30MACHOCTH.
4.1 UnTepechl 3aTparuBaeMbiX Cy0beKTOB HH()POPMALMOHHBIX OTHOILIEHUIA.

Cyb6bexkramu nH(M)OPMALIMOHHBIX OTHOILIEHHH 1pu oOecrieueHnu b banka sBnstoTcs:

. bank, kak coOCTBEHHMK MH(OPMAIIMOHHBIX PECypcoB; mojpasneneHus banka, ydacTByomue B
nH(}OPMALIMOHHOM OOMEHE;

. PYKOBOJICTBO M COTPYAHMKHM CTPYKTYpHBIX TMojpa3ieieHuil baHka, B COOTBETCTBHU C
BO3JIO’KEHHBIMU Ha HUX (QYHKIUSIMU;

. IOpUIMYecKue M (HU3UUECKUE JIMIA, CBEICHHUS O KOTOPBIX HAKAIJIMBAIOTCSA, XpaHATCA U

oOpabaTeiBatoTCsl B HHPOPMAIIMOHHOI cucteMe baHka;
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IpyTue opuandeckue W (U3MYecKHe JUIa, 3a/eHCTBOBAHHBIE B OOCCIICUYCHHUH BBITOJIHEHUS
bankom cBomx GyHKIMHA (KOHCYJNBTaHTBI, pPa3pabOTYMKH, OOCITYKHUBAIOIIUKA TEPCOHA,
OpraHH3aIliy, IPUBJICKACMBIE ISl OKa3aHUs YCIYT | IIp.).

[lepeuncnennblie CyObeKTH HH()OPMAITMOHHBIX OTHOIIEHUH 3aMHTEPECOBAaHbI B 00ECTICYCHUN:

CBOCBPEMEHHOTO JIOCTYIa K Heo0xouMoi uM nHpopMaiuu (e€ JOCTYITHOCTH);

JIOCTOBEPHOCTH (TIOJTHOTHI, TOYHOCTH, aJICKBATHOCTH, I[€JIOCTHOCTH ) WH(POPMAIINH;

KOH(UICHIIMATLHOCTUA (COXpAaHEHUS B TailHE) onpeaenéHHONW YacTu MH(OpMAIHMH; 3alUThl OT
HaBSI3bIBAHUS UM JIOKHOU (HEOCTOBEPHOH, NCKXKEHHOW) MHDOpMAIUH;

pa3rpaHUYCHHs] OTBETCTBEHHOCTH 3a HAPYIIEHUS WX TMpaB (MHTEPECOB) M YCTAaHOBIECHHBIX
paBuj1 oOparieHus ¢ HHPOPMAIIHECH;

BO3MO>KHOCTH OCYIIIECTBIICHUSI HEMPEPHIBHOI'O KOHTPOJIS U YIIPABICHUS MpOIieccaMu 00paboTKu
U Tiepenay HHPOpMaIuy;

3aIIUTBl YaCTH WHGOPMAIUU OT HE3aKOHHOTO €€ THPaKUPOBAHHS (3AIMUTHI aBTOPCKUX TIPaB,
mpaB cOOCTBEHHUKA HHPOPMAILIUH H T.I1.).

4.2 1lesu 321U THI.

OcnoBHoii nenbio obecneuenust b B banke sBisercs 3ammra CyOBEKTOB HH()OPMAIIMOHHBIX

OTHONICHUH, HHTEPECHl KOTOPBIX 3aTparuBaroTCs MNpu cos3nanuu u (yHkuuonupoBaHuu ABC, ot
BO3MOYKHOTO HAHECEHHs WM MAaTepHajJbHOro, (HU3MUECKOro, MOPaJbHOIO WJIM HMHOTO YyIepOa,
MOCPEACTBOM CIYyYalHOTO WJIM MPEIHaMEPEHHOr0 BO3JAEUCTBUA Ha HWH(GOpMalUI0, €€ HOCHUTENH,
npoueccel 00paboTKK U mepedayud, a Takke MUHUMHU3ALUs YPOBHSI ONEPALIMOHHOTO U APYTUX PHUCKOB
(puck HaHeceHHs ypoHa JeNoBOM pemyTauu banka, mpaBoBoil pUCK, ONEPAIMOHHBIN PUCK U T.1.).

VYkazaHHas 1elIb JOCTHIaCTCs MmoCpcaACTBOM oOecneyeHrss M IIOCTOSHHOIO moaACpIKaHUsA

cienyomux cBoiictB nHpopManuu u camoit UbC, e€ o6pabaTsiBaromeii:

JOCTYITHOCTH HMH(OpManmuy ©u omepanuid ¢ HEW s 3aperucTPUPOBAHHBIX IOJIB30BATENICH,
ycroiunBoro ¢pynkunonuposanuss ABC banka, mpu KOTOPOM I10JIb30BaTeIN UMEIOT BO3MOXKHOCTh
MOJIy4eHUs1 HEOOX0AUMON MH(OPMALUK U PE3yIbTaTOB PELICHUs 3ajad 3a MpUEeMIIEMOE AJIs HHUX
BpeEMS;

oOecnieueHrs MH(OpMaMKM KOH(PHIEHUIMAIBHOIO XapakTepa, XpaHUMOH, oOpabaThiBaeMoil B
ABC u nepenaBaeMoii 0 KaHaJlaM CBSI3U;

LEJIOCTHOCTH W AayTEHTUYHOCTH HH(pOpManuu, XpaHuMol u oOpabateiBaemoii B ABC u
repeaBaeMom 1o KaHajiaM CBSI3H;

OTBETCTBEHHOCTH CYOBEKTOB MH(OPMAIIMOHHBIX OTHOLICHWH 3a JOMYyIIEHHble HapylIeHUs
MOPSAJIKOB U UHCTPYKLUN 6€3011aCHOCTH, MOBIEKIIME 3a OO0 yiiepO AJisi OAHOTO UM HECKOJIbKHUX
CyObEeKTOB MH()OPMAIIMOHHBIX OTHOILIECHUIA;

npenoTBpalleHue U (Win) CHUKeHue yiiepoa ot uHiuaestos 1b.

HeoOxonuMplil ypoBeHb [OCTYHNHOCTH, LEIOCTHOCTH U KOHQHUACHIMAIBLHOCTH HWH(POpMaLUU

obecnieunBaeTcs COOTBCTCTBYHOIIMMU MHOXKECTBY 3HAYUMBIX YI'PO3 MCTOAAMHU U CPEACTBAMU.

4.3 OcHOBHBIE 32/124M CHCTEeMBbI o0ecnieyeHusi Oe3onacHocTu uHpopmanun banka.

I[J'IH JOCTHDKEHHMSI OCHOBHOM €M 3alllUThl U obecrieueHust YKa3aHHBIX CBONCTB I/IH(pOpMaL[I/II/I

cucrema obecriedenusi Ub banka nomkna obecrieunBaTh 3pPEeKTUBHOE pelIeHre CIEAYIOMNX 3a4ay:

CBOEBPEMEHHOE BBISBIECHHUE, OLIEHKAa WM IPOTHO3UPOBAHHE HMCTOYHHMKOB yrpo3 Wb, npuuuH u
YCJIOBUM, CIIOCOOCTBYIOIIUX HaHECCHUIO ymepoa 3aMHTEPECOBAHHBIM cyOBeKTam
MH(OPMAIIMOHHBIX OTHOLIECHHUH, HAPYIICHHIO HOPMAIBHOTO ()yHKITMOHUPOBAHUS UH(DOPMAIIMOHHON
cucteMmnl banka;
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CO3/laHME MEXaHU3Ma ONEPAaTHBHOIO pearupoBaHMs Ha Yrpo3bl 0€30mMacHOCTH MH(OpMAIH U
HEraTUBHbIE TEHCHINH;

CO3/IaHUE YCIIOBHMH JUIi MUHHUMM3ALUU M JIOKAJTU3AI[MH HAHOCUMOTO yiiepOa HermpaBoMEepHbIMU
NeHCTBUAMH (PU3UYECKUX M IOPUINYECKUX JIUI, OCJIa0JIeHne HETaTUBHOTO BIUSHUS M JTUKBUIAIUSI
MOCTIeICTBUI HapyleHus: 0€30macHoCTH HH(popMaI;

3alUTy OT BMelIarenbcTBa B mponecc ¢yHkiuonupoanuss ABC banka mocTOpoHHUX I
(moctyn K uWHGOPMALMOHHBIM pecypcaM JIOJDKHBI HMETh TOJIBKO 3aperuCTPUpPOBAaHHBIC B
YCTaHOBJICHHOM MOPSIKE MOJIB30BATENHN);

pasrpaHMYeHHE JIOCTYIA IOJIb30BaTeNel K MH()OPMAIIMOHHBIM, allapaTHbIM, MPOTPaMMHBIM U
UHBIM pecypcaMm baHka (BO3MOXHOCTb JTOCTyMa TOJIBKO K TEM PECypcaM M BBIMOJIHEHHSI TOJIBKO TeX
onepauuii ¢ HUMHU, KOTOPbIE HEOOXOAMMbI KOHKPETHBIM TOJb30BATENSAM JJISl BBIMOJIHEHUS CBOMX
JOJKHOCTHBIX 00513aHHOCTEH ), TO €CTh 3alllUTy OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

oOecrieyeHne ayTEeHTU(PUKALMU TOJIH30BATENICH, YJacTBYIOUIMX B WH(POPMALMOHHOM OOMEHe
(moaTBEepKACHHE MOATUHHOCTH OTIIPABUTENS U MOJdyvaTels nHPOpMalun);

3alIUTY OT HECAHKIMOHUPOBAHHON MOAM(UKAIMM HCIOJIB3YEMBIX B  KOPIOPATUBHOU
nH(popMallMOHHON cucTeMe baHka mporpaMMHBIX CpEACTB, a TakKe 3allUTy CHUCTEMBI OT
BHEIPEHHSI HECAHKIIMOHUPOBAHHBIX MPOTPaMM, BKITIOUYast KOMIBIOTEPHBIE BUPYCHI;

3alUTy UH(pOpPMALMKM OTPaHUYCHHOTO MOJIH30BAHUSA OT YTEUKH MO TEXHUYECKUM KaHajiaMm Mpu
ee 00paboTKe, XpaHEHUH U TIepeade 1Mo KaHajJaM CBS3H;

ofOecrieueHre  JKUBY4YeCTH  IU(PPOBAIBHBIX  (KpUNTOrpadUUYecKHX)  CPEeICTB  3aIUThHI
nH(pOpMAIIHH;

yCTaHOBJICHHE €UHBIX TpeboBanuii o obecneuenuto b banka;

noBbIeHre 3 (HEKTUBHOCTH MEPONIPUATHH 110 obecnieueHuto u noaaepxkanuio b banka.

4.4 OcHOBHBIE MMYTH peHICHUA 3a1a9 CUCTEMbI 3alIIUTDI.

[TocTaBneHHBIE OCHOBHBIE LIE€IH 3AIIUTHI U PEIICHNE IEPEUNCIECHHBIX BBILIE 3a7a4 JOCTUTAI0TCS:

CTPOTUM YUY&€TOM BCEX IMOJUIEKAIIUX 3aLIUTE PECYpPCOB CUCTEMbI (MH(pOpMaIuy, 3a7a4, KaHaJIoB
CBSI3U, CEPBEPOB, aBTOMAaTU3MPOBAHHBIX PA0OYNX MECT);

periaMeHTanueil npoueccoB oOpabOTKU MoJyIeXxallei 3ammre nHpopMaluy, ¢ MpUMEHEHHEM
CPEICTB AaBTOMATM3allMM W JEHUCTBUHM COTPYJHUKOB CTPYKTYPHBIX MOJpa3feneHuil baHka,
ucnonb3ytoumx ABC, a Takke AEHCTBHIM NepcoHana, OCYIIECTBISAIOUIET0 OOCIY)XHBaHUE U
MOAU(UKAIMIO MPOTpaMMHBIX M TexHHuYeckux cpeactB ABC, Ha ocHOBe yTBEpKIEHHBIX
BHYTPEHHUX JOKYMEHTOB 110 Boripocam obecnieuenus 1b;

IIOJIHOTOM, peanbHOU BBIITOJIHUMOCTBO u HENPOTUBOPEUYUBOCTHIO TpeOoBaHUi
perinaMeHTHpYoIMX J0KyMeHToB banka mo Bonpocam obecnieuenus Ub;

Ha3HAYeHUEM U MOATOTOBKOM JOKHOCTHBIX JUI (COTpyAHMKOB baHka), OTBETCTBEHHBIX 3a
OpraHU3aIMI0 M OCYIIECTBICHUE MPAaKTUYECKUX MeponpusaTuil no obecneuenuto b u npoueccos
e€ o0paboTKH;

HaJIeJICHHeM KaXJOro COTPYAHUKa (TONb30BaTeNsl) MHMHHUMAIBHO HEOOXOJUMBIMM  JUIs
BBITIOJTHEHUSI UM CBOMX JOJDKHOCTHBIX OOSI3aHHOCTEH MOJTHOMOYMSAMH IO JOCTYNYy K pecypcam
banka;

YETKUM 3HAHUEM U CTPOTUM COOJIIOJIGHHEM BCEMH COTPYAHHUKAMH, HUCHOJB3YIOUIUMH U
00CITy>KMBAIOIIMMU arnmapaTHble U nporpammubie cpesctBa ABC, TpeGoBaHMit periiaMeHTHPYIOLTHX
BHYTPEHHUX JIOKYMEHTOB 10 Bonpocam obecnieuenus: b;

NIEPCOHAIILHON OTBETCTBEHHOCTBIO 32 CBOM JEHCTBHUS KaXI0TO COTPYAHMKA, YYaCTBYIOLIETO B
pamMKax CBOUX JOJDKHOCTHBIX OOS3aHHOCTEW, B TIpolleccax aBTOMAaTH3MPOBAHHON 00pabOTKH
nH(pOpMaIMK 1 UMEIOIIETo AOCTYH K pecypcam banka;

peanu3anueil TEXHOJOTHYECKHUX TIPOILEeCcCOB 00paboTkn HWHHOPMAIMK C HUCIOJIb30BAHUEM
KOMILIEKCOB ~ OPTaHU3allMOHHO-TEXHUYECKUX MEp 3allUThl  MPOrPaMMHOT0  OOecleyeHHus,
TEXHUYECKUX CPECTB U JaHHBIX;

npuHATHEM 3((HEeKTUBHBIX Mep obecriedeHus: (PU3NIECKOi IeTOCTHOCTH TEXHUUECKUX CPEJCTB U
HENpPepHIBHBIM NOJIZIepKaHNEM HE0O0X0IMMOT0 YPOBHSI 3aIlIUIIEHHOCTH KoMITIOHEHTOB ABC;
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- OpUMEHeHHEM (U3MYECKMX W TEXHUYECKHX (IMpOrpaMMHO-aNmapaTHBIX) CPEICTB 3allUThI
PECYPCOB CHCTEMBI U HEMPEPBIBHON aIMAUHUCTPATUBHOMN MOAACPKKON UX UCIIONb30BaHUS,
. pasrpaHMYeHHEM MOTOKOB HMH(OpMaIUM, MperycMaTpUBAIOLIMM TPEIYNPEKICHUE MMOMaJaHHs

nHpopManuu 0o0Jiee BHICOKOTO YPOBHS KOH(HUICHIIMAILHOCTH Ha HOCHUTEIH M B (ailiiel ¢ Ooiee
HU3KUM YpPOBHEM KOH(QUICHIMAIBLHOCTH, a TaKkKe 3alpelieHueM Tnepenadyd WHGopManuu
OTPaHUYEHHOTO PACIPOCTPAHECHHUS IO HE3AIMUIIEHHBIM KaHAJIaM CBSI3H;

. s dekTuBHBIM KOHTposieM co crtopoHbl Ciyx0b1 Wb 3a colOmoneHneM COTpyTHUKAMU
noapazaenennii banka TpedboBanwmii mo oobecneuenuro Ub;
n IOPUINYECKOM 3alIUTONM HMHTEepecoB baHka npu B3aMMOJCWHCTBUHU €ro NOAPA3ACICHUN C

BHEIIHUMHU OpraHM3alusAMHU (CBSI3aHHOM ¢ OOMEHOM uH(oOpManueil) OT NPOTUBOIPABHBIX
JEUCTBUM, KaK CO CTOPOHBI JTUX OpraHM3aluid, TaK U OT HECAaHKIMOHHUPOBAHHBIX JEHCTBHUU
00CITy’KMBAIOIIEr0 IIEPCOHANA U TPEThUX JINLI;

. IPOBEICHUEM TIIOCTOSHHOTO aHamu3a S(P(GEKTUBHOCTH M JOCTATOYHOCTH IPHHATHIX Mep U
IPUMEHSEMBIX CPEICTB 3alllUThl MH(pOpMaLuH, pa3pabOTKOM M peanu3anuedl NpeasoXeHUH Io
COBEPILICHCTBOBAHHUIO CHCTEMBI 3aIIUTHl HHPOPMALIUH.

4.5 TpebdoBanus Kk 3amuTe nHGopManun B JIATEKHOH cucTeme banka.

[IpaBuna naaT&XHOM CUCTEMBI JOHKHBI MPEyCMaTPUBATh, B TOM YHCIIE CIEIYIOIINE TPeOOBaHUS
K 3amuTe HHPOopMaIum:

a) co3JaHMe M OpraHu3anus (YHKIMOHUPOBAHUS CTPYKTYPHOTO NOJpPA3NEICHUS MO 3aIIUTe
uHbOpMAallMM WM Ha3HAuY€HUE JOJDKHOCTHBIX JMI (COTPYIHUKOB baHKa), OTBETCTBEHHBIX 3a
OpTaHU3aIMIo 3aIIUTH HHpOpMaIuy;

0) BKJIIOYEHHME B JIOJDKHOCTHBIE OOS3aHHOCTH COTPYAHUKOB baHka, ydacTByroUMx B 00paboTKe
nHpopManu, 00sI3aHHOCTH TI0 BHITTOJIHEHUIO TPEOOBAHUH K 3aIIUTe HH(OPMAIINH;

B) OCYUIIECTBICHHE MEPOIpPUATUH, HUMEIOIUX LENbI0 OIpelesieHue yrpo3 0e30macHOCTH
nHGOPMAINY ¥ aHAIN3 YSI3BUMOCTH HH()OPMAITHOHHBIX CUCTEM;

I') IpOBEJIeHNE aHAJIM3a PUCKOB HapyllIeHUs TpeOOBaHMU K 3aliuTe MH(GOpPMALMU U YIpaBICHUE
TaKMMH PUCKaAMU;

1) pa3paboTKa U peaar3alus CUCTEM 3aIlUThl HHPOPMALUU B MHOOPMAIIMOHHBIX CUCTEMAX;

€) MpUMEHEHUE CPEeACTB 3alMThl HHpopMaluu (mndpoBaibHble (KpUNTOrpapuuecKue) cpecTna,
CpezAcTBa 3alluThl MH(POpMAIMK OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA, CPEICTBA aHTUBUPYCHOMN 3alllUTHI,
CpEICTBAa MEXKCETEBOIO HKPAaHUPOBAHUS, CHCTEMbl OOHApY)KEHHS BTOPKEHUH, CpEICTBa KOHTPOJIS
(ananmu3a) 3aIMIIEHHOCTH );

) BBIABJIICHUE WHUUICHTOB, CBA3aHHBIX C HapylleHueM TpeOOoBaHMIl K 3amiuTe HHQOpMAIHH,
pearnpoBaHHE Ha HUX;

3)  oOecriedeHue  3allMThl ~ HMHQOpPMALMM NP MCHOJIB30BAaHUM  HMHPOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETEeH 00IIero Mojib30BaHUs;

1) OIpeleleHue MopsaaKka JOCTylna K O0O0beKTaM HWHQPAcCTpyKTyphl IUIATEKHOM CHUCTEMBI,
o0OpabaTeIBarOIIMM HH(OPMALIUIO;

K) OpraHM3alusi, MpOBEJEHUE OLIEHKH COOTBETCTBUS TpeOOBaHMM K 3amuTe HHPOpMAIUH Ha
COOCTBEHHBIX 00bEKTax MHPPACTPYKTYpHI HE pexke 1 pa3a B 2 roxa, cornacHo [lonoxxenuto Ne719-I1.

J) OpraHu3alus €XerojHOro TEeCTUPOBaHHWE Ha IPOHUKHOBEHHWE M AaHAJIU3 YSI3BUMOCTEH
MH(POPMAIIMOHHOM 0€30MacHOCTH 00BEKTOB HH(POPMALIMOHHON HH(PPACTPYKTYPHI

M) Opranuzanus IpoOBEACHUs OLIEHKH COOTBETCTBUS B MpE/eNax BbIACIECHHBIX CETMEHTOB (IPYyIIIbI
CETMEHTOB) BBIYMCIMTENBHBIX ceTel TpeOOoBaHU K 3amuTe MH(pOpMaIK B MIaTéxHON cucreme banka
Poccum He pexe 1 pasza B 2 roaa, cornmacHo Ilomoxenuro Ne747-1T mo 'OCT P 57580.

baHk K WHIOUAEHTaM, CBSI3aHHBIM C HApPYUIEHUSMHU TpeOOBaHMM K OOECIEUEHUIO 3alllUThl
uHpOpMallUK TPH OCYLIECTBICHUM IIEPEBOJOB JIEHEKHBIX CPEJCTB, OTHOCAT COOBITHS, KOTOpBIE
BO3HUKIIM BCJEACTBUE HapyIIeHHUs TpeOOBaHMN K O0OECHeueHUIo 3aluThl HHGOpMalUuu MpH
OCYILECTBIICHUH MEPEBOJIOB JIEHEXKHBIX CPEICTB M (WJIM) YCIOBHH OCYyLIECTBIEHHsS (TpeOOBaHUM K
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OCYIIECTBIICHHIO) MEPEBOA ICHEKHBIX CPEICTB, CBA3aHHBIX ¢ 0OecreueHNEeM 3alluThl HH(POPMAIUU TIPH
OCYUIIECTBJIEHUN IEPEBOJOB JEHEXKHBIX CPEACTB, KOTOPBIE YCTAHOBJIEHBI OIIEPATOPOM IO MEPEBOAY
JICHEKHBIX CPEJICTB U I0OBEAECHBI UM JI0 KJIIUEHTA, U KOTOPHIE:

. MPUBOJAT K HECBOEBPEMEHHOCTH (K HapYIICHHUIO CPOKOB, YCTAHOBJICHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoit deneparuu, npaBuiIaMHu IIIATEKHBIX CUCTEM M (WMJIM) JOTOBOpPaMHU, 3aKIHOYaeMbIMU
KJIIMEHTAMH, OIEpaTopaMu MO MEpPEeBOAY JECHEKHBIX CPEACTB, ONEpPaTOpaMU YCIyr IIATEXHOU
UHOPPACTPYKTYpPHI, OINEpaTOpaMH IUIATEKHBIX CHCTEM, OAHKOBCKUMH IIATEXHBIMU areHTaMu
(cybareHTamu), y4YaCTHHUKaMHU IUIATEXHBIX CHUCTEM) OCYIIECTBICHHUS IEPEBOJIOB JICHEXKHBIX

CPEICTB;
. NPUBOJAAT WM MOTYT TPHUBECTH K OCYIIECTBICHUIO IEPEBOJOB JICHEKHBIX CpPEACTB II0
PacIoOpsHKCHHUIO JIHII, He 00J1aJaf0IIKX TPABOM PACTIOPSDKEHHS STUMH JICHSKHBIMH CPEICTBAMU;

. NPUBOJAT K OCYIIECTBICHHUIO TEPEBOJIOB JICHE)KHBIX CPEICTB C HMCIIOJIB30BAaHHEM HCKOKEHHON

uHbOpMALIMY, COJEpXKAIeHCsT B PACHOPSDKEHUSX KIMEHTOB, PACIOPSKEHHUSX YYACTHHKOB
IIaTEXHOM CUCTEMBI, PACIOPSKEHUAX KIIMPUHIOBOIO LIEHTPA.

5 OcHoBHbIE YTpo3bl 0e3onacHocTH nHpopmanun banka.

Monenu Ub (yrpo3 u HapymuTeneil) npeHa3HaueHbl OTpaXkaTh Oyayliee, BCIEICTBUE YEro OHU
HOCSIT TIPOTHO3HEIN XapakTep. Moaenu Ub pa3pabaTeiBaroTcsi Ha OCHOBE (PAKTOB IPOILIOTO U OTBITA, HO
OpUEHTHPOBaHbI Ha Oyayiee. [Ipu pazpaboTke MOIeIH UCIIONIB3YETCSl UMEIOIIHI ONBIT U 3HAHUS.

B cBsi3u ¢ TEM, YTO CO BPEMEHEM YIPO3bl, UX UCTOYHUKU U PUCKU MOTYT U3MEHSTHCS, TO CIEAYET
MEPUOIUYECKH MEPECMATPUBATH MOJIEIH.

Mogenb yrpo3 U HapymuTels JOJDKHA YYUTHIBATh TPEOOBaHMS 3aKOHOJaTesIbcTBa Poccuiickoi
Oenepanuu B obdnactu UMb, pa3paboTku BeAylIUX CIENUATHCTOB OAHKOBCKOW cHcTeMbl, ba3bl TaHHBIX
yrpo3 6e3onacHocty uHpopMmaruu @CTOK Poccun (https://bdu.fstec.ru/threat), a Takke MexIyHAPOTHBIN
OTIBIT B 3TOH1 cepe.

B oGnactu obecnieuenus 6€30MacHOCTH IMEPCOHATBHBIX JaHHBIX baHK yduTBIBaeT B CBOCH paboTe
Vkazanne banka Poccum Ne3889-YV ot 10.12.2015 «O06 omnpeneneHuun yrpo3 0O€30MaCHOCTH
MEPCOHANBHBIX JaHHBIX, AKTyaJbHBIX TpH 00pabOTKe NEPCOHANBHBIX JAHHBIX B WH(OPMAIMOHHBIX
CUCTEMaX MEePCOHATBHBIX JaHHBIX).

5.1 ¥Yrpo3sl 6e3onacHocT HHGOPMALIMHU U UX HCTOYHHKH.

Bce MHOXECTBO MOTEHIHMANBHBIX Yrpo3 0e30macHOCTH HHGOpPMAUM TO TPHPOAE UX
BO3HUKHOBEHMSI PAa3CIAIOTCS Ha JiBa KJacca: €CTeCTBEHHbIe (OOBEKTHUBHBIE) W HCKYCCTBEHHBIC
(cyObeKTHBHBIC).

Ecmecmeennvie yzpo3zst —>TO yrpo3bl, BbI3BaHHBbIE BO3ACHCTBUSIMM Ha HWH(POPMALMOHHYIO
cUCTeMY U €€ KOMIIOHEHTHl OOBEKTHBHBIX (U3UYECKUX TPOIIECCOB TEXHOTEHHOTO XapakTepa WU
CTUXHUIHBIX TPUPOIHBIX SIBIICHUN, HE3aBUCSIIINX OT YEJIOBEKA,

Hckyccmeennvie y2po3vt —5TO yrpo3bl, BbI3BAHHBIE JEATENBHOCTBIO 4YenoBeka. Cpenu HUX,
WCXOJISl U3 MOTUBAIIUU JACHUCTBUN, MOKHO BBIJICIIUTD:

. HenpeoHamepenHvle (HEYMBILUIEHHBIE, CIy4yailHble) yrpo3bl, BbI3BaHHbIE OLIMOKaMU B
MIPOEKTUPOBAHUN WHPOPMALIMOHHON CHCTEMBI U €€ PJIEMEHTOB, OITMOKAMHU B JISHCTBUAX TEpCOHAIIA
U T.IL;

. npeonameperHnvie (YMBIIIJIEHHBIE) YIPO3bl, CBSI3aHHBIE C KOPBICTHBIMU, UJICWHBIMUA WJIA WHBIMU

YCTPEMIICHUSIMHU JTIOJIEH (3T0YMBIIITICHHUKOB).

HcTouyHuku yrpo3 1m0 OTHOIICHHIO K camMoiu I/IH(I)OpMaLII/IOHHOI‘;I CUCTCMEC MOT'YyT OBITH Kak
BHCIIHUMU, TaK 1 BHYTPCHHHUMMU.

OCHOBHBIMH HCTOYHHKAMHU Yrpo3 0e3onacHocTy nHpopmaunu banka sBiasirores:
. HernpeaHaMepeHHble (OIMOoUHbIe, ciaydaiiHble, 0e3 3J0r0 yMbICIa M KOPBICTHBIX LieJei)
HapyLIeHUs] YCTaHOBJIEHHBIX PErJIaMEeHTOB cOopa, 0OpabOTKU U nepenayu MHGOpMALUU, a TaKxkKe
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nporenyp, npasuwi u TpeboBanuii Ub u npyrue neiicTBusi COTpyAHUKOB NoapaseneHuii banka npu
skcmutyatanuu ABC, mpuBogsnie K HENPOU3BOJIWTEIBHBIM 3aTpaTaM BpPEMEHH U PECYpPCOB,
pasriameHnio CBEJCHHIH OTPaHWYCHHOTO PACIpPOCTPAaHEHHs, MOTEpe IEHHON HH(pOpMAIMU WIH
HapyLIEHUIO paboTOCIIOCOOHOCTH KOMIIOHEHTOB HH(GOPMAIITMOHHON CUCTEMBI;

. IIpeIHAMEPEHHbIE (B KOPBICTHBIX LEISAX, MO MPUHYXKACHHUIO TPETbUMHU JIMLIAMH, CO 3JbIM
YMBICIIOM H T.II.) JCHCTBUS COTPYAHHMKOB mojpa3aencHuii banka, momymenHsix Kk padore ¢ ABC
banka, a Takke COTPYAHHMKOB IMojapasjieicHnii baHka, OTBEYAMOIIUX 3a OOCIYyXHBaHHE U
aIMMUHHUCTPUPOBAHUE NPOrPAaMMHOTO M aNmapaTHOro OOECHEeYeHHUs, CPEeACTB 3allUThl U
obecneucuus Ub;

. JIEATEIbHOCTh IPECTYIHBIX TPYMH, 3KOHOMHYECKUX CTPYKTYpP, & TAKXKE OTAEIbHBIX JIUI[ I10
JTOOBIBAaHHIO W/WJIM UCKAKCHHUIO WH(OPMAIIMU, HAPYIICHUIO PaO0TOCIIOCOOHOCTH CHCTEMBI B IIETIOM
WM €€ OTIEIbHBIX KOMIIOHEHTOB;

= BO3JICUCTBUS U3 BHYTPEHHEW ceTH baHKa cO CTOPOHBI COTPYIHMKOB moapasnencHuil banka, a
TaKKe yAaIEHHOE HECAaHKIIMOHUPOBAHHOE BMEIIATENbCTBO MOCTOPOHHMX JIMI] U3 BHEIIHHMX CETEH
obmiero HazHaueHUs (MH(OPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHAsL ceTh «HTEepHET»), HCIOoNb3ys
HEJOCTaTKU IMPOTOKOJIOB OOMEHa, CPEACTB 3alUThl M pPa3TpaHUYCHUs YAANEHHOrO AOCTyNa K
pecypcam baHka;

. omuOKHU, nomylieHHble npu npoektupoBannun ABC u e€ cucrtemsl 3amuthl, omuOku B I10,
OTKa3bl U COOM TEXHHYECKUX CPEACTB (B TOM YHWCIIE CPEICTB 3aIIUTHl MH(OPMAIMH M KOHTPOJIS
s dextuBHOCTH 3amuThl) ABC;

. aBapuM, CTUXUIMHBIE OEACTBUS U ITPOYUE POPC-MAKOPHBIE 0OCTOATENBCTBA.

HauGonee 3HaumMbiMu yrpo3amm Oe3onmacHoctH uHpopmanuu banka (cmocobamu
HaHeceHHs yuiep0a cy0ObeKTaM HH(POPMANMOHHBIX OTHOILLIECHH ) SIBJISKOTCH:
= HapylmieHne  (QYHKIMOHAIBHOCTH  KOMIIOHEHTOB  HMH(OpManMOHHOW  cucTeMbl  banka,
OoKMpoBaHUe MH(POPMAIUHU, HAPYIICHHE TEXHOJOTMYECKUX IPOILIECCOB, CPBHIB CBOEBPEMEHHOTO
penieHus 3aay;

= HapylIeHHe IIeIOCTHOCTH (MCKaKEHUE, I[OJMEHa, YHUYTOXXEHHE) UH(GOPMAIMOHHBIX,
MPOrpaMMHBIX U APYTrUX pecypcoB baHka, a Takxke anbcudurarus (MoaIenKa) TOKyMEHTOB;
= HapylIeHHe KOH(PUACHIUAIBHOCTH (pas3rialieHue, YTeuKa) CBEACHHM, COCTABISIOMINX

6aHKOBCKy10 NI KOMMCPYECCKYIO TaﬁHy, a TaKKC NMEPCOHAJIbHBIC TaHHBIC.

[Tonp30BaTenu, onepaTopsl U IPyTrue COTPYAHUKN baHKa, SIBISIOTCS BHYTPEHHUMH MCTOYHUKAMU
CIIy4aiiHbIX BO3JIEHCTBUH, T.K. IMEIOT HETIOCPEICTBEHHBIN JOCTYI K MpolieccaM o0paboTKu nHpopMaIuu
Y MOT'YT COBEpIIIaTh HEMPEIHAMEPEHHbIE OMMOKN U HAPYIIECHUs IEHCTBYIONMIUX BHYTPEHHUX IOKYMEHTOB
banka.

5.2IlyTH peaau3anuu HenpeAHAMePEHHbIX HCKYCCTBEHHBIX (CYObeKTHBHBIX) YIPo3
0e3onacHocTH UH(pOPMALINH.

Cotpynnuku baHka, 3aperucTpupoBaHHbBIE KakK JIETaJlbHbIE IOJb30BaTEIM HH(DOPMAIIMOHHOM
cucreMbl banka win oOciayxuBarone €€ KOMIIOHEHTBI, SBISIOTCS BHYTPEHHHUMM HMCTOYHHKAMHU
CIIy4ailHbIX BO3JIEUCTBUH, T.K. UMEIOT HETOCPEICTBEHHBIN TOCTYM K IpoleccaM o0paboTKu nH(OopMaluu
¥ MOT'YT COBEpIIaTh HEMpeJHAMEPEHHbIE OIMOKHN U HAapyIIEHHUs IeHCTBYIONIMX BHYTPEHHUX JJOKYMEHTOB
banka.

OcCHOBHBIE TYTH pealu3aliyd HEeNpeIHAMEPEHHbIX MCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIrpo3
6esomacHoct uHpopmanuu banka (IeHCTBUS, coBeplIaeMble JIIOJbMU CIIy4ailHO, MO HE3HaHHUIO,
HEBHUMATEJIBHOCTH WJIM XaJIaTHOCTH, U3 JIIOOOMBITCTBA, HO 0€3 37I0r0 yMBICTA):

. HEYMBIIJICHHbIE JEUCTBHs, NPUBOAAIIME K YaCTUYHOMY WM IIOJHOMY HAapyIICHHIO
¢bynkunonanbHOoCcTH KommoHeHTOB ABC banka wmm paspymeHuio HHGOPMAIMOHHBIX, WU
IIPOrPaMMHO-TEXHHUYECKUX PECYPCOB;

= HEOCTOPOXKHbBIE JIEHCTBHs, NPUBOASAIIME K pa3MIAlIEeHUI0 HHPOPMALUU OrpaHUYEHHOTO
pacnpocTpaHeHMsI WK Jeatolne e€ o0Ie0CTyHOM;
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pasriamieHue, TIeperaya MWIM yTpaTa aTpuOyTOB pas3rpaHHYeHUs JaocTtyna (IpOITyCKOB,
UIeHTU(DUKAITMOHHBIX KapTOUEK, KIIOUEH, mapoei, Kirodei mm@poBaHus  T. 11.);

UTHOPUPOBAHHE OPTaHM3ALMOHHBIX OrpaHMYEHUH (yCTAaHOBJICHHBIX NpaBWiI) mpu pabore ¢
MH(GOPMALIMOHHBIMH PECYpPCaMU;

NPOCKTHPOBAHUE APXUTEKTYpPhl CUCTEM, TEXHOJOTHH OOpaOOTKU JaHHBIX, MPEACTABISIONIIMH
ONacHOCTh JUIsI (PYHKUIMOHUpPOBaHHWsS HH(POPMALIMOHHOM cucteMbl baHka M 0e30MacHOCTH
uH(pOpMAIIHH;

HepechUIKa JaHHBIX U JIOKYMEHTOB 110 OLIMO0YHOMY ajjpecy (YCTpoicTBa);

BBO/I OITMOOYHBIX JIaHHBIX;

HEYMBILIEHHAs! T0pYa HocuTesel nHdopmauu;

HEYMBIIIEHHOE TIOBPE)KACHNE KaHAJIOB CBS3H;

HENpaBOMEPHOE OTKJIIOUEHHE 00OPYIOBAaHUS UM U3MEHEHHE PEXHMOB pabOThl YCTPOUCTB MU
IpoOTrpamMM;

3apaKeHHe KOMIIbIOTEPOB BUPYCAMU;

HECAaHKIIMOHUPOBAHHBIA 3aIyCK TEXHOJIOTMYECKHX IPOrpaMM, CIOCOOHBIX BBI3BaTh IMOTEPIO
paboTOCIIOCOOHOCTH KOMIIOHEHTOB HMH()OPMALMOHHOW cHcTeMbl baHKa WM OCYIIECTBIISIOIIUX
HeoOpaTUMblE B HUX H3MEHEHUs ((opMaTHpOBaHWE WM PECTPYKTYPU3ALUIO0 HOCHUTENEH
uHbopMalny, yaJleHue JaHHbIX U T.I1.);

HEKOMIIETEHTHOE MCIIOJIb30BaHUE, HACTpOilka WJIM HENPaBOMEPHOE OTKIIIOUEHUE CPEICTB
3aLIUTBHI.

5.3 IlyTu peaju3anum nNpegHaMepeHHbIX HCKYCCTBEHHBIX (Cy0beKTHBHBIX) YIPO3
0e3onacHocTH HH(OPMALINH.

OCHOBHBIC BO3MOIKHBIC IIyTH YMBIHIHGHHOﬁ AC30praHu3anuu pa60TbI, BbIBOJIa KOMIIOHCHTOB

MHGOPMALIMOHHOM cucTeMbl baHka W3 CTpOs, NMPOHUKHOBEHUS B CHUCTEMY M HECAHKIMOHHUPOBAHHOIO
nocTyna K vH(opMaruu (C KOPHICTHBIME LEJSIMH, 110 TIPUHYKICHHIO, U3 KEJTaHUS OTOMCTUTH | T.I1.):

YMBIUUICHHBIE ~ JI€HCTBUS, NPHUBOJAIIME K YacTMYHOMY WIM IIOJHOMY HapyLIEHUIO
(YHKIMOHATBHOCTH KOMIIOHEHTOB HMH(OPMAIMOHHOW cUCTeMbl baHka WM pa3pylieHHIO
MH(OPMALMOHHBIX, UM TPOrPaMMHO-TEXHUYECKHX PECYPCOB;

JNEHCTBUS 1O Je30praHu3alui  (QYHKIMOHUPOBaHUS WH(GOPMAllMOHHON cHcTeMbl baHka,
XMILEHNE JOKYMEHTOB U HOCUTENeH nHpopmanuy;

HECaHKI[MOHMPOBAHHOE KOMMPOBAHHE JOKYMEHTOB M HOCHUTeNed HMH(OpPMalW{, YMBIIUIEHHOE
UCKa)keHue MH(OpMaIK, BBOJI HEBEPHBIX JaHHBIX;

OTKJIIOYEHHWE WM BBIBOJ U3 CTpPOsl MOJACHCTEM obOecrieueHus (QyHKIMOHUPOBAHUS
MH(GOPMAIMOHHBIX CUCTEM (3JIEKTPOINUTAHMSA, OXJAKIACHUS M BEHTWIALMH, JUHUN U anmapaTypbl
CBSI3U U T.IL.);

NIepEeXBaT JaHHBIX, IEPEJAaBAEMbIX 110 KaHajaM CBSI3U U UX aHaIIn3;

XUIIEHWE [POU3BOJICTBEHHBIX OTXOJOB (pacleyaToK JOKYMEHTOB, 3amuceil, HocuTesen
uHpOpMalLKK U T.I1.);

HE3aKOHHOE€ MOJY4YeHHE aTpUOYTOB pasrpaHUUYEHUs] JAOCTyNa (areHTYpHbIM MYTEM, HCIOIb3Ys
XaJIaTHOCTb MOJIb30BaTeNe!, MyTEM MOIEIIKH, 10100pa U T.11.);

HECaHKITMOHUPOBaHHBIN gocTyn K pecypcam ABC banka ¢ pabounx cTaHIMil COTPYTHUKOB;

XUILEHUE WIN BCKPBITHE MHU(POB KPUNTO3AIUTHI HHPOPMALIUY;

BHEJ[pEHUE anmnapaTHBIX U MPOTrPAMMHBIX 3aKJIAJIOK C LIEJIbI0 CKPBITHO OCYIIECTBIIATH JOCTYI K
MHPOPMAIIMOHHBIM ~ pecypcaM WM  JAe30praHu3aiuu  (QyHKIMOHHUPOBAHUS  KOMIIOHEHTOB
KOprHopaTuBHON HH(GOPMAIIMOHHON cucTeMbl baHka;

HE3aKOHHOE HCIIOJIb30BaHHE 00OpYNOBaHMS, MPOrPAaMMHBIX CPEICTB HJIM HH(POPMALMOHHBIX
pecypcoB, HapylIarollee MpaBa TPEThHUX JIMIL;

NPUMEHEHHE MOJICIYIINBAIOIIMX YCTPOIMCTB, MUCTAHIMOHHAs (OTO- M BHUAEO ChEMKA JUIs
HECaHKLMOHUPOBAHHOTO ChEMa HH(POpMaLIHH;
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- nepexBaT MOOOYHBIX AJIEKTPOMArHUTHBIX, aKyCTHUECKUX U JPYTUX H3IYyYeHUH YCTPOMCTB U
JIMHUH CBSI3H, a TAK)KE HABOJOK aKTUBHBIX U3JIy4YCHUN HA TEXHUYECKHUE CPEICTBA, HEITOCPEACTBEHHO
HE Y4acTBYIOIIUE B UHHOPMAIIMOHHOM OOMEHE (CeTH MUTaHUS).

5.4 HedpopmasibHasi MOe/Ib BO3MOKHBIX HApyIIHMTeJIei.

Hapywumens — 310 MO, KOTOPOE NPEANPUHSIIO IIONBITKY BBIIOJHEHUS 3alPEIIEHHBIX
onepauui (nedcTBUH) 1o oOmMOKe, HE3HAHHUIO WM OCO3HAHHO CO 3JIbIM YMBICIOM (M3 KOPBICTHBIX
UHTEPECOB) UM 0€3 TakoBOIO (pagu Urpbl WIKM yIOBOJBCTBHUS, C LIEJIBI0O CAMOYTBEPXKIEHHUS U T.II.) U
UCIOJIB3YIOLIEE JUISl 9TOTO Pa3IMYHbIE BO3SMOKHOCTH, METO/IbI U CPELICTBA.

310yMbluiIeHHUK — HAPYIIUTENb, AEUCTBYIOLINI HAMEPEHHO U3 KOPBICTHBIX, UJIEHHBIX MM UHBIX
OO YKJICHUH.

Cucrema obecneuennss b Bbanka cTpouTcsi Mcxoass M3 INPeaNoJIOKeHHH O CJIeAyIOIIUX
BO3MOKHBIX THIIAX HapymuTeaeil B cucreMe (€ Y4Y€TOM KaTeropuM JIML, MOTHBAaLHH,
KBATH(QUKAINH, HAJIMYHUS CIeHUATbHBIX CPEeJACTB U AP.):

. HekomnemeHnmHuli (HEBHUMATEJIbHBIN) MOJIb30BATENb — COTPYAHUK baHka (niM noxapaszaeneHus
JPYroil OpraHu3aluy, SIBJISIOMIUNACA COTPYAHUKOM HH(OpManMOHHON cucTeMbl baHka), KOTOpBIi
MOJKET MPEANPUHUMATH MOMNBITKHA BBIIIOJIHEHUS 3aNPEIIEHHBIX JEHCTBUM, 10CTyIA K 3allUIIAEMbIM
pecypcam HHPOPMALIMOHHON CHCTEMBI C MIPEBHIIIEHUEM CBOMX ITOJIHOMOYHH, BBO/Ia HEKOPPEKTHBIX
JAHHBIX, HAPYIICHUS IPABUI U PETJIAMEHTOB padoThl ¢ nH(poOpMaLMel U T.1., IEHCTBYs 1O OlInOKe,
HEKOMIIETEHTHOCTH WJIM XaJaTHOCTH 0€3 3JI0r0 yMmbIClIa M HCHOJB3YIOUIMH HPU 3TOM TOJIBKO
HITaTHBIE (IIPEIOCTaBIEHHBIE) CPEJICTBA,

. arobumens — cOTpyAHUK baHka (MiaM mojpasjieneHust ApPYroro OpraHu3allid, SBISIOLIUICS
3aperUCTPUPOBAHHBIM  IOJb30BaTeNeM HMH(OpManMOHHONW cucteMbl banka), mnbITarouuiics
HApyIIUTh CHUCTEMYy 3aIIUThl 0€3 KOPBICTHBIX IeNiell WM 3JI0T0 yMBICHA, WU IS
camMOyTBepKAcHU. [l MpeoJoeHusT CUCTEMBI 3aIUThl U COBEPLICHMS 3alIPEIEHHBIX NEHCTBUI
OH MOJKET UCIIOJIB30BaTh PA3JIMYHBIE METO/ABI IIOJIYYCHHUS JAONOIHUTENIBHBIX MOJHOMOYNN JOCTYIIA
K pecypcaM, HEJOCTaTKH B IIOCTPOCHHM CHUCTEMBI 3alLUThl U JOCTYIHbIE €My LITATHBIE CPEICTBA
(HECaHKIIMOHUPOBAHHbIE  JEHCTBUS MOCPEICTBOM  IPEBBIIICHUS CBOMX IIOJHOMOYMM Ha
UCMOJb30BaHUE pa3pelIéHHbIX CpeAcTB). Kpome 3TOro, OH MOXET MBITaTbCs HCHOJIb30BATh
JIOTIOJIHUTEIbHO HEITAaTHbIE MHCTPYMEHTAIBHBIE M TEXHOJOTMYECKHE IIPOrpaMMHBIE CPEICTBA,
CaMOCTOSITENIbHO pa3paboTaHHBbIE MPOrpaMMbl WM CTaHIAPTHBIE JOMOJHUTEIbHbIE TEXHUYECKUE
CPEICTBa;

. BHYMPEHHUN 310YMbIULIEeHHUK — COTPYIHUK baHka (MM mojpasjeneHus APYroro BeAOMCTBA,
3apEruCTPUPOBAHHBIM KaK IIOJb30BaTENIb CUCTEMBI), JEHCTBYIOIIMN IEJEHANpPABICHHO U3
KOPBICTHBIX MHTEPECOB HJIM MECTH 32 HaHECEHHYI OOHaY, BO3MOXKHO B CTOBOpPE C JIMLAMH, HE
SBJIAIOIIMMUCS cOTpyAHMKaMu banka. OH MOXeT HMCNoib30BaTh BECh HAOOP METOJIOB U CPEICTB
B3JIOMa CHCTEMBl 3alUThI, BKIIOYas areHTypHblE METO/bI, MAaCCHUBHBIE CpEICTBA (TEXHUYECKHE
CpEeICTBa IMepexBara), METOJIbl U CPEeACTBA aKTUBHOTO BO3JEHCTBUS (MOAM(DUKAINS TEXHUUECKUX
CPEICTB, MOAKIIYCHUE K KaHAJlaM Iepelayd [JaHHBIX, BHEAPEHHE IPOrPAMMHBIX 3aKJIAJOK H
HCIOJIb30BAaHUE CIIELUAIbHBIX HHCTPYMEHTAJIBHBIX M TEXHOJOTMYECKHUX IPOrpaMM), a TaKxKe
KOMOMHAIMK BO3ACHCTBUH, KaK U3HYTPH, Tak U U3BHe baHka;

. BHEWHUU  3/10YMbIUUAEHHUK — IOCTOPOHHEE  JIMLO, JCUCTBYIOLICE IICJICHAIPABICHHO M3
KOPBICTHBIX HHTEPECOB, MECTH MJIH U3 JIFOOOIBITCTBA, BOZMOXKHO B CrOBOpE C IpYrMMH JunaMu. OH
MOXKET HCII0JIb30BaTh BECh HAOOpP METOJOB M CPEJCTB B3JOMa CHUCTEMBl 3aIIMThHI, BKIOYAs
areHTypHbIE METO/bI, IMACCUBHBIE CpPEJCTBA (TEXHUYECKHE CPENCTBAa IIEpPEXBATa), METOABI U
CpeICcTBa aKTUBHOI'O BO3JEHCTBUS (MOAUUKALIMS TEXHUUYECKUX CPEJICTB, MOJKIIOUEHHE K KaHaJlaM
Iepefauyd JaHHBIX, BHEIPEHUE IPOrPaMMHBIX 3aKJIAJOK M HCIOJIB30BAaHUE CIIELHAIBHBIX
MHCTPYMEHTAJIBHBIX U TEXHOJOTHMYECKHX MpOorpaMM), a TakKe KOMOWHAIMU BO3JCHCTBUI, Kak
U3HYTPH, TaK U U3BHE baHka.

BHyTpeHHUM HapymiuTejseM MOXKeT ObITh JHI0 M3 CJIeIYIOIIHMX KATeropuil COTPYAHUKOB
Banka:
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. 3aperucTpUpPOBAHHBIE MTOJIb30BATENN HH(OPMAIIMOHHON cucTeMbl baHka;

. COTpyIHUKH baHka, He SBIAIONIMECS 3apETHCTPUPOBAHHBIMU IIONB30BATEIIMA M HE
JOMyIICHHbIE K pecypcaM MH(POPMALMOHHOW cucTeMbl baHka, HO MMerOLe AOCTYN B 3JaHHUS U
IIOMEILEHUS;

. NepcoHaN, OOCTYXHMBAIOIIUN TEXHUYECKHE CPEACTBA KOPHOPATUBHOW HMH(DOPMAITMOHHON
cuctembl banka;

= COTpPYAHUKH Tmozapa3neneHuil banka, 3aneiicTBoBaHHbIE B pa3pabOTKE M COMPOBOXKIACHUU
IIPOrpaMMHOT0 00ecIeueHus;

. corpyanuku CiyxOb1 6e3omnacHocT banka n Cinyx0s1 Ub;

. PYKOBOIMTEIH Pa3INYHbIX YPOBHEM.

Kareropuu jinu, KoTopble MOTYT ObITh BHEIIIHUMHU HAPYILIUTEISMM:

] yBOJICHHBIE COTpyAHUKH baHka;

. MIPEACTABUTENM OpPraHU3alllid, B3aUMOCHCTBYIONIUX 1O BOIPOCAM TEXHHYECKOTO O0eCIeUeHUs
banka;

. KIUEeHTHI banka;

Ll nocetuTeny (MPeACcTaBUTeH (GUPM, TOCTABISIONIMX TEXHHUKY, MPOrpaMMHOE OOecIeueHue,
YCIYTHU U T.IL.);

Ll MIPEACTABUTENN KOHKYPUPYIOLIUX OpraHU3allnii;

] YJIeHbl MPECTYMHBIX OPTaHU3alMi, COTPYAHUKH CHEICTYKO WM JHIA, NEHCTBYIOIIHE MO UX
3aJaHUIO;

] JUIa, CIy4YallHO WM YMBIIUIEHHO MPOHUKIINE B KOPIOPATUBHYIO MH(DOPMALMOHHYIO CUCTEMY

banka n3 BHENIHUX TE€JIEKOMMYHUKAITMOHHBIX CETEH (XaKephl).

[Tonp3oBarenn u OOCITYKMBAIOLIMIA MEPCOHAN M3 YMCIIAa COTPYAHHKOB baHka mmeroT Hamboiee
LIMPOKHE BO3MOKHOCTH 10 OCYILECTBICHUIO HECAHKIIMOHUPOBAHHBIX ACUCTBUH, BCIECICTBUE HAINYUS Y
HUX OIpPEAEIEHHBIX TOJHOMOYHMNA MO JOCTYNMy K HH(OPMAIMOHHBIM pecypcaM M XOPOUIETO 3HAHUS
TEXHOJIOTUU 00pabOTKU MH(DOPMALIUK U 3aLIUTHBIX Mep. JeficTBUs 3TOM IpyNIbl JIMIl HAIPSAMYIO CBA3aHO
C HapyUICHUEM JCUCTBYIOIUX BHYTPEHHUX JOKYMEHTOB.

Oco0yr0 KaTeropuio COCTaBIISAIOT aJMHUHUCTPATOPBl Pa3IMYHBIX ABTOMATU3UPOBAHHBIX CHCTEM,
UMEIOLUX MPAKTUYECKH HEOTPAHWYEHHBIH JOCTYN K MH(QOPMAIMOHHBIM pecypcaM KomMnoHeHToB ABC
banka. UncaeHHOCTh TaHHOW KaTeropuH IMOJIb30BaTee JOMKHA OBITh MUHHMAIBHOM, a UX JeHCTBUS
JOJKHBI HAXOAUTHCS O] 00s3aTeIbHBIM KOHTpoJieM co cTopoHbl Ciy:x0b1 Ub.

YBOJIEHHBIE COTPYJAHMKM MOIYT HCIIOIB30BaTh Ui JOCTHMIXKEHUs LE€Ied CBOM 3HAHUA O
TEXHOJIOTUU PAa0OTHI, 3alIUTHBIX Mepax M mIpasax foctyna. [lonydeHHsle Bo Bpems paOoTsl B banke
3HAHHUS U OMBIT BBIAEIIAIOT UX CPEU IPYIMX UCTOYHUKOB BHEIIHUX YIPO3.

KpumuHanbHble CTPYKTYpPBI ABIISIOTCS HauOOJIee arpeCCUBHBIM HCTOYHUKOM BHEUIHUX yrpo3. J{is
OCYLIECTBJICHUS CBOMX 3aMBICIIOB 3TH CTPYKTYpbl MOTYT HJITH Ha OTKPBITOE HApyIIEHHE 3aKOHA U
BOBJIEKATh B CBOIO JEATEIBHOCTh COTPYIHUKOB baHKa BCEMHU JOCTYIIHBIMU UM CHJIAMH U CPEICTBAMH.

[TpodeccrnonanbHble Xakepbl UMEIOT HauOoJiee BBICOKYIO TEXHUUYECKYIO KBATM(DUKALIMIO U 3HAHUS
0 cladoCTAX MPOrPaMMHBIX CPEACTB, HCHOJb3YEMBIX B aBTOMAaTHU3MPOBAHHBIX cHCTEMax o00paboTKu
uHpopmanuu. OHM MPEACTaBIAIOT HaUOOJIBIIYIO Yrpo3y IMpPH B3aUMOJEHCTBUU ¢ pabOTAIOUIMMU HIIH
YBOJIEHHBIMM COTPYJIHUKaMU baHKa U1 KpUMUHAIBHBIMU CTPYKTYPAMH.

Opranu3anuy, 3aHUMAlOIIMECs pa3padOTKOHM, MOCTaBKOW, PEMOHTOM M  OOCIyKHBAaHHEM
o0opynoBaHusl WIK WH(OPMALMOHHBIX CHCTEM, MPEACTABISAIOT BHEUIHIOI Yrpo3y B CHIIY TOrO, 4TO
AMHU30JUYECKU UMEIOT HETIOCPEACTBEHHBIN 10CTYI K HH(OPMAIIMOHHBIM pecypcam.

Konkypupyromine opraHu3aluuu, KpUMUHAJIbHBIE CTPYKTYPbI ¥ CIEICITYKObI MOTYT HCIIOJIb30BATh
3TH OpPTraHU3allUM [ BPEMEHHOTO YCTPOICTBa Ha paboOTy CBOMX WIEHOB C ILIEJIbIO JIOCTYIA K pecypcam
nH(popMaloHHON cucTembl baHka.

IlpuHuMalTCs cieAyomye OrpaHUYeHMsl W IPEeaNoJIOKeHHs O XapakTepe IeicTBUH
BO3MOKHBIX HAPYILIHUTEJIeH:
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HAPYIIUTETh CKPHIBAET CBOU HECAaHKIIMOHUPOBAHHBIE ICUCTBUS OT IPYTHX COTPYTHUKOB baHka;

HECAHKIIMOHMPOBAHHBIC JIEHCTBHS MOTYT OBITH CIIEACTBHEM OIIMOOK  IOJIb30BATENICH,
HKCIUTYaTUPYIOIIETO U 00CTYKMBAIOIIETO NIEPCOHANA, & TAK)KE HEJJOCTATKOB MPUHATON TEXHOIOTHU
00paboOTKH, XpaHEHUs U TIepeaadn nHpopmaIuu;

B CBOCH JACSITENLHOCTH BEPOSATHBIM HAPYIIMTEIh MOXET HCIOJB30BaTh JIF000E HMEIOIIEeCs
CpeACTBO mepexBaTa WH(OpMAIHH, BO3ACUCTBH Ha MHPOPMALUIO U HHOOPMAIIMOHHBIC CHCTEMBI,
aJicKBaTHbIC (DMHAHCOBBIC CPEACTBA JJIsl TMOJKYIA IEpPCOHAaja, IIAHTaX W APYrue CpeicTBa, U
METOJIBI JIJIsl TOCTHXKEHUS CTOSIIIUX TIEPE] HUM IIEJICH.

5.5 Menemxxmenr unnuaearos Ub.

MenemkMmenT nHnuaeHToB b, Bkirodaror B ce04:

coop uadopmarnmu o coosiTusix Ub;

BBISIBJICHHE M aHaIWU3 HHIMIeHTOB Ub;

pacciaenoBanue nHUuAeHToB Ub;

omnepaTMBHOE pearupoBaHue Ha UHIUAEHT Ub;

MUHHAMM3AINS HETaTUBHBIX MMOCIIEACTBUNA HHIHICHTOB Ub;

OlepaTUBHOE [IOBEACHUE JO0 pPYKOBOJACTBAa baHka wuH(poOpManuu 1o Haubojee 3HAYUMBIM
uHnuaeHtram b u omnepaTtuBHOE NpUHATHE PEHICHUH MO HUM, BKJIIOYas pErIaMeHTHPOBAHHE
MopsiJika pearupoBaHus Ha UHIUEHTHI UB;

BBITIOJIHCHHE MPUHATHIX pelieHu# 1o BceM uHuaeHTam b B yctanoBiIeHHBIE CPOKY;

MEePEeCMOTp TMPUMEHSICMBIX TpeOOBaHUN, Mep W MexaHu3MOB 10 obOecreuenuto Kb mo
pe3yJibTaTaM paccMOTpeHHs HHUUIEHTOB Ub;

MOBBILICHHE YPOBHS 3HaHUM niepcoHana banka B Bompocax obecneuenus Ub;

obOecrieueHUe perIaMeHTAllMd M YIpaBJIEHUsS JOCTYIOM K TPOrPaMMHBIM M TMPOTPAMMHO-
TEXHUYECKUM CpEJICTBAaM M CEpPBHUCAM AaBTOMATHU3MPOBAaHHBIX CHUCTeM baHka W wuHboOpMaIu,
oOpabaTeiBacMOl B HUX;

MIPUMEHEHHE CPEACTB KPUNITOTpadUuecKOr 3aIuThl HHHOPMAIUH;

obecrnieueHne OecriepedoiHON pabOThl ABTOMATH3UPOBAHHBIX CHCTEM U CETEH CBSI3H;

obOecrieueHre BO300HOBJICHUS PAOOTHl ABTOMATHU3WPOBAHHBIX CHUCTEM U CeTed CBSI3U TOCHe
MIPEPBIBAHUI Y HEIITATHBIX CUTYalUi;

MIPUMEHEHHUE CPEICTB 3aLIUThI OT BPEIOHOCHBIX TPOrPaMM;

obecrieuenne b Ha cTaausx >KU3HEHHOTO IIMKJIAa aBTOMAaTHM3MPOBAHHBIX cucTteM banka,
CBSI3aHHBIX C MPOEKTUPOBAHUEM, pa3pabOTKOH, MpUOOpEeTEeHNEM, TOCTaBKOM, BBOJOM B JICHCTBUE,
COTIPOBOXKICHUEM (CEPBUCHBIM OOCITYKUBAHUEM );

obecnieuenue Ub mpu ucmonb3oBaHUM JOCTYMA B ceTh IHTEpHET U YCIIyT 3eKTPOHHOU MOYTHI;

KOHTPOJIb JIOCTYTIA B 3/1aHMs U noMeneHns banka.

5.6 YTeuka un(opManuu no TeEXHMYECKUM KaHAJIaM.

IIpn mpoBeaeHUM MEPONPUATHA M IKCIUTyaTallUM TEXHHUYECKUX CPEJICTB BO3MOXKHBI CIEAYIOIIHE

KaHaJIbl YTCUKM WM HApPYHICHUA NCIOCTHOCTU I/IH(I)OpMaI_[I/II/I, HApYIICHUA pa6OTOCHOCO6HOCTI/I
TEXHUYCCKUX CPCACTB!:

0OOYHBIE JEKTPOMArHUTHBIE U3Ty4eHUsI MH()OPMATUBHOIO CUT'HAJAa OT TEXHUYECKUX CPENICTB
banka u nuHMi nepenaun nHGoOpMaIuy;

HaBOJKM WH(POPMATUBHOIO  CUTHaja, 0O0pabaThIBAEMOrO TEXHHYECKHMH  CpPEICTBaMHU
KOpHopaTuBHON MH(OpMallMOHHON cucTemMbl baHka, Ha MPoBoOJa M JIMHUU, BHIXOSIINE 3a MPEACIIb
KOHTPOJIMPYEMOU 30HBI baHKa, B T.4. Ha LIEIN 3a3€MJICHUS U DJIEKTPOIIUTAHMUS;

AJIEKTPUUYECKUE CUTHAJIBI WIN PaJMOM3IIydeHMs], OOYCIIOBJIEHHBIE BO3JICHICTBHEM Ha CpelCTBa
nepegayd  MHGOPMAIMM  BBICOKOYACTOTHBIX ~ CHUTHAJIOB,  CO3JaBa€MBIX C  IOMOIIBIO
pa3BeabIBaTENIbHON amnmapaTypel, 1Mo 3¢Gupy M MpoBojaaM, JHOO CUTHAJIOB MPOMBINIICHHBIX
PaIMOTEXHUYECKUX YCTPOWCTB (paJMoOBELIaTENbHbIE, PAJAHOJIOKALIMOHHBIE CTAaHLUH, CPENCTBA
PaaMOCBA3H U T.I1.), U MOAYJISIIMEN UX HHPOPMATUBHBIM CUTHAJIOM;
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. paauoOU3IyYeHUsT WM DJIEKTPUYECKHE CUTHAJdbl OT BHEAPEHHBIX B TNoMmelleHus banka
CHEIHANIbHBIX AJIEKTPOHHBIX YCTPONCTB mepexBata MHGopManuu («3aKkiagoK»), MOIYJINPOBAHHbBIE
MH()OPMATUBHBIM CUTHAJIOM;

. pPaluOM3IyYCHHS WM DJJCKTPUYECKHE CHUTHAIBl OT OJJIGKTPOHHBIX YCTPOWMCTB IepexBara
nH(poOpMaNUY, MOAKIIOUEHHBIX K KaHajdaM CBS3M WJIM TEXHUYECKHUM CpPEICTBAM 00paboTKH
nH(popManuu;

. aKyCTUYECKOE M3JTy4YeHHue MH(POPMATUBHOTO PEUYEBOT0 CHTHAJa WM CUTHaja, 00YCIOBIEHHOTO
(HYHKIIMOHUPOBAHUEM TEXHHUYECKUX CPEJICTB 00pabOTKH HH(OpMAIUK;

. AJIEKTPUYECKUE CUTHAJBI, BO3HHUKAIOUIME IOCPEACTBOM MpeoOpa3oBaHus WH(HOPMATHBHOTO

CUTHaja U3 AaKyCTUYECKOr0 B JJIEKTpUYeckuilt 3a cuér MukpopoHHoro »sbpdexkra u
pacIpoCTpaHSIONIUECS 10 IPOBOAAM U JIMHUSM Tepenayn nHhopmamnmu;

. BUOpPALIMOHHBIE CHUTHAJIBI, BO3HUKAIOLIUE IOCPEACTBOM IpeolOpa3oBaHusi HHGOPMATUBHOTO
AKyCTHYECKOIO CUTHaJIa MPU BO3JEHCTBUM €0 HA CTPOUTEIIbHBIE KOHCTPYKIIMH M HHXKEHEPHO-
TEXHUYECKHE KOMMYHUKAIIMU BBIJCIICHHBIX [TOMEILIEHUN;

. IPOCMOTP MH(POPMAIUU C IKPAHOB JUCIUIEEB U JAPYTHX CPEACTB €€ 0TOOpakeHUsS C MOMOIIBIO
ONITUYECKUX CPEJICTB;
. BO3/ICIICTBHE HAa TEXHUYECKUE WJIM MPOrPaMMHBIE CPEICTBA B LIENSAX HAPYLICHUS LEIOCTHOCTU

(YHUUTOXEHMS, UCKaXKeHHs) UH(OopMalK, pabOTOCIOCOOHOCTH TEXHUYECKUX CPEACTB, CPEICTB
3alIUThl HHPOPMAIIMHY, aJPECHOCTH U CBOEBPEMEHHOCTH MH(OPMAIIMOHHOTO OOMEHa, B TOM YHUCIIe
JIEKTPOMAarHUTHOE, 4epe3 CIELUAIbHO BHEAPEHHBIC 3JIEKTPOHHbIE U MPOTrPaMMHBIE CPEICTBA
(«3axyagKm»).

[lepexBaT wWHpOpPMAIIUK OTPAHUYCHHOTO PACHpPOCTPAHCHUS WJIA BO3JCHCTBHE Ha HeE ¢
UCIIOJIb30BAHUEM TEXHUYECKHUX CPEACTB MOXKET BECTUCH HEITOCPEICTBEHHO U3 3[JaHUM, PACTIOIOKCHHBIX B
HEMOCPEJCTBCHHON OIM30CTH OT 00HeKTOB banka, MECT BpeMEHHOTO TpeOBbIBaHMS, 3aMHTEPECOBAHHBIX B
nepexsare WHGOPMAIIMK WM BO3JCHCTBUU Ha HEE JIMII MPHU TOCEIICHUH MMHU Tojpa3jieicHnii banka, a
TaKXe C MOMOIIbIO CKPBITHO YCTaHABIMBAEMOM B pallOHAX BaXHEUIIMX OOBEKTOB M HA MX TEPPUTOPUAX
ABTOHOMHOM aBTOMAaTHYECKOM amnmapaTyphbl.

B kadecTBe anmapatrypsl pa3sBeloOK WJIHM BO3IeHCTBHS Ha HH(OPMANUIO M TeXHHYECKHE
CpeIcTBa MOI'YT MCIOJIb30BATHCS:

. CpeACTBa pa3Be/IKH Ul TIepexBaTa PagHoOU3IyIeHUH OT CPEICTB PAJMOCBS3H, PAIHOPEICHHBIX
CTaHIIMH, U TMpuéMa CHTHajIa OT aBTOHOMHBIX aBTOMAaTHYECKHX CPEJICTB Pa3BEAKU M DJIEKTPOHHBIX
YCTPOWCTB nepexBara nHpopmaiuu («3aKaagox»);

u CTallMOHAPHBIC CPCACTBA, PA3SMCIIACMBIC B 3AAHUAX

- MOPTATUBHBIC BO3UMBIC W HOCHMBLIC CPCIACTBA, pPa3sMCIIACMbIC B 3AaHUAX, B TPAHCIIOPTHBIX
CpCACTBAX, a TAKKC HOCUMBIC JIMI[aMH, BEAYIIUMHA PA3BCIAKY,

- ABTOHOMHBIC aBTOMATHUYCCKUE CPEACTBA, CKPLITHO YCTAHABJIMBACMBIC HA 00BeKTax 3alllUThI UJIN

IMOOJINU30CTH OT HHX.

CranuoHapHble cpeAcTBa O0JagalOT HAUOOJBIIMMHU DHEPreTUYECKUMH, TEXHUYECKHUMH H
q)YHKHI/IOHaIII)HBIMI/I BO3MOXKHOCTAMU. B TO ke BpEMs OHH, KaK IMPaBUJIO, YAAJICHBI OT 00BEKTOB 3alInUThI
1 HE UMEIOT BO3MOKHOCTH MOJKIIOUEHHS K JIMHUSM, KOMMYHUKAIUSAM U cOOpyxkeHusMm. [lopraTuBHbie
CpelICTBa MOTYT HCIOJIb30BAaThCSA HEMOCPEACTBEHHO Ha OOBEKTaX 3aIlUThl WU MOOJM30CTH OT HUX U
MOTYT MOJIKJIIOYAThCSl K JIMHUSIM M KOMMYHHUKAIUSIM, BBIXOISIIMM 3a MpPEeibl KOHTPOJIUPYEMOMH
TEPPUTOPHH.

Kpome mepexBata wuH(pOpMalNUKW  TEXHUYECKHMMHU  CpPEACTBAMH  Pa3BEAKH  BO3MOXKHO
HeTpeHAMEPEHHOE TONaJaHue 3alluiiaeMol WH(opManuu K JUIlaM, HE JTOMYyHIEHHBIM K HEH, HO
HaxOoSIIKUMCS B IIpeJiejax KOHTPOIUPYEMOM 30HBI.

Takoro pona yreuka nH(GOpPMAIMK BO3MOXKHA B CIICICTBUU:

. HENPEeTHAMEPEHHOTO MPOCIYIINBaHUs 03 MCIOJIb30BaHUSI TEXHUYECKUX CPENICTB Pa3rOBOPOB,
BEIIYIINXCS B BBIICICHHOM TIOMEIICHUH, U3-3a HEJJOCTATOYHOW 3BYKOM3OJISIIIUN €T0 OTPAXKIAIOIITUX
KOHCTPYKIUWA, CUCTEM BEHTHJIALIMYA U KOHIULIMOHUPOBAHUS BO3/1yXa;
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- CJIy4aifHOTO MPOCIYIIUBAHUS TeNCPOHHBIX MEPErOBOPOB MPHU MPOBEACHUHN MPOPHUIAKTHUECKUX
pabot Ha ATC, kpoccax, KabeTbHBIX KOMMYHHUKAIMAX C IOMOIIbIO KOHTPOJIBLHOH anmaparyphl;
. pocMOTpa HHPOPMAITUH C IKPAHOB TUCIUICEB U APYTUX CPEACTB €€ OTOOpaKEHHUS.

6 OOmue NPUHUMIBI OLIEHKH PUCKOB HApYLIeHUs] HH(POPMAIMOHHOIT 0e30aCHOCTH.

WNudopmannonnbie akTUBBI baHka paccMaTprBalOTCS B COBOKYIMHOCTH C COOTBETCTBYIOIIMMHU MM
o0bekTamu cpeabl. [Ipu a3Ttom obecnieuenue cBoicTB Wb 11 nHPOpPMAIIMOHHBIX aKTUBOB BBIpa)KaeTCsl B
CO3JIaHMH HEOOXOAUMOM 3alIUTHI COOTBETCTBYIOIIUX UM OOBEKTOB CPEJIBI.

Yrpossl UMb peanmm3yrorcs ux uWCTOYHMKamMu (MctouyHukamu yrpo3 WbB), koropele moryt
BO3/ICHCTBOBATH HAa OOBEKTHI Cpe/Ibl MHPOPMALIMOHHBIX aKTHBOB banka. B ciyyae ycnenHoil peanusanuu
yrpo3bl Ub nHopMannoHHbie akTUBBI TEPSIIOT YacTh WIIM Bce cBoiicTBa Mb.

Onenka puckoB HapymeHuss Wb mpoBoguTcs ayisi THUMOB MH(POPMALMOHHBIX aKTHBOB (THIIOB
uH(pOpMalIMK), BXOAAIIUX B IMPEIBAPUTEIILHO ONpPENENEHHYI0 001acTh OIEHKHU. [[Isi OIeHKHM pHUCKOB
Hapymenust Ub nmpeaBapuTenbHO ONpenensitoTes U TOKyMEHTAIbHO 0(OPMIISIOTCS:

. HOJIHBIHM NepeYeHb TUIIOB MH(POPMALIMOHHBIX aKTUBOB, BXOAAIINX B 00JIACTh OLICHKH;

. NOJIHBIM NepeuyeHb TUIIOB OOBEKTOB CpEAbl, COOTBETCTBYIOIIUX KaXKJIOMY U3 THUIIOB
MH(OPMALMOHHBIX aKTUBOB 00JIACTH OLICHKH;

= Mozienb yrpo3 Wb, onuceiBaromyto yrpo3st Ub 17151 Bcex BBIIEIEHHBIX TUIIOB OOBEKTOB Cpebl

Ha BCEX YPOBHSAX HepapXuu HHPopMaIMOHHON uHppacTpykTypsl banka.

®opMHpOBaHUE NIEPEUHS UCTOUHUKOB YIPO3 M MOJEIIEH YIrpo3 MPOBOAUTCS C YUETOM MOJOKEHUI
koMmIuiekca crannaptoB banka Poccuu - CTO BP MBBC.

[lepeueHs TUTIOB MH(GOPMAITMOHHBIX AKTUBOB (DOPMUPYETCS HA OCHOBE PE3yIbTATOB BBINOJIHEHUS
KJIacCupUKanud WHPOPMAITMOHHBIX aKTHBOB. COCTaB MEpevHs TUIIOB HH(POPMAIIMOHHBIX aKTHBOB
(xmaccuduxarnus uHGOpPMAIIMK) COOTBETCTBYET HOpMaM 3aKoHojAarelnbcTBa P®, B TOM uucie
HOpMaTtuBHbIM aktam banka Poccun. B baHke wucnone3yercss Ccleayomuid NEpeYeHb THUIIOB
MH(OPMALIMOHHBIX AKTHBOB:

. uH(pOopMaLys OrpaHUYEHHOTO TOCTYIIA;

. uHpOpMalus, COAepIKaIlas CBEICHUs, COCTABIAIOIINE OAaHKOBCKYIO TaliHYy;

= wiaréxHas uHbopManus (MHPopManus, NpeaHa3HAYeHHas [ NPOBEACHMS] PacCUYETHBIX,
KaCCOBBIX U JIpYT'MX OaHKOBCKHX OINEpalui, U YIETHBIX Oleparuil);

. uH(popMalys, coaepKaiasi CBeIEHUs, COCTaBIISIIOIINE KOMMEPUECKYIO TaliHY;

. NIEPCOHAJILHBIE IaHHBIE;

- YIpaBJsAromas I/IH(i)OpMaHI/ISI HJ'IaTé)KHLIX, HHq)OpMaHHOHHBIX n  TCICKOMMYHUKAIIMOHHBIX

cucreM (MHpoOpMalMs, HCIOJb3yeMas A TEXHUYECKOW HACTPOMKU MpOrpaMMHO-amlmapaTHbIX
KOMIUIEKCOB 00pabOTKH, XpaHEHUs U Nepeaadu HHPOopMaIum);
. OTKpHITas (0011e10cTynHas) UHOpMALHSL.

dopMHpOBaHUE MEpPEeYHEW THIOB OOBEKTOB Cpe/ibl BBIMOJIHAETCS B COOTBETCTBUHU C HEpapXuei
ypoBHel uH(popMalnoHHONH MHGpacTpyKTypsl baHka, ompenenéHHON B KOMIUIEKce cTaHaapToB banka
Poccun - CTO BP UBBC.

VYka3aHHbIE IEPEYHH COAEPKAT CIIEIYIOIINE TUIIBI 0OBEKTOB CPEJIBI:

. JIMHUU CBSI3U U CETH MEpeauM IaHHbIX;

] CETEeBbIE IPOTPAMMHBIC U aIllapaTHBIE CPEJICTBA, B TOM YHCIIC CETEBBIE CEPBEPHI;
= (aiinbl naHHBIX, 6a3bl JAHHBIX, XPAHUIHINA TaHHBIX;

] HOCHUTEM UH(POPMAIINH, B TOM YHCIIe OyMa)KHbIE HOCUTEIIH,

. MIPUKIJIATHBIE U OOIIECHUCTEMHBIEC TPOTPAMMHBIE CPE/ICTBA;

] MIPOTrPaMMHO-TEXHUYECKHE KOMITOHEHTHI aBTOMAaTU3UPOBAHHBIX CHCTEM;

= MOMEIIEHUS, 3[JaHUs1, COOPYKEHHUS;

= mIaTéXHbIC 1 HHOOPMAITMOHHBIE TEXHOJIOTHYECKUE TIPOIIECCHI.

Puck napymenus b onpeznensercs Ha OCHOBaHNH Ka4eCTBEHHBIX OLIEHOK:
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. CTENEeHU BO3MOXKHOCTH peanu3auuu yrpo3 Ub (nanee - CBP yrpo3 Ub) BoisBiIeHHBIMU U (WIIH)
npenmnoyiiaraeMbIMu UcTouHukamu yrpo3 Mb B pesynbraTre nx Bo3neicTBHUA Ha OOBEKTHI CPEJIb
paccMaTpuBaeMbIX TUIIOB HH(DOPMAIIMOHHBIX AKTHBOB;

. CTEMEeHH TSHKECTU TMOCHeNCTBUNH OT mnoTepu cBodicTB Mb 1is paccMarpuBaeMbIX THUIIOB
nHpopMannoHHBIX akTHBOB (Hanee - CTII napymenus 1B).

Ouenka CBP yrpo3 b u CTII napymenus b 6a3upyercs Ha s3KkcniepTHOM orieHKe. JJis olleHKu
CTII napymenuss Ub AOMOTHUTENBHO MNPHUBICKAIOTCS COTPYIHUKH TPO(PMIBHBIX MOApPa3ACICHUN,
UCTOJNB3YIOUINX pacCMaTpUBAEMbIe THUITbI MH(MOPMAIIMOHHBIX aKTHBOB. B3anMonelCcTBHE COTPYTHHKOB
YKa3aHHBIX MOJPa3JeIeHUl OCYHIECTBISAETCS B pAMKaxX IMOCTOSHHO JEMCTBYIOLIEH WM CO3/1aBacMoOil Ha
BpeMs IIPOBEICHUS OLICHKH pucKoB HapymeHus b paboueii rpymrbl.

Jns npoBeneHHs OLEHKH puUCKOB HapylieHuss Vb baHKOM BBINOJHSAIOTCS MPOLENYPHI,
IpeayCMOTpeHHbIe MeTOIMKOM OLIeHKH pucKOoB HapymeHus b, kotopas usnoxkeHa B Pekomennanusx B
obactu crangapruszanuu banka Poccun (PC BP UBBC-2.2-2009).

7 OO0mue npuHUHUNBI 00ecnieyeHus: HH(popmanuoHnHoii 0e3onacHoctu banka.

7.1 O0mme npuHUMIIBI 00ecnieyeHUus1 MH(OPMAIMOHHOM Oe3onacHocTH banka.

[Tpu noctpoennn ABC baHk pyKOBOACTBYETCS PsIOM OCHOBOIIOJIAratOINX IPUHIIUIIOB!
= CBoeBpeMeHHOCTHh 00HApPY:KeHUA MPodIeM.
baHk 1OKEH CBOEBpEMEHHO OOHAPYXHBATh MPOOJIEMBI, MOTCHIIMAIBLHO CIIOCOOHBIC TMOBJIUSATH
Ha ero Ou3Hec-LemH.
. IIporno3upyemocTs pazBuTus npoodJiem.
baHk noKeH BBIBIATH MPUYMHHO-CIEICTBEHHYIO CBSI3b BO3MOXHBIX MPOOJIEM U CTPOUTH
Ha 9TOM OCHOBE TOYHBIN IIPOTHO3 UX PAa3BUTHUA.
. OueHka BJIAMSIHUA NMP0o0JIeM HA OM3HeC-1IeJIH.
baHk H0OKEH aleKBaTHO OLICHMBATh CTENEHb BIMSHMS BBISBICHHBIX MpoOJeM Ha ero Ou3Hec-
L.
. AIeKBaTHOCTD 3allIUTHBIX Mep.
bank f0KeH BBIOMpaTh 3allUTHBIE MEPHI, aJIeKBaTHbIE MOJIEISIM YTPO3 U HapyluTenei, ¢ yuérom
3aTpaT Ha peau3alllio TaKUX Mep U 00bEMa BO3MOXHBIX MOTEPH OT BBIIOJIHEHUS YTPO3.

= ¢ PeKTUBHOCTH 3aAIIUTHBIX Mep.
bank nomxeH 3(pPpexTUBHO pean30BbIBaTh MPUHATHIEC 3AIIUTHBIE MEPHI.
= Hcnonb3oBanue onbITa NPU NPUHATHH U Peau3alui pelleHui.

baHk nomkeH HakarmMBaTh, 000OIIATH M MCIIOJIB30BaTh KaK CBOM OMBIT, TaK M OMBIT JPYTUX
KPEAUTHBIX OpraHU3alyil Ha BCEX YPOBHSIX MPUHATHS PEIICHUN U UX UCTIOJTHEHMUS.
. HenpepbIBHOCTH NPUMHIMIIOB 6€30MaCHOT0 (PYHKIIHOHUPOBAHMS.
bank nmomxeH o0ecreunBaTh  HEMPEPBIBHOCTh  peain3allid  MPUHIUIOB  0€30MacHOro
(GYHKIIMOHUPOBAHMUSIL.
. KoHnTpo/mmpyemMocTh 3alIUTHBIX Mep.
baHK O/MKEH MPUMEHSTHh TOJIBKO T€ 3alllUTHBIE MEpbI, MPaBWIBHOCTh PAOOThl KOTOPBIX MOXKET
ObIThb TpPOBEpEHa, NpU 3TOM baHK JOMKEH peryispHO OLEHMBATh aJeKBATHOCTh 3alIUTHBIX Mep
1 3 (EeKTUBHOCTh UX pean3aliy C Y4ETOM BIHSIHUS 3allUTHBIX Mep Ha OusHec-1enu banka.

7.2 CnienuajbHbIe MPUHIIANBI 00ecnieyeHusi HH(popMaInoHHOI Oe3onacHocTH Banka.

Peanuzanus cnenuanbHbIX NpUHIMIOB obecriedyeHuss b HampaBieHa Ha MOBBIIEHUE YPOBHS
3penoctu npoueccos ynpasienus Ub B banke.

. OnpeneéHHOCTD 1eJIel.
OyukunoHanbHble nenu u uenu b banka onpenenensl [loautukoi.
. 3HaHMe CBOUX KJIHMEHTOB U CJIYKaIIUX.
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bank nomxen oOmamate umH(OpManueld O CBOMX KIMEHTaX, TIIATENBHO MOAOUpPATh IMEPCOHAT
(COTpyTHUKOB), BBIPaOATHIBATh U MOACPKUBATH KOPIIOPATHUBHYIO 3TUKY, YTO CO3MAET OJAarONMPHUSTHYIO
JIOBEPUTENIbHYIO CPENy JUIsl IEATENbHOCTH baHka 10 ynpaBiIeHUIO aKTHBAMHU.

baHk B cBOell IesTeIbHOCTH PYKOBOJICTBYETCSI IPUHIIUIIOM «3HAil CBOETO CIIyXkallleroy, KOTOPbIN
obecrieynBaeT onpeaenéHHbIe MPOBEPOYHbIE MPOIEIYPhl IPU MPUEME COTPYAHUKOB HA PadOTy, a TaKKe
KOHTPOJIb 3a MOA0OPOM U PACCTAaHOBKOM KaJpoB, YETKHE KPUTEPUU KBATU(UKAIMOHHBIX U JTMYHOCTHBIX
XapaKTePUCTHK COTPYJHHKOB MPUMEHUTEIHHO K COACPIKaHUIO M 00BEMY BBINOJIHAEMON pabOTHI U Mepe
OTBETCTBEHHOCTH.

[Tonutrka paboThl ¢ KIMEHTOM «3Hail CBOErO KIMEHTa» BKIIOYAET B ceOs MOPSIOK, COTIACHO
KOTOPOMY OLIEHHMBAETCSl Ka)Ibli KIMEHT B TOT MOMEHT, KOTJa OH YCTaHaBJIMBAE€T CBOM OTHOLICHHS C
bankom, B memsix NpedOTBpalleHHs 000N BO3MOXKHOCTH HENPAaBOMEPHBIX NEHCTBUH B paMKax
nesitenbHocTH banka.

. Ilepconndukanns n ageKBaTHOE pasjeeHHe PoJieil 1 0TBETCTBEHHOCTH.

OTBeTCTBEHHOCTh JOJKHOCTHBIX JMIl baHka 3a peleHus, CBs3aHHBIE C €r0 aKTUBAMH, TOJKHA
NEepCOHU(UITUPOBATHCA M OCYIIECTBIATHCSA MPEUMYIIECTBEHHO B (popMe mopyuutenbeTBa. OHa JODKHA
ObITh aJIeKBaTHOM CTEINEHU BIMSHUA Ha 1eid baHka, GUKCHPOBATHCS B MOJUTUKAX, KOHTPOIUPOBATHCS
1 COBEPIIIEHCTBOBATHCS.

. A/leKBAaTHOCTH poJieil (yHKIUSIM, NPOLEAYPAM M UX CONOCTABHUMOCTb C KPUTEpPUSIMHU
U CHCTeMOM OLeHKH.

Ponu AOMKHBI aJeKBaTHO OTpaKaTh HCIONHSIEMble (DYHKIMHM U IPOLEAYPbl HX peaau3aluu,
npunsateie B banke. [Ipy Ha3Ha4eHWM B3aUMOCBS3aHHBIX POJICH MOKHA YYHTHIBATHCS HEOOXOAMMAs
MOCIIE0BATENbHOCT, UX BbINONHEHUS. Ponb 1qomkHa OBITH COTJIacOBaHAa C KPUTEPUSMU OLICHKH
spdextuBHOCTH €€ BhIMOMHEHUsA. OCHOBHOE COJEp)KAaHHE W KadeCTBO HCIOJIHSIEMOH POJH peabHO
OTIPEICTISIOTCSA MPUMEHSIEMOM K Hell CHCTEMOil OLIEHKHU.

. JIOCTYITHOCTD YCJIYT U CEPBHCOB.

bank momxeH o6ecrneynTh TOCTYMHOCTh JJIsSi CBOMX KJIMEHTOB U KOHTPAareHTOB yCIYT M CEPBUCOB
B YCTAHOBJIEHHbIE CPOKH, OIpPEJEIEHHBIE COOTBETCTBYIOIIMMHU JIOrOBOpaMHU (COTIAIUIEHUSAMHU) M (WJIN)
WHBIMH JOKyMEHTaMHU.

. Habmarogaemoctsb n oneHuBaeMoctsb odecnieyenusi Ub.

JIroOble mpeuiaraeMble 3alllUTHBIE MEphl JOJDKHBI OBITH YCTPOEHBI TaK, 4TOOBI PE3ynbTaT HX
IIPUMEHEHUs ObUT SIBHO BUJEH (Mpo3paueH) W MOr ObIThb OLIEHEH MojapasjeieHueM baHka, MMeromum
COOTBETCTBYIOIME TTOJTHOMOYHS.

7.3 06ecneuenue popmupoBanus Cay:x0b1 nHGpopMannoHHoii 6e3onacHocTu Banka.

B cocmas mpebosanuii k opeanuzayuu u gyuxkyuonuposanuro Cnyscovt Ub banka exnouaromes
credyoujue mpebosaHus:

. obecneunBaroT hopmupoBanue Ciayx0bl Vb, a Takxke onpenenstor BO BHYyTPEHHUX TOKYMEHTax
LU ¥ 33J1a41 JEATEIBHOCTH 3TOr0 MOAPa3ACICHU;
. MPEIOCTABIISAIOT TIOJTHOMOYHMSI U BBIJEINISAIOT PECYpPChl, HE0OX0quMbIe /1715 BbINoHEHUs Ciryx00ii

Wb ycTaHOBIIEHHBIX LIEJIEH U 3a7a4.

B banke nHaznawaercs kyparop CayxObi Ub w3 coctaBa cBoero opraHa yIpaBJiCHHUS, H
onpezaensoT ero noiaHomouus. Ilpu stom Cnyx6a Wb u Otnen nHQOpMAalMOHHBIX TEXHOJOTUN He
JIOJDKHBI UMETh 00IIIero KypaTopa.

Cnyorcoa B ocywecmensiem nianuposanue u KOHmMpoib 0becneyenus 3auumsl UHGopmayuu npu
ocyuecmeiieHuu nepegooos OeHENCHbIX CPedcms, 0Jisl 4e20 HAOea1emcs CLeOVIOUWUMU NOTHOMOYUAMU.

. OCYIIECTBIISITh KOHTPOJb (MOHUTOPHHI) BBIIIOJIHEHUS TMOpsiAKa OOeCredYeHus 3alfuThl
uH(OpMaIUU TPU OCYIIECTBICHUN IIEPEBOIOB JICHEXKHBIX CPE/CTB;

. omnpeAensaTh TpeOOBaHUS K TEXHUUECKUM CPEICTBAaM 3allluThl HH(POPMAIMU U OpraHU3alMOHHBIM
MepaMm 3aIuThl THPOPMALIUY;

. KOHTPOJIUPOBAaTh  BBIMOJIHEHHE COTPYAHMKaMH TpeOoBaHMII K 0OECHeYeHUI0  3allUThl

I/IH(bOpMaI_[I/II/I IpU OCYHICCTBJIICHUHU NTEPCBOJOB ACHCKHBIX CPCIACTB;
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. y4acTBOBaTh B pazOMparenbCTBaX HHIIMICHTOB, CBSI3aHHBIX C HApYIICHUSIMH TpeOOBaHHMA K
00ECIeYeHNI0 3amUThl MHGQOPMAIMK TPH OCYIIECTBICHUH IEPEBOJOB ICHEKHBIX CPEICTB, U
npenjarath NMPUMEHEHHE JUCIHUILUTHHAPHBIX B3bICKAHWH, a TaK)KE HAMPABIATH MPEIJIOKCHUS TIO0
COBEPIICHCTBOBAHHIO 3aIIUTHI HH(OpMaIy;

. y4acTBOBATh B JICHCTBUSAX, CBSI3aHHBIX C BBHITIOJHEHHUEM TPEOOBAaHUU K OOECIICUCHUIO 3alTUTHI
nHGOpPMAIIMM TIPU  OCYIIECTBICHHH IEPEBOJOB JCHEKHBIX CpPEICTB, MPHUMEHSIEMBIX IpH
BOCCTAQHOBJICHUH TPEAOCTABICHHS YCIYT IUIATEXHOM CHUCTEMBI mocie cOOeB W OTKa3oB B pabore
00beKTOB HHPOPMAIIMOHHON HHOPACTPYKTYPHI.

7.4 «Oceeoomnénnocms 6 obaacmu obecneueHus 3auumsl UHGOpMayuuy.

bank obecneuusaem noswviuiernue 0c6eO0OMIEHHOCMU COMPYOHUKO8 6 001acmu obecneyeHus
3auumul uHGopmayuu:
= 10 MTOPSIKY IPUMEHEHHUS OPTaHU3AlIMOHHBIX MEP 3alIUThl HH(POPMAIUH;
= IO MOPSIIKY UCTIOIh30BAHUS TEXHUIECKUX CPEJICTB 3alUThl HHPOPMAIUH.

bank obecneuusaem:

= MOBBIIICHUE OCBEAOMIIEHHOCTH COTPYAHHMKOB, IIOJIYYUBIIUX HOBYKO pOJIb, CBSI3aHHYIO C
MPUMEHEHHEM OpPTaHM3alMOHHBIX MEp 3aIIUThl MH(OOPMAIMH WM UCIIOIB30BaHUEM TEXHHYECKHX
CPEeACTB 3allUThl HH(OPMALIUH;

. JOBEIEHWEe 0  KJIMEHTOB  MH(OpMalMM O  BO3MOXHBIX  pUCKAX  IOJIy4EHUs
HECAaHKIIMOHMPOBAHHOIO JIOCTyNa K 3allMI[aeMOoil HMHQOpPMAaLUU C ILEJIbI0 OCYIIECTBICHUS
MEPEBOJIOB JICHEKHBIX CPEICTB JIMLAMH, HE OOJaNalONIMMU IPABOM PACHOPSHKEHUS ATHMHU
JEHEXHBIMU CPEIACTBAMHU, U PEKOMEHIYEMBIX MEPAX 10 UX CHUKEHUIO;

. NPUMEHEHHE OpTraHU3allMOHHBIX Mep 3amuThl uHpopMamuu u (WIHM) HCHOJIH30BAHUE
TEXHUYECKUX CPEJACTB 3alUThl MH(OpMAIMM, NPEIHA3HAYCHHBIX Ui BBISABICHHMS HMHLUAECHTOB,
CBSI3aHHBIX C HapyIICHUSIMH TpeOOBaHWI K OOECIEYEHHWIO 3amuThl HH(pOpMAmuu TMpu
OCYLIECTBJICHUU NIEPEBOIOB JEHEKHBIX CPEICTB;

. uHpopmupoBanue Cnyx6pl Vb 0 BBIABIEHHH HWHIUAECHTOB, CBSI3aHHBIX C HAPYLIECHUSMU
TpeOOBaHUI K OOECNEYEHHIO 3alUThl MHMOPMALMU MPU OCYLIECTBICHUH MEPEBOAOB JCHEKHBIX
CPEICTB;

= pearupoBaHMe Ha BBIABICHHbIE HMHUUICHTBI, CBA3aHHBIE C HapyLIEHUSIMH TpeOOBaHUN K
o0ecrnedeHno 3aluThl HH)OPMALIUK ITPU OCYLIECTBIEHUN IEPEBOOB JEHEKHBIX CPENICTB;

= aHaJM3 TMPUYMH BBISBICHHBIX HWHIMJIEHTOB, CBA3aHHBIX C HapyUIeHUSAMH TpeOOBaHMN K

00eCIIeYeHUIO 3allUThI I/IH(bOpMaIII/II/I npu OCYHECCTBICHUU TMCPEBOAOB JCHCKHBIX CPCIACTB,
MMPOBEACHUC OLICHKU PE3YJIbTATOB pCAarupoOBaHusl HAa TaAKWUC UWHIIUJACHTEI.

8 Ocnoenvle mpebosanusn no odecneuenusn ungopmayuonnoi 6ezonacnocmu banka.

Tpebosanus UB chopmynupyromes onsa credyowux ooaacmet:

. Ha3HAaYeHUH U paclpeeseHny (pyHKINOHAIBHBIX MIpaB U 00s3aHHOCTEH (poJieil) u obecrieueHun
NoBepus K epcoHany baHka;

= cTagui sku3HenHoro 1ukia AbBC;

= samutel oT HCJL, ynpaBnenust nocrynom u perucrpanueii B AbC;

. 3alUThl UHGOPMAMU OT BO3JAEWUCTBUS NPOrPaMMHBIX KOJOB, MPUBOJAIIMX K HapyLIEHHUIO
MITaTHOTO (PYHKIIMOHUPOBAHUS CPEJICTBA BHIYUCIUTEIBHON TEXHUKH.

. MCIIOJIb30BaHUs pecypcoB HHPOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHOM cetn «HTepHEeT»;

. UCIIOJIb30BAaHUS CPEJICTB KPUIITOrpauuecKoil 3auTsl HH(QOpMaIny;

. 3alIUThl OAHKOBCKUX IJIATEKHBIX U HHPOPMAIIMOHHBIX TEXHOJIOTMUYECKHUX MPOIIECCOB.

. 3alUTa OT aBapUHHBIX COOEB B 3JIEKTPOCHAOKEHUH U TEJICKOMMYHHUKAIIMOHHBIX KaHallaX CBS3H;

. o0ecrnieyeHne 3auuThl HHGOPMaIlUU IPU MEPEBOJIE IEHEKHBIX CPE/ICTB;

. 00paboTKa NePCOHATbHBIX JAHHBIX;
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= pa3paboTKa M OpraHu3alys pealu3aldid MporpaMM MO OOYyYEHHI0 M TOBBIIICHHIO
OCBEIOMJIEHHOCTH.

8.1 Tpebosanusn no obecneuenuro 3augumasl UHGoOpMauuu nPpu HA3HAYeHUU U
pacnpeodeneHuu yHKUUOHANbHBIX NPAG U 00aA3aHHOCHmell (poneil) u obecneuenuu
O0oeepus K nepconany bauka.

HauOonpmyto yrpo3y Oe3omacHoctd uHpopmauuu B baHke npencraBiser ero nepcoHall.
Henocrarok kBanmpukanuu, n30bITOYHBIE TTOTHOMOYHS, HEHCIIOJHEHHE WIIM HeHA UIeXKalllee NCIIOTHEHNE
CBOMX JOJDKHOCTHBIX 00s3aHHOCTEH M TpeOOBaHUI O€30MacCHOCTH MOrYT IPUBECTH K HapyLICHHIO
pexuma b banka u, kak ciencTBue, NPUBECTHU K PA3TIMYHBIM [TOTEPSIM.

B ceasu ¢ smum, npu npuéme Ho6020 compyoHuKa Ha pabomy, enusaowyo Ha obecneuyenue UD,
OO0JIHCHBL BLINOTHAMBCA U PE2UCPUPOBAMbCSL CIEOVIOUWUE YCNOBUSAL:

. HPOBEPKY MOATMHHOCTH MPEJOCTABICHHBIX IOKYMEHTOB, 3asBJIICMOM KBaTHM(PHUKAIIMH, TOYHOCTH
Y TIOJTHOTHI Onorpaduyeckux (GpakTos;
. IPOBEPKY B YaCTH MPO(PECCHOHATBFHBIX HABBIKOB U OIIEHKY MPO(eCCHOHAIBHON MPUTOTHOCTH.

ITpu npuéme Ha paboTy, CBSI3aHHYIO C 3allUIIaeMOi HH(OpMaIel, COTPYAHUK AT MUCbMEHHOE
O0s13aTenbCcTBO 0 HepasTIaleHn 0aHKOBCKOM 1 KOMMEPUYECKOH TaifH, a TaK)Ke MePCOHATBHBIX TAHHBIX.

[Ipu HeoOxomumocTn baHk MoOXeT oQHUMaIbHO MOTpeOOBaTh OT YYEOHBIX 3aBE/IEHU,
BOCHKOMATa ¥ T.JI. MOJUIMHHOCTH IPEIOCTaBISIEMOr0 AMIIIOMAa, BOCHHOTO Owiera W T.A. Pe3ynbTarhl
MIPOBEPKHU, JOKYMEHT (bI) MOAUIMBAIOT(CS) B TMYHOE JIETI0 COTPYTHUKA.

Ha ocnoBanuu OusHec-miporieccoB IlpaBnennem banka ompenenstoTcst ¥ MepCOHUPHUIMPYIOTCS
poiu nepcoHana ¢ yuétom neneil banka, numeromuxcs pecypcon, (pyHKIIMOHAIBHBIX TPEOOBaHMIH, a TaKKe
KpUTEpHEB OLEHKHA 3()()EKTUBHOCTH BBINIOIHEHUS TMPaBHI JUIsl AaHHBIX pojeid. s sddexTuBHOTO
BBIMIOJIHEHUST 1eJlel W 3aJady [0 YIPaBJIEHUI0 HH(OPMAIMOHHBIMM aKTHUBAMM  OIPEIEIISIOTCS
COOTBETCTBYIOIIME POJH COTPYIHHKOB. Poim ompenenstorcss Ucxons W3 3amad, (PyHKIMOHAIBHBIX H
IpOLEypHBIX TpeOOBaHUM, M OOEeCeYnBaOTCd COOTBETCTBYIOUIMMU PECypcaMu M JIOCTaTOUYHBIMHU
npoeCCHOHATPHBIMU  3HAHUSIMA ~ COTPYJHHUKOB. PonM  mepcOHM(PHUUIUPYIOTCS C  yCTAaHOBJICHHUEM
OTBETCTBEHHOCTH 3a MX ucnojHeHue. CoBMELIEHHE B OJHOM JIMIE POJH CIEAYIOUMX (DYyHKIHI:
pazpaborka u compoBoxaeHuss ABC/TIO, ux pa3paboTKu © HDKCIUTyaTallud, COMPOBOXKICHUS W
JKCIUTyaTaluy, aAMUHHACTpATOpa cUCTeMbl M agmuHucTtpatopa Wb, BemonHenus onepauuii B ABC u
KOHTpPOJISI UX BbINOJHEHUs. baHk oOecreunBaeT KOHTPOJIb W PErMCTpAaIMIO JIEHCTBUM JIUIL, KOTOPBIM
Ha3HA4YE€HBI JAHHBIE POJIN.

[Tpu ompeneneHuu pojieil He MOMYCKAETCsl CO3/1aHHE KPUTHUYHBIX POJIeH, KOHLEHTPUPYIOIIUE B
ceOe Bce WM OOJBIIMHCTBO HauOoJjiee BaKHBIX (DYHKIMHA, HEOOXOAMMBIX AJIS pealu3aldyd OJHOW H3
ueneil banka. CoBOKYIHOCTb MpPaBUJI, COCTABIISIONINX POJIU, HE JIOJKHA ObITh KpUTHUUHOM 111 baHka ¢
TOYKH 3pPEHHUS MTOCIEACTBUM YCIIEIHOIO HANaJeHNs Ha €€ UCTIOTHUTEIIS.

@opMHpOBaHHE M HA3HAYECHHE pOJIEM COTPYAHUMKOB baHka OCyIIECTBIsETCA C Y4ETOM
COOJIIOJICHHUsT TIPUHLIMIA TPEJIOCTaBICHU MUHUMAIbHBIX MpaB M IOJHOMOYMH, HEOOXOIUMBIX JUIS
BBITIOJTHEHUS! I0JPKHOCTHBIX 00S3aHHOCTEH.

[Tpu npuéme Ha paboTy, a Takke NMpU CMEHE JOKHOCTH, COTPYAHMK baHka o3HakomisieTcs ¢
TpeboBanusimu UMb, a taxke co cBoumu obsi3aHHOCTAIMU B oOnactu obecnieuenus Ub. [{ns nposepku
KOMIIETEHTHOCTH MEPCOHAJIA B BOIIPOCAX BBIMOJHEHHS KaXKIbIM COTPYIHUKOM CBOMX (YHKIMH B 001aCTH
obecneuenus Ub Cnyx6a b npoBoasites nposepku 3Hanuii Ub coTpynHuKOB.

Cnyx0a b npoBOIUT KOHTPOJIBbHBIE MPOBEPKH COTPYIHUKOB (C JOKYMEHTAIbHOH (uKcanuei
pe3ynbraTtoB). Tak ’Ke MPOBOJATCS BHEIJIAHOBBIE IIPOBEPKU COTPYAHHUKOB (C JIOKYMEHTAJIbHOU
¢bukcanyeid pe3yabTaToOB) NMPH BIABICHUN YYaCTHsI MM MOJ03pEHHE Ha yyacThe ux B uHIuaeHTax b, a
TaK)Xe IPU BBISIBICHUH (DAaKTOB MX BHEIUTATHOI'O MOBeAeHUA. KOMIETEeHTHOCTh COTPYIHUKOB B 00JACTH
obecnieuenuss b nocturaercs myrém oOydenus: mpasuiam OezonacHoil (¢ Touku 3penust b) pabotsl,
OCBEJIOMJIEHHOCTH TIepCOHalla 00 HCTOYHUKAX MOTEHLUHAJIbHBIX YIrpo3 U YA3BUMOCTSAX, a TaKkKe
NEPUOIMYECKUMHU TPOBEPKAaMH U OLIEHKOH ero mnpoQecCHOHaNbHBIX 3HAHMA M HABBIKOB B PaMKax
TpeOOBaHUH ACHCTBYIOIIETO 3aKOHOIaTeNhCTBA Poccutickoii deneparum.

[Tonutuka napopmanronnon 6ezonacHoctu Kb «Makcuma» (0O0OO0)



33

Jnist koHTpOst ucnonHenus Tpedosanuit Ub B banke pynkunonupyer Ciyx6a Ub.
bank obecrieunBaeT perucTpaInio JIHII, 00JIaIal0IUX IPaBaMu:

. 10 OCYIIECTBJICHUIO AOCTYIIA K 3aluiaeMoi HH(opmanuy;
. 0 YIPABJICHUIO KPUNTOTPAapHUECKUMHU KITIOYaMHU;
. 10 BO3JICHCTBHIO Ha 0OBEKTHI HH(OPMAIIMOHHON MHPPACTPYKTYPBI, KOTOPOE MOKET MPUBECTH K

HAapyYLWCHUIO IMMPEAOCTABIICHUA YCIYI' IO OCYIIECCTBJICHUIO IIEPEBOJAOB ACHCKHLBIX CPEACTB, 3a
HUCKIIIOYCHHUEM 6aHKOMaTOB, ILUTATEKHBIX TCPMHHAJIOB 1 3JICKTPOHHBIX CPCACTB IJIATCXKA.

bank oOecmeunBaeT pErucTpalvi0 CBOMX COTPYOHHMKOB, OOJIQAlOIMX MpaBaMU IO
(OpMHPOBAHUIO AIEKTPOHHBIX COOOIIEHUI, COMEPKAIINX PACHOPSKEHHSI 00 OCYIIECTBICHUU EPEBOIOB
JIEHEKHBIX CPEJCTB.

8.2 Tpebosanusa no ovecneuenuto Ub asmomamusuposannsvix d6ankoeckux cucmem banka
HA CIAOUAX HCUZHEHHO20 WUKIA.

HaunbGonee BakHbIe MHPOPMAIIMOHHO-TEXHOJOTUYECKHE Tporiecchl banka peanusytorcss ABC. B
CBSI3U C 3TUM o0ecriedeHrne 6e30macHocTH nHpopmanuu, upkyaupyromeid B AbC Ha Bcex cTamusx ux
KU3HEHHOTO 1IMKJIa, SIBJIsIeTCS OCHOBHOM 3aaueit mporecca obecneyenus b banka.

Hoctyn k ABC caHkumoHupyeTcss pyKOBOAUTENEM CTPYKTYPHOIO MOJPa3AeiIeHHUs IOJIb30BaTEs
u cornacosbiBaercs ¢ Hauansuukom Cnyx6s1 b banka, Hawansuukom Cayx6s1 UT u [Ipeacenatenem
[IpaBnenus banka (3amectutenem [Ipencenarens [Ipanenus banka).

Bce usmenenus ABC cocTaBisIOTCS COBMECTHO TEXHUYECKUMH CHEIMATUCTaMU (COTPYTHUKAMU
Cayx6st UT winm nunamu, OpUBIEYEHHBIMH Ha D3KCHEPTHOM ocHoOBe), paspadoruukamu ABC u
KOHEYHbIMU NoJb30BaTesiMu ABC ¢ 11epio uckiroYeHust HeBepHbIX (opMynupoBok TpeboBanuii kK ABC.

[Ipu cocTaBieHUU TEXHUYECKHUX 3aJaHUi pa3pabOTUMKOM TapaHTUPYETCs 3alluTa OT MPHUHSITUS
HEBEPHBIX TPOEKTHBIX pEIIeHUH, BHECEHHs [e(EeKTOB Ha YPOBHE apXUTEKTYpbl, BHECEHUs
HEJOKYMEHTHUPOBaHHBIX BO3MOkHOCTEl B ABC, pa3paboTku HekaueCTBEHHOM JOKYMEHTAalMH, COOpKH
ABC c napymenuem tpeboBaHuid. IlpennpuHsaTbie B OTHOLICHUHM [AHHBIX YIpO3 3alIUTHBIC MEpPHI
OTpaXkaroTcsl pa3pabOTYNKOM B TEXHUUYECKOM IOKYyMEHTALUU.

He nomyckaercs cyliecTBEHHbIX BHECEHHME M3MeHeHMH B pabouyio ABC 6e3 mpeaBapuTensHOrO
WX TECTHPOBAHMS HA JIPyTroi Oaze.

[Tepen HavagoM paboThl ¢ BHOBb ycTaHaBiuMBaeMod win u3Mmensemoil ABC Bce moib3oBarenu
MPOXOJAT HMHCTPYKTaX Yy PYKOBOAMTENEH CBOMX IMOJApA3JeleHUd U, TpU HEOOXOJIHUMOCTH,
anmuuucTparopa ABC. O60 Bcex nnuuaentax Ub, unu npu nogo3peHnu Ha HUX, MOJIb30BaTeIN 00s3aHbI
He3aMeUINTEIbHO cooluath 00 3ToM coTpyaHuky Ciyx0b1 Ub. Corpynnuk Cnyx0s1 Ub nundopmupyer
PykoBoautens CayxObi b banka, koTopbiii coobmaer o0 stom Ilpencenatemto IlpaBnenuss banka
(Bamecturemnto IIpencenarens [Ipasnenus banka).

bank oGecrieunBaeT peaqn3alyio 3arpera UCIOoIb30BaHUs 3alluIaeMold HH(QOpMaIMKM Ha CTaJuH
cO03/1aHHs 00BEKTOB MH(POPMAIITMOHHON HHPPACTPYKTYPHI.

Okcmnyatupyemas ABC u (M) e€ KOMIOHEHThI CHaOXeHbl JOKyMEHTAallUeH, coieprkaiien
onucaHue peanu3oBaHHbIX B ABC 3amMTHBIX Mep, B TOM 4YHCIIE€ OMHCAHHME COCTaBa U TPeOOBaHUM K
peanu3ay OpraHU3allMOHHBIX 3aAIIUTHBIX MEp, COCTaBa U TPEOOBaHMH K IKCIUTyaTallud TEXHUYECKUX
3alUTHBIX Mep.

bank mpoBoauT aHanu3 TpuHATHA pazpaboTynkoM ABC 3alUTHBIX Mep, HANpaBICHHBIX Ha
obecrnieuenne 6e3onacHoCcTH pa3padboTkn ABC u 6e301macHOCTH €€ TOCTaBKH.

[TpuoOperenne u ycraHoBka cpeactB U cucteMm 3amutel ABC (cpeacTtBa 3amuThl OT
HECaHKLIMOHUPOBAHHOTO JIOCTYIa, AaHTUBUPYCHbIE MpPOrpaMMbl U TMp.) OCYIIECTBISIOTCA IO
cornacoBanuto ¢ Hauanpaukom Otnena UT u PykoBogutenem Cnyx6s1 Ub. BBo B elicTBUe U CHATHE C
skcrryatauu cucteMm 3auTel ABC ocymectisitorcss mpu yyactuu Hauansauka Otnena UT u
PyxoBoaurens Cinyx6s1 Ub.

Ha cmaouu sxennyamayuu ABC onpedenensi, 8b1noaHAmMbCA U pecUCmpupo8amsvcsi Rpoyeoypbl.:
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. KOHTpOJIs paboTocnocoOHoCcTH (PyHKIIMOHUPOBaHUS, YP(PEKTUBHOCTH) peann3oBaHHBIX B ABC
3aIIMTHBIX MEpP, B TOM YHCIIE€ KOHTPOJIb PEATN3AIMN OPTaHU3AIMOHHBIX 3AIIUTHBIX MEp, KOHTPOJIb
COCTaBa M MapaMeTPOB HACTPOWKH MPUMEHIEMbIX TEXHHUECKUX 3alIUTHBIX MED;

. KOHTPOJISl OTCYTCTBHUS yA3BUMOCTEH B 000pyJOBaHUU U ITporpaMMHOM obecnieueHnn AbC;

. KOHTpOJISI BHECEHUSI U3MEHEHUH B napameTpbl HacTpoiiku ABC M mpUMeHsSeMbIX TEXHUYECKHX
3alIUTHBIX MEp;

. KOHTpoJst HeoOxoaumoro oonoBienus 110 ABC, Bkimtouas [10 TexHHMYeCKHX 3aIIUTHBIX MeEp.

Ha craguum osxcruryatauuun ABC  omnpeneneHsl,  BBIIOJIHSIOTCSA, PETUCTPUPYIOTC U
KOHTPOJIMPYIOTCS NMPOLEAYpPbI, HEOOX0AUMBIE sl 00eCIeUeHHss BOCCTAHOBJICHUS BCEX PEATM30BAHHBIX
¢bynkuunit mo obecnevyenuto 1b.

Ha craguu skcrmyatauun ABC omnpeneneHsl, BBIIOJHSAIOTCS U PETMCTPUPYIOTCS HPOLELyph
KOHTpOJIsI, ycTaHaBIuBaeMoro u (win) ucnoaszyemoro 110 ABC.

Ha cranum skcmnyarauun ABC onpezneneHbl, BBINONHAIOTCS M KOHTPOJIMPYIOTCS MPOLEAYPSI,
HEoOX0MMBIE JUIs 00ecIIeueHHs COXPAaHHOCTH HOCUTENEH 3aIluInacMoi nHpopManun.

Ha crangum compoBoxaeHUs (MOJEPHHU3ALMM) ONpPEIENCHBbI, BBIIOIHAIOTCA U PErUCTPUPYIOTCA
IIPOLElypbl KOHTPOJIS, 00ECIIeUNBAIOIIUE 3AILUTY OT:

. YMBIIUICHHOTO ~ HECAaHKIMOHUPOBAHHOTO  PACKPBITUS, MOAMMUKAIMU WIM  YHUYTOXKCHUS
nH(pOpMAIHH;

. HEYMBIIUICHHON MOJU(HUKALIUK, PACKPBITUS MM YHUUTOKESHUS HHPOPMAIIHH;

. OTKa3a B 00CITy>)KHBaHUH WJIH YXYIIICHUS! OOCITYKUBAHHUS.

Ha craguu cHATUS ¢ 3KCIUTyaTalluy ONpPEAEIeHbI, BBITOJHAIOTCS U PETUCTPUPYIOTCS MPOLEAYPHI,
obecrieynBamolMe yAajleHHe HHGOpPMalMM C MCIOJB30BAaHHMEM QJIrOPUTMOB U (MJIM) METOJOB,
00eCTIeYNBAIOIINX HEBO3MOXXHOCTh BOCCTAHOBIICHUS YHANEHHON HH(OPMAIH, HECAHKIIMOHHUPOBAHHOE
HCIOJIb30BaHUE KOTOPOM MOXKET HaHecTu yuiepd aesresnbHOcTH banka, M MHpOpMaIUM, UCIOIb3yeMOM
TEXHUYECKUMH 3alllUTHBIMU MepamH, U3 nocTtossHHOW mnamsatd ABC M c BHEMIHHMX HOCHUTENEH, 3a
UCKJIFOYEHUEM apXUBOB 3JIEKTPOHHBIX JOKYMEHTOB M IPOTOKOJIOB 3JIEKTPOHHOIO B3aUMOJCHCTBUA,
BEJICHUE U COXPAHHOCTb KOTOPBIX B TEUEHHE ONPEACIEHHOTO CPOKa MIPETyCMOTPEHBI 3aKOHOAATEILCTBOM
P®, nHopmatuBHbIMM akTamu banka Poccuu 1 (Mi1n) TOrOBOPHBIMU TOKYMEHTaMH.

ITo daxty BeIsiBIeHHBIX HapymeHUH 1 nHIKMIeHTOB b B ABC Ciy:x0a b npoBoaut ciyxeOHbie
paccieoBaHusl.

C mouxu 3penus obecneuenus 6ezonacHocmu ungopmayuu kpumudeckumu komnonenmamu A5C
ABNAIOMCA

. cepBep ABC, Ha KOoTOpOM pacnonaraercs HH(GopManys, Mo UIeXKaIas 3aIuTe;

. aamunuctpatopsl ABC u oneparopoB ABC, ¢ KOTOPBIX MPOUCXOIUT YIpPaBIEHHUE MpolieccaMu
00paboTKku nHpopMaIuy;

- ceTeBoe 000pyI0BaHHME U KaHAJIbI CBSI3H.

3ammra uHpopmauuu ABC ot HCJI ucnonb3yroTcst Kak BCTPOEHHBIE MEXaHU3MBl 3alUThI
nH(pOpMalLIMU, a TAKKE PEKOMEHJIYIOTCS K HCIHOJIb30BAHUIO CEPTHU(PHUIMPOBAHHBIE WM pa3pelI€HHbIE
pykoBoacTBoM banka.

Jnsg Kakaoro ydacTHHMKa, a TakyKe TPYINI YYaCTHUKOB, HMH(OPMAalMOHHO-TEXHOJIOIMYECKOTO
nporecca, peanuzyemoro ABC, co3nmaércs yHuKanbHbIN wuaeHTUuUKaTop. s ayTeHTH(UKAUU
MOJTH30BATENSl IPUMEHSCTCS JTaHHBIA UICHTU(PHUKATOP (JJOTUH) U CEKPETHOE CIOBO (TIapoJjih), M3BECTHOE
TOJIBKO CaMOMY TIOJIb30BATENI0, YTO TO3BOJISIET OAHO3HAYHO WAECHTH(PUIMPOBATH MOJH30BATENS U
00ecneunTh 3alUTy OT YTPO3bl OTKa3a OT aBTOPCTBA.

Jns  obecriedeHnst 0e30MacHOCTH HAa yYpPOBHE KAaHAJIOB CBS3M  HCHOJNb3YeTCs pULEH
pe3epBHpoBaHus KaHaIoB. Co3aHbl pe3€pBHBIE KAHAIIBI, IPEJOCTABIISIEMbIE PA3HBIMH IIPOBANIEPAMH.

[Tepen custuem c skcrutyataiuu AbBC mim e€ oTaenbHBIX KOMIOHEHTOB BCsl HH(GOpMAIHUS ¢ HUX
MIEPEHOCUTCS B apXWB WM YAAIACTCS W3 IOCTOSHHOW mMaMsTH W BHemHuX Hocutened ABC wmm eé
KoMnoHeHTOoB aaMmuHucTpatopomM ABC. KonTposs 3a ynanenunem unpopmaruu ocyuiectsiser Ciyxoa
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Ub. Tlocne ynaneHuss uH(pOpMAIMU COCTaBISIETCS aKT O CHATUM ¢ HKcrutyaramun ABC wmm eé
KOMITOHEHTA.
OO0s13aHHOCTH IO KOHTPOJIIO 3a COOJIIOJICHUEM pekuMa olOecriedyeHns 6e30nacHOCTH HH(opMaIiu
Ha BceM ku3HeHHOM 1ukie AbC Bo3znoxkensl Ha Cinyx0y Ub.
8.3 Tpebosanusn no obecneuenuto unopmayuoHHOU Ge30naAcCHOCMU RPU YRPABIEHUU
00Cmynom u pecucmpayuu.

s o6ecnieyenus 3amuthl oT HC/I x 3amumaeMoit nHGOpMaIiy, pacioyioKEHHON Ha pecypcax
banka, ucnonb3yercs ynpasieHHe AOCTYNoM K pecypcam. Co3naH U peryisipHO YTOYHSIETCSI IIEpEeUeHb
PECYPCOB U OIpeieNieHbI BIIaeNbLbl KaXKI0T0 pecypca.

Oo6s3anHoctu 10 oOecnieueHnto UMb B (QyHKIIMOHANBHBIX TOJPA3ACICHUSX BO3JIOKECHBI Ha
PYKOBOJUTEINEH CTPYKTYPHBIX NOIpa3AesieHuUi.

Hasznauenue (u3MeHeHMEe, JUIICHUE) IMOJHOMOYMN IO JOCTYNy IOJb30BaTelii K pecypcam
CaHKIIMOHUPYETCS PYKOBOAMUTEIEM CTPYKTYPHOIO MOJpa3AeNieHUs] MOJIb30BaTelNsl M COIJIaCOBBIBACTCS C
BIajienbIeM pecypca u Ciyx6oit Ub.

UYrobsl obecnieunTh 3amuTy uHbopManuu ot yrpo3 HCJI, mpoTuBONpaBHOrO M3MEHEHUs U
yZaJeHus], MOJb30BaTEeNI0 HA3HAYAIOTCSI MUHUMAJIbHBIE IOJTHOMOYHNS, HEOOXOIUMBIE ISl BBINOIHEHUS
CBOMX JOJDKHOCTHBIX 00SI3aHHOCTEH.

B cocrae ABC wucnonb3yroTcst cepTU(UIMPOBAHHBIE W (WJIM) pa3pelmiéHHble K MPUMEHEHHUIO
cpenctsa 3amuthl uHGopmaruu ot HCJI.

B banxe obecneuusaemcsi  aemopuzayus, KOHMPOAb U  YApAGIeHue  OOCMYNOM K
UHDOPMAYUOHHBIM AKIMUBAM, 8 MOM YUC]Le:

. (GyHKIIMOHMpOBaHKE cUCTEMBI TaposibHOM 3aumThl APM u JIBC;

. Ha3Ha4YeHHE/IMIIICHUE TOJHOMOYM MO I0CTyny coTpyaHukoB banka k pecypcam OBM u/unu
JIBC caHKIMOHUpYETCS PYKOBOJMUTENEM CTPYKTYpPHOIO IojpasjeieHus baHka, Hecyiero
MIEPCOHANBHYIO OTBETCTBEHHOCTH 3a oOecnieuenue b B janHOM noapasaeneHu;

. perucrpanus AEUCTBUN COTPYAHUKOB M IOJIB30BaTENEN B 3JIEKTPOHHBIX JKypHajaX perucrpanuu
coObITHii cuctemMHoro u npukiagHoro [10. JlanHble IeKTPOHHBIE KYpHAIbl JOCTYIHBI 1715 YTEHUS,
aHaJln3a ¥ PE3EpBHOIO KOIMPOBAHUSA TOJIBKO aJIMUHUCTpaTopy cooTBeTcTByromiero 10, koropbrit
HEeCET MEepPCOHATBHYI0 OTBETCTBEHHOCTD 3a MOJHOTY U TOYHOCTH OTPAKEHHUS B KypHaJle UMEBIINX
MECTO COOBITHUI;

. €XeIHEBHbII MOHUTOPHHT U3MEHEHHUI W/WIIN MPeoCTaBIeHHE JOCTYNOB cOTpyAHHKaM banka k
ABC, a Takxe peryisipHble MPOBEPKU JOCTYIOB, MPEIOCTABIECHHBIX BCEM COTpyIHUKaM baHka K
pecypcam OBM wu/ unu JIBC, Ha mpeMeT UX COOTBETCTBHS YCTAHOBJIEHHBIM POJISIM COTPYIHUKOB U
MIPOU3BOJICTBEHHON HEOOXOIMMOCThIO HATTMUHUS MTPEIOCTABIEHHBIX JOCTYIIOB.

B bBanke onpeodenenvi, BbINOIHAIOMCA, PESUCMPUPVIOMCA U  KOHMPOIUPYIOMCA Npaguia u
npoyeoypul.
. UICHTU(DUKAINN, ayTeHTH(QHUKAINN, aBTOPU3AIHA CYOBEKTOB JOCTYIA, B TOM YHCJIE BHEIIHUX
CyOBEKTOB JIOCTYIA, KOTOPbIE HE SABJIAIOTCS COTpyaHUKamMu opranuzauuu bC PO, u nporpaMMHBIX
MIPOLIECCOB (CEPBUCOB);

. pasrpaHMyeHHs JAOCTyna K HHGOpPMAlMOHHBIM aKTHBAaM Ha OCHOBE pOJIEBOIO METoJa, C
oTpeseNIeHueM JUIsl KaX10M poJid OJTHOMOYHI 110 TOCTYNy K MH(OPMAIMOHHBIM aKTHBaM;

. yIpaBJIEHUS MPEIOCTABICHUEM/OT3bIBOM M OJOKMPOBAHUEM JOCTYyNa, B TOM 4YHCJE JOCTYyIa,
OCYILIECTBIISIEMOTO Yepe3 BHEIIHNE HH(POPMAIIMOHHO-TEJIEKOMMYHUKAI[UOHHBIE CETH;

n perucTpanuu JeicTBUi CyOBbEKTOB JOCTYIa ¢ 00ecreueHHeM KOHTPOJIS LIEJIOCTHOCTH U 3aIllUThI
JTAaHHBIX PETUCTpALUY;

. yIpaBleHUs! UACHTU(DHUKAIMOHHBIMU  JIaHHBIMH, AayTEHTU(UKAIMOHHBIMU  JAaHHBIMH U
CpeICTBaMU ayTeHTU(UKALIUN;

. yIpaBJIeHUs] YUETHBIMU 3aITUCSIMU CYOBEKTOB JIOCTYIIA;

- BBISIBJICHUA U 6J'IOKI/IpOBaHI/I$I HCYCICITHBIX ITOMBITOK AOCTYIIA,
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. OJIOKMPOBAHUS CeaHca JIOCTYIa TOCIe YCTaHOBICHHOTO BPEMEHH Oe3/1eHCTBHS WM IO 3alpocy
cyObeKTa JOCTyma, TpeOYIOIEero BBHIMOJIHEHHUS TMPOLEAYyp TMOBTOPHOM ayTeHTHU(UKAUUU U
aBTOPH3ALIMH JJIS IPOJOTKEHUS paboTHI;

. OTpaHHYEHUsl JCHCTBUI MOJb30BaTeNIe MO M3MEHEHUIO0 HACTPOEK MX aBTOMATHU3MPOBAHHBIX
MecT (ucnoJib30BaHue orpannyeHui Ha uamenenre BIOS);

. VIOpaBICHUS COCTAaBOM pa3pelI€HHBIX JIEHCTBUH JO BBINOJHEHUS HUICHTUGUKALUU U
ayTeHTU(UKAIIHH;

. OrpaHUYECHUs JCHUCTBHI IMOJb30BaTEIEH MO MU3MEHEHHIO mapameTpoB HacTpoek ABC u
peanu3aluu KOHTPOJIA JCHCTBUN HKCIUTyaTallMOHHOTO IEpPCOHAIa MO HM3MEHEHHUIO MapameTpoB
Hactpoek ABC;

. BBISIBJICHUSIT W OJIOKMPOBAaHUS  HECAHKIIMOHUPOBAHHOTO  MEpeMelieHus  (KOMUPOBAHMS)
uH(popmMaluu, B TOM 4ucie 0a3 JaHHBIX, (aiyIoBBIX peCypcoB, BUPTYaIbHBIX MAILIUH;

. UCIIONIb30BAaHUsI TEXHOJOTUH OeCcrpoBOAHOrO JOCTynma K wWHpOpMammu, B Clydae WX
MPUMEHEHHUSI, U 3alIUThl BHYTPEHHUX OECIIPOBOHBIX COCAMHEHMUIA;

. MCIIOJIb30BaHUsI MOOMJIBHBIX YCTPOMCTB JIJIS TOCTYIA K MH(POPMAIIUHU B CIIydae UX MPUMCHCHHS.

[Tpouenypsl ynpaBieHUsI JOCTYIIOM UCKIIFOYAIOT BO3MOKHOCTh «CAaMOCAHKIIMOHUPOBAHUSIY.

B bBanxe onpeoeneHvl, BbINONHAIOMCA, Pe2UCMPUPYIOMCA U KOHMPOIUPYIOMCA Npasuna u
npoyedypol moHumopunea HUb, ananusza u xpanenus OAHHbIX O OCUCMBUAX U ONEPpaAyuUsx, NO360JAI0WUe
8bIABIAMb HENPaABOMepHble Ul NOO03PUMEIbHblEe ONepayuu U MmpaH3aKyuu, O 4e2o, cpedu npouezo,

cnedyem.

. OIPENIEIIUTD JICHCTBHS U OTIEPAIlUH, MTOJIJICIKAIINE PETUCTPAIUH;

. OTPECIUTh COCTaB W COJCpKAHWE JAHHBIX O JCHCTBHSX U OIEpalMsIX, IOJICKAIIIX
perucTpaIyu, CpOKU UX XPaHCHHS,

. o0ecrevnTh pe3epBUPOBAHUE HEOOXOAMMOT0 00BEMA IMaMSTH JJIs 3aITHCH JTAHHBIX;

. o0ecreunTh pearnpoBaHue Ha COOM NPU PETUCTpAIMH JCHCTBHI W ONEpaluid, B TOM YHCIEC
anmapaTHbIC U IPOrPaMMHBIC OINOKH, COOM B TEXHUYECKHX CPEICTBAX cOOpa TaHHBIX;

. 00eCreynTh T'eHEepalni0 BPEMEHHBIX METOK ISl PETUCTPUPYEMBIX JCHCTBUH M OIepaluid U

CHUHXPOHU3AIIUIO CHUCTCMHOTO BPEMCHM Ha TCXHUUYCCKHUX CPCACTBAX, HCIIOJIL3YCMbIX JIA ueneﬁ
MOHUTOpHHTA I/IB, aHaJIn3a U XpaHCHUA JaHHBIX.

B banke peann3oBaHO BeJ€HUE KYpHAJIOB ACHCTBHS U ONEpaliii aBTOMAaTU3UPOBAHHBIX paboUunX
MECT, CEpPBEPHOI0 U CETEBOT0 000PYAOBAaHUS, MEKCETEBBIX 3KpaHOB U ABC c 1eNblo UX HCIOJIb30BaHuUs
IIpY pearupoBaHuM Ha UHUUIEHTHI 1b.

XpaHeHHE JaHHBIX O ACUCTBUAX M ONEpPALUAX HE MEHEe TPEX JIET, a JUIs TaHHBIX, IOJIyYCHHBIX B
pe3yibTaTe BBHIIOJHEHHUS OAHKOBCKOTO IUIATEXKHOTO TEXHOJIIOTMYECKOTO IMpolecca, - HE MEHee IATH JIeT,
€CJIM MHBIE CPOKM XPAHEHUs HE YCTaHOBJICHBI 3aKOHOAATENbCTBOM P®d, HOpMaTuBHBIMM akTamu banka
Poccun.

[ns mpoBenenust npouenyp MoHutopuHra b m aHamu3a HaHHBIX O JEWCTBUAX W OIEpPALUAX
UCMOJb3YyeTCsl CHeUATN3UPOBaHHbIE TPOrPAMMHBIE U (UJIH) TEXHUUECKUE CPEJICTBA.

IIpouenypsl MonuTopuHra Mb w aHaim3a NaHHBIX O ACUCTBUAX M ONEPALUAX HCIIOIb3YIOTCS
3apKCUPOBAHHBIE KPUTEPUU BBISBICHHS HEIIPABOMEPHBIX WM MOJO3PUTENbHBIX ISUCTBUN U OMEpaIIHid.
VYkazanuele nporeaypsl MoHuTopuHra b u ananusa npuMEHSIOTCS Ha PEryJsipHOl OCHOBE, HaIpUMeD,
€XKETHEBHO, KO BCEM BBIMIOJTHEHHBIM JICUCTBUSM U OTEpaIUsaM (TPaH3aKIIHIM).

B Banxe onpedenenst u Konmpoaupyemcsi 6blnoaHenue mpebo8aHull:

- K PAas3sfeICHUI0 CETMEHTOB BBIUMCIUTENBHBIX CET€H, B TOM YHUCJIE CO3JaBaeMbIX C
HCIIOJIb30BAHUEM TEXHOJIOTUU BUPTYaIU3aLNH;

- K MEKCETEBOMY DKPaHUPOBAHUIO;

. K HH()OPMALIMOHHOMY B3aUMOJIEHCTBUIO MEX/1Y CETMEHTaMH BBIYMCIUTEIbHBIX CETEH.

Pasz(eneHHe CETMEHTOB BBIYHUCIUTEILHBIX CeTeH OCYIICCTBIIAACTCA C ILCIIBIO o0OecreyeHus
HE3aBHCHUMOI'0 BBIIOJHEHHMS OAHKOBCKUX IUIATEKHBIX TEXHOJIOTHYSCKUX IMponeccoB BaHKa, a TaKXeE
0OaHKOBCKHX I/IH(l)OpMaHI/IOHHI)IX TEXHOJIOTHYCCKUX IMPOLECCOB banka pa3H0171 CTCIICHN KPUTHYHOCTH, B

[Tonutuka napopmanronnon 6ezonacHoctu Kb «Makcuma» (0O0OO0)



37

TOM 4Hciae OAHKOBCKUX WH(POPMAIMOHHBIX TEXHOJOIMYECKHX IPOLECCOB, B paMKax KOTOPBIX
oCymiecTBisieTcs 00paboTKa mepcoHanbHbIX HaHHbIX B UCIT/IH.

B noxymenrtax baHka periiaMeHTUpOBaHbl U KOHTPOJIUPYIOTCS MPOLEAYpPhl BHECEHUS U3MEHEHUN
B KOH(QUTYpaLHIO CETEBOr0 000PYAOBaHMs, IPEeIyCMaTPUBAIOIINE COITIACOBAHUE BHOCUMBIX U3MEHEHUN
co Cayx06oit Ub. Corpynuukam Ciyx061 Ib pekomMeHyeTcsi mpenocTaBiIsaTh JOCTYI K KOH(PUTYypaIiu
CETEeBOro 000py0BaHMsl O€3 BO3MOKHOCTH BHECEHUSI U3MEHEHUH.

OnpenenéH, BBINOIHIETCS, PETHCTPUPYETCS M KOHTPOIHMPYETCS MOPSIOK JOCTyMa K OObeKTaMm
cpeabl MHGOPMALIMOHHBIX AKTHBOB, B TOM YHCJIE€ B IOMEIIEHHUS, B KOTOPBIX PAa3MELIAIOTCAd OOBEKTHI
cpeab! HH(POPMAITMOHHBIX AKTHUBOB.

B banke omnpenenéH, BBIIOJHIETCS U KOHTPOJIUPYETCA TMOPSIOK HCHOJIb30BAHUSA ChEMHBIX
HOCHTENEeH HHPOPMAITIH.

[lepenaua 3amuInaeMblXx JaHHBIX IO KaHajdaM CBSA3M, HMEIOIIMM BBIXOJ 3a IIpEIelibl
KOHTpOJIMpyeMoi baHKOM 30HBI, B TOM 4ncie OaHKOMATOB M IIATEKHBIX TEPMHUHAIIOB, OCYLIECTBIIAETCS
TOJIBKO IIPH YCJIOBUU OOECIIEUEHUS UX 3aLIUThI OT PACKPBITUSA U MOAU(DUKALIUH.

Pabora Bcex nonb3oBateneit AbBC ocyuiecTBiseTcs 10/l YHUKIbHBIMU YUETHBIMU 3aIIUCSAMHU.

B cucremax IMCTaHIMOHHOrO OaHKOBCKOIO OOCIYKMBaHMs JOJDKHBI OBITh PEaIM30BAHBI
MeXaHU3Mbl HHOOPMUPOBaHUSI (PETYJIIPHOTO, HEMPEPHIBHOTO UM MO TPEOOBAHHUIO) KIMEHTOB 000 BCEX
OIepaLusiX, COBEPIIAEMBIX OT UX UMEH.

8.4 Tpebosanun no obecnevenutro 3auumosl UHGOPpMayuu om 6030€iCmeus NPOZPAMMHbBIX
K0008, NPUGOOAWUX K HAPYUIEHUIO WIMAMH 020 PYHKUUOHUPOBAHUSA CPeOCmea
6bIYUC/IUMENIbHOU MEXHUKU.

Bce APM wu cepep ABC 3ammmarorcss OT BHEAPEHHS BPEIOHOCHOTO M ImmuoHckoro I1O
opunmanbHO MPHOOPETEHHBIMA U PEryISIPHO OOHOBIISIEMBIMH CPEICTBAMH AHTUBUPYCHOM 3alllUTHI.
JlomoyHUTENbHAS 3alllUTa OT BUPYCOB JOCTHTaeTcsi mpoBepkoid MHTepHeT-Tpaduka mpu npoxoxIeHUH
€ro uepe3 IOrpaHUYHbIE MapIIPyTU3aTOPbl (Yepe3 KOTOpble MPOUCXOAUT B3aUMOJCHCTBHE C
MH(OPMALIMOHHO-TEIEKOMMYHUKAIITMOHHOM ceThio « HTepHEeT»), KOPIOPaTUBHON CETH.

Hcnonp30BaHne TEXHUYECKUX CPEACTB 3aIIUTHl MHPOpPMALNU, NPEIHA3HAYCHHBIX JUIS BBISBICHUS
BPEIOHOCHOTO KOJla M JUId MpeJOTBpAllleHHs] BO3JEHCTBUS BPEJOHOCHOTO KoJa Ha OOBEKTHI
nHpOpMaMOHHON HMHPPACTPYKTYpHl (Jajiee - TEXHUYECKHE CpEeJCTBa 3allluThl HHPOpPMALUUA OT
BO3/ICUCTBUS BPEIOHOCHOTO KOJia), Ha CPEJCTBAX BBIUYUCIUTENbHON TEXHUKH, BKJIIOYas OaHKOMAaThl U
I1aTE€KHbIE TEPMUHAIIBL, IPU HAJTMUUU TEXHUYECKOW BO3ZMOKHOCTH.

Ha cepsepe ABC 3ampemena ycranoBka [IO, He npenHa3HayeHHOro M pealHu3alUU
MH(POPMAITMOHHO-TEXHOJIOTHYECKOro mporecca, peanmuzyemoro ABC. KouTponb ocymiecTBisieTcs
Cayx0o0ii Ub banka Bo B3aumoneicTeuu ¢ cotpynaukom Otaena UT.

VYcranosnenHoe win uzMensieMoe I10 1omkHO OBITH IPEIBAPUTEIHLHO IPOBEPEHO HA OTCYTCTBHE
BUpycoB. [locie ycTaHOBKM WM M3MEHEHHUS MPOrpaMMHOI0 0OecredeHUsl NOJDKHA ObITh BBIMOJHEHA
aHTUBUPYCHAsI IPOBEPKA.

[Ipu oOHapyXeHHH KOMIIBIOTEPHOTO BHUpPyCca HEOOXOIUMO MPHUHATH MEpbl 10 YCTPAHEHUIO
MOCNEACTBUM  BUPYCHOM  aTraku, NpouH(GOPMUPOBATH PYKOBOJACTBO M  IPHUOCTAHOBUTH IIPU
HE00X0AUMOCTH paboTy (Ha MepHo]] YCTpaHEHHUs TOCIEICTBUI BUPYCHOMN aTaku).

B cnyuyae oOHapykeHHs BpEIOHOCHOIO KOJAa WM (akTa BO3AEHUCTBUS BPEIOHOCHOTO Kojaa baHk
obecrieyrBaeT HHPOPMUPOBAHUE OTIEPATOPA TUIATEKHON CUCTEMBI.

OTkiroueHre WIM HE OOHOBJIEHHME AHTHUBUPYCHBIX CPEJICTB HE JONycKaeTcs. YCTaHOBKa H
OOHOBJICHHE aHTUBUPYCHBIX CpeaCTB B baHke n0mkHbI KOHTpoaupoBaThes Cityx6oii b banka.

B banke HeoOX0auMO OpraHM30BaTh aHTUBUPYCHYIO (DUIIBTPALIMIO BCEro TpaduKa JIEKTPOHHOTO
MOYTOBOT0 OOMEHa.

OTBETCTBEHHOCTH 3a HEHUCIIOJIHEHUE WIIM HEeHaJlexkalllee UCIIOJTHEHNE TpeOOBaHUN aHTUBUPYCHOM
3alIUThI BO3JIAraloTcs Ha KaXI0ro coTpyaHrka banka, nmetromiero noctyn k APM n/unu ABC.

[lepen mnoakmroueHWEM CBEMHBIX HOcHUTeNnel WHGOpPMAlMU K CPEJACTBAM BbIUHCIUTEIbHOM
TEeXHUKH, 33JIeCTBOBAHHBIM B paMKaxX OCYLIECTBICHHS OAaHKOBCKMX TEXHOJOTHYECKUX IPOLECCOB,
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MPOBOJUTCS WX AaHTUBUPYCHAs IMPOBEPKAa HAa CHEIUAIbHO BBIJCJICHHOM aBTOHOMHOM CpEICTBE
BBIYMCIUTEIILHON TEXHUKH.

B banke pa3paGoTaHbl 1 BBEJICHBI B JICWCTBUE YaCTHAS MOJIUTHKA, HHCTPYKIIMU W PEKOMEHIAITUN
110 aHTUBUPYCHOM 3aIIUTE, YYUTHIBAIOIINE OCOOCHHOCTH 0AHKOBCKHX TEXHOJIOTHYECKUX MTPOIIECCOB.

U COJIEpIKaIINX OMHMCAaHNE BPEJOHOCHBIX KOJIOB U CIIOCOOBI MX 00€3BpEKMBAHMUS;

bank oOecrieunBaer GopMUPOBAHHE IS KJIMEHTOB PEKOMEHJAIMK IO 3anuTe WHPOPMAIMH OT
BO3JICUCTBUSl BPEJOHOCHOTO KOJAA: Ha caite baHka, B JOroBopax C KJIMEHTAMU MPU MOJKIIOUYEHUH K
cucrteme Kimenr-bank u o cucreme Knuent-bank.

B mensax 3amuTel WHQOPMAIMOHHBIX AaKTHMBOB B baHke HEOOXOAMMO OPraHU30BLIBATH
SMICIIOHUPOBAHHYIO IICHTPAJIBHYIO CHUCTEMY 3alllUThl OT BPEIOHOCHOTO KOJa, MpPEeIyCMaTPHBAIOIIYIO
WCIIOJIb30BAaHUE CPEJCTB AHTUBUPYCHOM 3alllMTHI PA3TUYHBIX MPOU3BOJUTENICH M HUX pa3ielbHYIO
YCTaHOBKY Ha 00BbeKTaxX HH(POpMaIMOHHOW HHPPACTPYKTYpHI baHKa.

8.5 Tpevosanusn no obecneuenuro Ub npu ucnonvzosanuu pecypcoé uH(opmayuoHHo-
meneKomMmyHuKkayuouHnou cemu «Mumepnem).

OyHkHoHUpoBaHWe baHka 0e3 B3aMMOACHCTBHS ¢ WH(POPMAIMOHHO-TEIICKOMMYHHKAITHOHHON
cetbto «MHTepHeT» (manee cerb «MHTepHET») NPUHLUUIMAIBLHO HEBO3MOXKHO. Uepe3 ceth «MHTEepHET»
MIPOUCXOJUT B3aUMOACUCTBUE MEXIY CTPYKTYpHBIMU HojpasjesneHusMu banka, oOecneunBaercs
oOciy>)kuBaHue KIMEHTOB Mo cucreMe «Kiment-bank», coTpynHukamu baHka MCHOb3ylOTCS pecypcebl
cetu «VHTepHET» A BBIIOJHEHUS CBOUX JIOJDKHOCTHBIX 0O0sI3aHHOCTEH, OOMEH AJIEKTPOHHBIMU
coobmeHussMu Mexty opranuzanusamMu bC PO u uasimu cyosexktamu HIIC u 1.1

BzaumopeiictBue ¢ cetbto «MHTEpHET» CO3MAET nonoaHuTeNbHbIE yrpo3sl b banka, BkiIroudas
yrpo3sl nepexBara u HCJl x 3ammiaemMoil nHpopmanuy, BUPYCHOTO 3apakeHUs pabouMx CTaHIMHA U
cepeepoB ABC, B3jloMa MOrpaHUYHOIO MapUIPyTH3aTOpa M IPOHUKHOBEHHS 3JIOYMBIIUIEHHUKA B
KOPIIOPAaTHUBHYIO CETh, YTEUKU HH(POPMALIUU U TIp.

B banke npednpunsamol ciedyowjue Memoosl 3aujumol Om yepo3.

. BCs 3alnuiiaemMas MHGopMalus, KotTopas nepeaaércs uepes cetb «MHTepHET», B 00s3aTeIbHOM
nopsiike MmH@pyeTcss ¢ TMOMOUIBI0 COOTBETCTBYIOIIMX CPEIACTB KPUNTOTpapUUEcKON 3aIluThI
uHpopManuu A obecrieueHus e€ 3aluThl B Cllydae IepexBaTta;

. noctyn k cetu «HTepHET» coTpynHuKoB baHka coriacoBbiBaeTcst ¢ PykoBogutenem CiyKObl
Wb, Hauanenukom Otaena UT u [pencenarenem Ilpasnenus banka (3amectutenem [Ipencenarens
[IpaBnenus banka). KonTpons wucnons3oBanusi pecypcoB cetu «HTepHET» coTpyaHUKaMu
Bo3noxkeH Ha Cnyx0y HWb. Bce cnydam HeneneBoro wucrnoib3oBaHus cetd «VHTepHET»
paccMmarpuBaroTcs kak HapymeHus Vb banka;

= COTPYAHUKaM 3ampelieHa nepenadya MH(GopMaium, coaepxaiieil 6aHKOBCKY0, KOMMEPUYECKYIO
WIM TEepPCOHAIbHbIE JaHHBIE, a TaKKe Apyroil 3amumaemoil bankom mH(popmaiuu, yepes3 ceTh
«uTepuer». Kontposps ornpasnsemoii B cetn «MHTepHeT» nHbopmanmu ocymectsiser CiyxOa

Ub;

. Ha Bcex pabouMx CTaHIUSAX U CepBepax, B3aMMOACHCTBYIONUX C ceThlo «HTEpHET», CTOAT
CpelICTBa AaHTUBUPYCHOM 3aIIUTHI HHGOPMAITUH;

. JUIsl JTONOJIHUTENIbHOM 3allMThl CEPBUCOB, MpPEAOCTaBlIsAeMbIX uepe3 ceTb «MHTepHeT», Ha

MOTPaHUYHBIX MapLIPYTU3aTOpaX OrPaHUYMBAETCS KOJIMUYECTBO TOYEK MOAKIIOYEHHUS K CEpPBHUCY 3a
CuéT UCIIONIb30BaHMs YHUKAJIBHBIX CBOMCTB KJIMEHTa (Hanpumep, [P-aapec, kox ayreHTuduKanmm).

CorpynHuku baHka HEe JOJDKHBI MTHOPUPOBATh MNPENYNPEXKIECHUS O BO3MOXHOM CHUKCHHH
YpOBHs 0€30IaCHOCTH WJIM OMACHOCTU COAEPKMMOTIO IMPH Mepeaade/molydeHnd nHpopMaluy yepes ceThb
«MIHTepHET» M 00513aHBI BBIMOIHATH PEKOMEHIAIMH aIMUHUCTPATOPOB.

O60 Bcex BhIABIEHHBIX HapyuieHusax Wb banka mpu pabote ¢ cetbio «/HTEpHET» COTPYIHUK
Cayx0b1 b coobmmaer PykoBoautento Ciyx6s1 Ub, koTopslit undopmupyer IIpencenarens [Ipasnenus
banka (3amecturens [Ipencenarens [IpaBnenus banka).

ITo ¢akry Hapymenus Ub Cinyx60it Ub nmpoBoauTcs ciayxe0HOe pacciieioBaHHeE.

[Tonutuka napopmanronnon 6ezonacHoctu Kb «Makcuma» (0O0OO0)



39

bank obecneunBaeTr uACHTU(UKALUIO, AayTCHTU(UKAUMIO M AaBTOPU3ALMIO KJIHMEHTa TpH
COCTaBJICHUH, YAOCTOBEPEHUU M TIepefaye pacrmopsHKEeHU B IENX OCYIIECTBJICHUS TEPEBOJIOB
JICHEKHBIX CPEJICTB C UCMOJIb30BaHueM ceT "Unrepuer".

bank Ha ocHOBaHUM 3asBJICHUS KIUEHTA, MEPEIlaHHOTO CIOCOO0M, OMpeneaEHHBIM JOTOBOPOM C
KJIMEHTOM, YCTAHaBJIMBAET OTPAHUUYEHUS IO MapamMeTpaM ollepaluii, KOTOPbIE MOTYT OCYILIECTBIISTHCS
KJIMEHTOM C UCIOJb30BaHueM cucteMbl KinenTt-bank

baHk npu nepenaue KIMEHTY, SBISAIOLIEMYCS IOpUAMYECKUM JuLoM, [10, npeana3sHaueHHOro JuIs
OCYILIECTBJICHUS MEPEBOJIOB JIEHEKHBIX CPEJICTB C UCIONb30BaHUEeM cucTeMmbl Knnent-bank, noBoaut 1o
kaueHta [IO  koHTponss 1nenoctHocTd ykazaHHoro IIO W MHCTpYyKUMIO 10  3KCIUIyaTalluu
(3KCIIIyaTallUOHHYIO ~ JOKYMEHTAllMI0)  TaKkoro  MPOTrpaMMHOIO  CpelcTBa  JHUOO  yKa3bIBaeT
OOIIEZOCTYIHBI PEcypc, C HCIOIb30BAaHHEM KOTOPOTO KIMEHT HMEET BO3MOXHOCTHb IONYyYHUTh
YKa3aHHYIO0 HHCTPYKUHUIO (IKCIUTYaTallHOHHYIO TIOKYMEHTAIIHIO).

bank oOecreynBaeT BO3MOXHOCTh ONEPATHBHON  OJIOKMPOBKM JocTyna (TpeKpamieHus
UCIIOJIb30BaHUS C 1I€JIbI0 OCYILECTBJICHHS IEPEBOJOB ACHEKHBIX CPEACTB) KIMEHTa K cucteMam KimeHr-
bank Ha OCHOBaHHMM YBEJIOMIICHUS, MEPEIAHHOIO CIIOCOOOM, OMpPEeNEHHBIM JOrOBOPOM OIepaTopa Io
MePEeBOy JCHEKHBIX CPEJICTB C KIMEHTOM.

bank oOecnieunBaeT MPUOCTAHOBJICHHUE NEPECHUTKH KIMCHTY HW3BEIICHUH (MOITBEPIKICHUI) O
NPUHATUM K HUCHOJHEHHUIO DPACIOPsDKEHUH W WHOM 3ammiiaeMoil wWH(pOpMamuu, U OCYLIECTBICHHUS
nepeBo/ia ACHEKHBIX CPEJICTB HA OCHOBAaHMH COOOIIEHUH (KOJO0B), OTHPABICHHBIX C HOMepa TenedoHa,
yKa3aHHOTO B JIOTOBOpE C KIMEHTOM, B Clydyae €Clid OlepaTopy MO MEPEeBOAY JACHEKHBIX CPEACTB CTaI0
M3BECTHO O NIPU3HAKAX, YKA3bIBAIOLME HA H3MEHEHUE.

DNEeKTpOHHAs MOYTa JI0JDKHA apXUBUPOBATHCS.

Lenamu cozoanusn apxueoe 21eKmpoHHOL NOYMbl AGAAIOMCA.

. KOHTPOJIb HMH(OPMAIIOHHBIX ITOTOKOB, B TOM YHCJIE C IEJbI0 MPEJOTBPALICHUE YyTEUeK
nH(pOpMAIIHH;
. UCIIOJIb30BaHUE APXHUBOB ITPH POBEJICHUH Pa30MpaTenbeTB 1Mo pakTam yredek HH(popmanuu.

JlokHBl OBITH ONpEEICHbI, BBITOIHATHCS, PErUCTPUPOBATLCS U KOHTPOJIMPOBATHCS MpaBUia U
nporenypsl JoCTyna K WH(popManmuu apxuBa W €€ M3MEHEHHUs, NPEAyCMAaTPHBAIOIINE BO3MOXHOCTD
noctyna corpynHukam Ciyx6s1 b k nHdopmarum apxusa.

Omnpenenén coctaB M MOPSIOK MPUMEHEHUS! MEp 3alllUThl, IPUMEHSEMBIX MPU B3aUMOJEHCTBUU C
ceTblo «VIHTEpHET» W TMO3BOJSIIOMUX OOECHEeYUTh MPOTHUBOJCHCTBUE aTakaM 3J0YMBIIIICHHUKOB U
pPacIpoCTpaHEHHUIO Criama.

8.6 Tpebosanus no obecneuenuio 3auumeol UHGHOPMAYUU RPU UCNOTL3OBAHUU CPEOCME
Kpunmozpaguueckoil 3auiumal uH@opmayuu .

Jns 3ammtel nHGOpMAaLKKU, MepelaBaeMoil 4epe3 OTKPBIThIE KaHalbl CBsI3M, BaHK MCHOIB3yeT
cepTuduIMpoBaHHbIE cpeacTBa KpunTorpaduyeckoi 3amutbl nHGopmaruu (CK3U) yrnoaHOMOYEHHOTO
roCylapCTBEHHOI'O OpraHa.

Paborel mo obGecneuenuto ¢ mnomompo CK3U GezonmacHocTH HMHQOpMaMKM MPOBOASTCS B
COOTBETCTBMM C 3aKoHoAarenbcTBOM Poccuiickoit denepanny, HOPMAaTUBHBIMHM JIOKYMEHTAMH,
pernaMeHTUpylomuMu Bompockl dkcmtyaranun CK3U, Ttexnudeckoit noxymeHtamuedr Ha CK3U u
nmuneH3noHHbIMU TpeboBanusmu @Ch Poccum.

Br16op u mpuobperenne CK3U cormacoseiBaercs ¢ PykoBonurenem Ciyx6s1 b banka.

Ilpu svibope u npuobpemenuu cpeocms CK3HU yuumsisaromes credyowjue mpeboganus:

. OHM JIOMYCKalOT BCTPaUBaHUE B TEXHOJIIOTUYECKYIO CXEMY 00paOOTKH 3JIEKTPOHHBIX COOOIIEHUH,
a Taxke 00ecrevrnBaloT B3aUMOACHCTBUE C IPUKIIAJHBIM POrPaMMHBIM 00€CIIeUeHHEM Ha YPOBHE
3arpocoB Ha Kpunrorpapuyeckue npeodpazoBaHus U BbIJJaun pe3yIbTaTOB IIPeo0Opa3oBaHuUs;

. OHM TIOCTaBJSIOTCS  pa3pabOTYMKaAMM C  TOJHBIM ~ KOMIUIEKTOM  JKCIUTyaTallMOHHOMN
JOKYMEHTAI[MM, BKJIOYas OMNMCAHME KIIIOYEBOM CHUCTEMBI, IpaBWia pabOThl C HEH, a Takke
000CHOBaHNE HEOOXOIUMOT0 OPraHU3AIMOHHO-IITATHOTO 00eCIIeUeHuS;
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. OHM PEATM30BaHbl HA OCHOBE AJITOPUTMOB, COOTBETCTBYIOIMX HAallMOHAJIBHBIM cTaHaapTam PO,
YCIIOBHSIM JIOTOBOpA C KOHTPAareHToM M (min) cranaapraM banka;
. OHM HMEIOT CTPOTMM pErIaMeHT HCIOJb30BaHUS KIIOYEH, MpeaIoiaralolliuii KOHTPOJb CO

ctoposl CnyxOb1 b 3a nelicTBHsIMU TIOJIB30BaTENs Ha BCEX ATanax paboOThl C KIHOYEBOU
uHpopManuel (MosydeHrne KIIUYeBOr0 HOCUTENS, BBOJ KIIIOUEH, UCTIONb30BaHNE KIIOYEH U caada
KJIFOUEBOTO HOCUTEIA);

. OHH 00ECIICUMBAIOT PEATM3AINI0 TPOIEAYp cOpoca KIIOYEeH B CIIydasX OTCYTCTBHUS IITATHOMN
AKTUBHOCTH IOJIb30BaTEEe B COOTBETCTBHH C PErJaMEHTOM HCIOJIb30BaHUS KIIOUEH WM MPU
nepexoae ABC B HemITaTHBIN peXuM pabOTHI;

. OHHU HE COoJIep>KaT TpeOOBaHMIA 0 CTIeUaIbHON MTPOBEPKE HA OTCYTCTBUE 3aKJIaJHBIX YCTPOMCTB,
€CJIM UHOE HE OTOBOPEHO B TEXHUYECKON JOKYMEHTAIIMU HAa KOHKPETHOE CPEJICTBO 3aIUTHI;

. OHM He TpeOYIOT [OMOJHUTEIBHOW 3aIllUThl OT YTEUYKH MO MOOOYHBIM KaHajaM
3JEKTPOMArHUTHOTO U3JIy4YCHHUS;

. OHM TMOJAJIEPKUBAIOT HEMPEPBIBHOCTh TMpoIeccoB mpoTokonupoBanus padorsl CK3U wu

obecnieuenus nenoctaoctd [1O mns cpenpl GpynkuumonupoBanus CK3U, npencrasnstomeii codoit
COBOKYITHOCTb TEXHHUYECKHUX M MPOTPAMMHBIX CPEACTB, COBMECTHO C KOTOPBIMH IPOUCXOIUT
mratHoe (yHkuuonupoBanue CK3M u koropble CcHOCOOHBI MOBIUATH Ha BBIOJIHEHUE
npenbsBisieMbix K CK3U tpeboBanmii.

bank ompenensieT BO BHYTPEHHUMX JOKYMEHTaxX W BBINOJHAET nopsaok npumenenus CK3U,
BKJIFOYAIOIIWH:

. HOPS/IOK BBOJIA B JielicTBUE, BKItOYast mpouenypsl BetpauBanus CK3UM B aBTomMaTtuznpoBaHHbIE
CUCTEMBI, HUCII0JIb3yEMBIE JIJIsl OCYILIECTBICHHUSI IEPEBOJIOB IEHEKHBIX CPE/CTB;

. nopsinok skcruryatauuu CK3U;

. NopsA0K BoccTaHoBIeHUs! padboTtocriocodHoctn CK3U B ciyuasix c6oeB u (MJM) OTKa30B B MX
pabore;

. NOpSAJOK BHECEHUsS U3MeHeHuM B mnporpamMmHoe obOecneueHue CK3UW u  TexHHUYeckyro
nokymeHnTanuto Ha CK3U;

. nopsA0K cHATHS ¢ dKcIutyaTanuu CK3U;

. MOPSZIOK YIIPABIICHUS KIIIOUEBOM CHCTEMOM;

. NOpSAJOK OOpalleHuss C HOCUTEISIMH KpUNTOrpadUyecKux KiIIO4el, BKIIIOYas MOPAIOK

MPUMEHEHHUS] OPTraHU3allMOHHBIX Mep 3alUThl HH(POPMAIMM M HCIOJb30BAHMUS TEXHUYECKHX
Cpe)ICTB 3alIUTHI I/IH(l)OpMaIII/II/I, HpGI[Ha?;Ha‘IeHHBIX JUIA HpGI[OTBpaHICHI/Iﬂ HecaHKHI/IOHI/IPOBaHHOFO
WCIOJIb30BaHUsl KPUNTOTPAPUUECKUX KITIOUEH, U MOPSIIOK ASUCTBUHN MPU CMEHE U KOMIIPOMETAIIUU
KJIFOYE.

Cnyx6a Ub xonTponupyet ucnoib3zoBanue CK3U B cTpykTypHBIX noapazaenenusx banka. UM
ocyuecTBisieTcs peructpanus nauuaeHTos Ub, a Takke Bcex 3HaUMMBIX COOBITHI B Ipoliecce oOMeHa
AJIEKTPOHHBIMU COOOIIEHUSIMH.

Kpunrorpadguueckue Kkiaoud MOTYT H3roTaBauBaTbcd bankom u (wnm) kinueHToM banka
camMoCTOSITeNbHO. OTHOILIEHUS, MEXTy HUMU PETYJIUPYIOTCS 3aKJIF0UaEMBIMH JOTOBOPaMH.

Wb mnpoueccoB usrotoBieHus kpunrtorpapuueckux kmoded CK3U pomkHa obecrneunBarbes
KOMIUIEKCOM TEXHOJOTMYECKHUX, OPraHW3allMOHHBIX, TEXHUYECKMX M NPOTpaMMHBIX MEp M CpEACTB
3aIUTBI, IPETYCMOTPEHHBIX TEXHUYECKOW JokyMeHTanueill Ha CK31.

CK3U, npumeHseMble IS 3alUThI IEPCOHATIBHBIX JaHHBIX, JOJKHBI UMETh Kinacc He Hrxke KC2.

8.7 Tpebosanusa no obecneueHuro 3auiumsl UHGOPMAYUL NPU UCNROTIL3O6AHUU CPEOCNE
Kpunmozpaguueckoil 3auiumol uH@opmayuuy .

Cuctema oOecrieuenuss b 0aHKOBCKOTO TIIATEXHOTO TEXHOJOTHYECKOTO IMpoIecca JO0HKHA
coorBercTBOBaTh TpeboBanuss Kommnekcy Cranmapra banka Poccum CTO BP UBBC u uHBIX
HOPMATHBHBIX JOKYMEHTOB 1O Bompocam Wb, neiicTBHe KOTOPBIX pacrnpocTpaHseTcs Ha OaHKOBCKYIO
cucremy Poccuiickont denepanun.
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3amuma NAAMENCHBIX MEXHON02UYECKUX npoyeccos baunka exnouaem 6 cebsi:

. 3alUTy MIATEXHON MHPOpPMALMK C KCIOJIb30BaHHEM ABTOMAaTHU3MPOBAHHOIO paboyero Mecra
kinenta banka Poccuu (APM KBP);

. 3alUTa MmIaTé:KHOM HHPOpPMALMK ¢ UCIIONIb30BaHuEM ABTOMATU3UPOBAHHOTO pabovero MecTa;

n 3aMUTY TIATEKHOW HH(DOPMALIMK C UCTIOIB30BAHUEM CUCTEMbI BaHK-KITHEHT;

. 3amuTy oOOMeHa IUIaTé&KHOM uHpopMmanuell Mexay OaHKaMH KOPPECHOHJIEHTAaMU C
HCMOJIb30BAHUEM MEKIYHAPOAHON CUCTEMBI;

. 3amuTy OoOMeHa IUIaTé&KHOM uHpopManuell Mexay OaHKaMu C HCIOJB30BAaHHUEM CHUCTEMbI
IIaTEXKEH;

. 3alIUTy TEXHOJIOTMYECKOro IIpoliecca IO YIPABICHUIO JOKHOCTHBIMU OOS3aHHOCTSAMH U

IIOJIHOMOYUSIMU  COTpYAHMKOB baHka, 3aaeliCTBOBaHHBIX B  OOECIEUEHUH IUIATEKHOIO
TEXHOJIOTHYECKOro npouecca banka

. 3ammTa  WHGPOpPMAlKM, OTHECEHHYI0 K 3alluinaeMold WHGPOpPMAalUU B COOTBETCTBHH C
nosioxkenreM Ne719-I1.

[Topsimok oOMeHa muaTéxHONW uHHGOpManuel omnpenesnéH B JOroBopax Mexay baHkom u
KJIMEHTaMU: KPEIUTHBIMU OpraHU3aLUsIMU, IOPUINYECKUMU U (PU3UUECKUMU JTUIIAMH.

ITpu pabote c minaré&xHoi uMHPOpManuell HEOOXOAUMO HPOBOIUTH ABTOPHU3ALMIO M KOHTPOJb
LEJIOCTHOCTU JaHHOM UH(pOpMaIIH.

[IpumeHsOTCS  CpeAcTBa  3aliUThl OT HECAHKIMOHUPOBAHHOIO JOCTYyNla M CpPEACTBa
kpunrorpaduueckorr 3ammtel uHGopmanuu (CK3M) Ha cpencTBax BBYUCIUTENBHOW TEXHUKH, Ha
KOTOPBIX OCYILECTBIISIOTCS ONEpalluy HAJl IIATEXHON MHpOopMaLueil.

[TogrotoBnennass kiaueHtamMu banka maré&xHas wuHQOpMaMsa, HAa OCHOBAaHUH KOTOPOI
COBEpLIAIOTCSI PAacYETHBIE M KACCOBBIE OINEPALMM, IMPEIHA3HA4YeHa JJI BHYTPEHHEIO HCIOJIb30BaHUS
bankoM M MokeT OBbITh IlepellaHa WHBIM OpraHU3alUsAM TOJBKO B COOTBETCTBUU C JIEHCTBYIOIIUM
3akoHozarenscTBoM Poccuiickoit denepanun.

Cucrema obecnieuenuss Wb mnnatéxHoro TexXHOJIOrMYECKOro mporecca baHka crpouTtcs B
COOTBETCTBUM C TpeOoBaHMAMHU I[IONMTHMKM M HMHBIX HOPMATUBHBIX JOKYMEHTOB IO Bompocam Ub,
JIeiCTBHE KOTOPBIX paclpocTpaHseTcsl Ha OaHKOBCKYIo cucteMy Poccuiickoit denepanuu.

Beinonnenune tTpeboBanuii K 06ecreyeHuIo 3aUThl HHPOPMALIMHU TTPH OCYIIECTBICHUH IEPEBO/IOB
JICHE)KHBIX CpE/ICTB OOecreynBaeTcsl MyTEM: BbIOOpAa OpraHM3allMOHHBIX MEp 3allUuThl MH(OpMAIUU;
OIIpeZIeNICHUs] BO BHYTPEHHUX JOKyMEHTax baHka, nmopsaka NpuMEHEHNs] OPraHU3allMOHHBIX MEP 3alllUTHI
nH(pOpMaLIUY; ONpEIENIEHUsl JIMI, OTBETCTBEHHBIX 3a IMPHUMEHEHHE OPraHM3ALMOHHBIX MEpP 3alllUuThl
uHpOpMallMY; TPUMEHEHHs OPraHU3alMOHHBIX MEp 3alllUThl; pealu3allid KOHTPOJS NPUMEHEHUs
OpPraHM3alMOHHBIX Mep 3aIlUThl UH(POPMALMK; BBIIOIHEHHS] HHBIX HEOOXOIUMBIX JIEHCTBUH, CBA3aHHBIX
C MPUMEHEHUEM OPraHM3allMOHHBIX MEp 3aLIUThl MH(OPMAIUK; BBIOOPA TEXHUYECKUX CPE/ICTB 3aIUTHI
nH(pOpMaLIMY; ONPEEIICHNUs BO BHYTPEHHUX JOKyMEeHTax baHka mopsiika MCIOiIb30BaHUS TEXHUYECKUX
CPEACTB 3alUThl MH(POPMALMHU, BKJIIOYAIONIET0 HH(GOPMAIMIO O KOH(PUIypaluH, ONpPeAesIONyto
napaMeTpsl paboThl TEXHUYECKUX CPEJCTB 3alllUThl MHPOpPMAIMK; HA3HAYEHMsI JIMII, OTBETCTBEHHBIX 3a
UCTOJIb30BaHUE TEXHMYECKHX CPEACTB 3aLIUThl MH(OpMAIMM; HCIOJIB30BAHUS TEXHHUUECKUX CPEICTB
3alUThl MH(QOpPMAaLMK; pealu3aliid KOHTPOJIS 3a HCIHOJIb30BAHMEM TEXHHUYECKHUX CpPEJICTB 3alllUThI
MH(OpMaINY; BBIMOJIHEHHUS HHBIX HEOOXOAUMBIX JEHCTBHH, CBA3aHHBIX C HCIIOJIb30BAHHUEM TEXHUYECKUX
CPEICTB 3aIUThl HHPOPMAIIHH.

Corpynnuku banka, B TOM 4uciie aJMUHUCTPATOpPbl aBTOMAaTHU3MPOBAHHBIX CHUCTEM U CPEICTB
3amuThl THGOPMAIMHK, HE 00JIalal0oT BCEW IMOJTHOTONW TOJHOMOYMM Jjisi OECKOHTPOJBHOTO CO3/IaHMs,
aBTOPU3AllUU, YHUUYTOXKEHUS U U3MEHEHHs TUIaTEKHONW MH(OpMAINK, a TaK)Ke MIPOBEICHUS ONepanuii 1o
M3MEHEHHUIO COCTOSIHUS OAHKOBCKUX CUETOB.

PesynbraThl  TEXHONOTMYECKMX  omepanuii mo  oOpaboTke IUaTeXHOW  MHpoOpManuu
KOHTPOJMPYIOTCSI U YAOCTOBEPSAIOTCS] YIIOTHOMOYEHHBIMH PaOOTHUKAMHU W/UIM aBTOMAaTHU3UPOBAHHBIMU
nporeccaMy. Y OJTHOMOUYEHHBIE COTPYIHUKU W/WIIM aBTOMATH3UPOBAHHBIE MTPOLECCHI, OCYIIECTRISIOIINE
00paboTKy MIaTéxHOW MH(GOPMALUU U KOHTPOJIb (IIPOBEPKY) pe3yabTaTOB 00OpaOOTKHU, HE 3aBUCST APYT
OT Apyra.
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OO0s3aHHOCTH O  aJMUHHCTPUPOBAHUIO  CPEICTB  3alIMTHl  IUIATEKHONM — HHQPOpPMAIIHH,
MepelaBaeMoi M0 DJIGKTPOHHBIM ~ KaHajlaM — CBSI3W, BO3JIaraloTcs TNpWKa3oM 1o baHky Ha
aJIMHHHUCTPATOPOB, COOTBETCTBYIOIUX APM c oTpaxkeHueM 3THX (QYHKIUH B HUX JOKHOCTHBIX
0053aHHOCTSIX.

Komnnexc mep no obecneuenuio B OAHKOBCK020 NIAMENCHO20 MEXHOLOSUHECKO20 Npoyecca
npedycmampusaen.:

. 3aUTy MIAaTéXHOW WHPOpMalMM OT HUCKaxeHUs, (anbcudukanuu, mnepeagpecarum,
HECaHKI[HOHHUPOBAHHOTO YHUYTOXEHUS, JJO)KHOW aBTOPU3AINH IIATEXHBIX JOKYMEHTOB;
. MUHHMAaJIbHO HEOOXOIMMBIH, TapaHTUPOBAHHBINH OCTYN COTpyAHMKAa baHKa TOJIBKO K TeM

pecypcam GaHKOBCKOTO TUIATEKHOTO TEXHOJIOTUYECKOTO TPOoIiecca, KOTOphie HEOOXOIMMBI €My ISt
BBITIOJTHEHUS IOJDKHOCTHBIX 00SI3aHHOCTEH HITH pean3aliuy mpas, IPeyCMOTPEHHBIX TEXHOJIOTUEH
00paboTKH TIaTéXHON HH(DOpMAIUK;

. KOHTPOJb (MOHHUTOPHHI) HCIOJHEHHS YCTAaHOBJICHHOM TEXHOJOTHH IOATOTOBKH, 00pabOTKH,
nepeaayd U XpaHeHUs TUIATEKHOW HHPOPMALINY;

. ayTeHTU(UKAIHUIO 00pabaThiBaeMoi MIaTé:KHOM nHpOpManmu;

. JIBYCTOPOHHIOK ayTEHTH(HKAIMIO aBTOMATU3WPOBAHHBIX PabOYMX MECT, YUACTHHKOB OOMEHa
1aTé&XHON HH(pOpMAIHEH;

. BOCCTaHOBJICHHE IUIATEXHONM WHPOpPMAaMU B ciydae e€ yMBIIUIGHHOTO (CIy4aiHOro)
paspymeHus (MCKa)KeHUs) WM BBIX0/1a U3 CTPOS CPEICTB BHIYMCIUTEIHHON TEXHHUKH;

. ABTOPU30BaHHBIN BBOA muaTé&xHol nHpopmanuu B ABC 1ByMs COTpyAHMKaMU C MOCIETyIOmen

POrpaMMHOM CBEpKOH pe3ynbraToB BBoma Ha coBmazeHue (Dual Control, ISO TR 13569
(IpUHIUT «IBOMHOTO yIIPABICHUS));

. CBEPKY BBIXOJHBIX IUIATEXHBIX COOOIIEHUH €  COOTBETCTBYIOIIMMM  MOCTYNHUBIIUMU
IUIaTEXHBIMUA COOOLICHUSAMU;
. rapaHTUPOBAHHYIO JIOCTABKY IJIATEKHBIX COOOIIEHUN yyacTHUKaM OOMeHa.

baHk Takke BBINOIHAET TPEOOBaHUS MEXIYHAPOAHBIX IIATEKHBIX CUCTEM 110 obecnieuenuto Ub B
YaCTHU BBIOJIHAEMBIX UM ONEPaLlUi.

JlomokHBl  OBITH  OIPENENIECHBbI, BBIMOIHATHCS U PETUCTPUPOBATHCS IPOLEAYPHl KOHTPOJISA
OTCYTCTBHMSI pPa3MELIeHHUs Ha YCTPOWCTBaX, 3aJeHCTBOBAHHBIX B OCYILECTBJIEHUH OAHKOBCKOTO
IJIaTEKHOTO TEXHOJOTHYECKOI0 IMpOLecca, HaXOAAIMXCSd B OOILIEAOCTYNHBIX MECTaX BHE 30HBI
MIOCTOSIHHOTO ~ KOHTposii baHka, B ToM wuyHciae OaHKOMaToB H IUIATEXHBIX  TEPMMHAIOB,
CHEHATM3UPOBAHHBIX CPEJICTB, UCIIOIb3YEMBIX /ISl HECAHKIIMOHUPOBAHHOTO ChEMa HH(OPMALINH.

8.8 Tpebosanusn obecneuenuto un@opmayuonnoil 6€e30naAcHOCmU UHPOPMAUUOHHBIX
mexHonocuueckux npoyeccos baunka.

Cucrema ob6ecnieuenust Ub nnpopmanmoHHOro TexHonoruyeckoro npouecca banka perynupyercs
[TomuTuko# ¥ WHBIMM HOPMAaTHBHBIMM JOKyYMEHTamMu 10 Bompocam Wb, neictBue KOTOpBIX
pacripocTpaHsieTcs Ha 0aHKOBCKYIO cucteMy Poccuiickoit denepanuu.

[Tpoueccyl MOATOTOBKHM, BBOJA, OOpaOOTKM W XpaHeHUs HUH(POpMaLM{, a TakKkKe MOPAIOK
YCTaHOBKH, HACTPOIMKH, SKCIUTyaTallil U BOCCTAHOBJICHUS] HEOOXOAUMBIX TEXHUYECKUX U MPOTrPaMMHBIX
CPEICTB PEryIaMEHTUPYIOTCSA U 00ECIIeUNBAIOTCSI HUHCTPYKTUBHBIMU M METOIMYECKUMU MaTepuaiaMH.

B banke crnenyer mpoBeCTH KIACCU(PHUKAIMIO HEMIATEXHOW HHGOpMAMM M ONpPEIeTUTh
nepeueHb e€ TunoB. Knaccudukanuio HemnaTéxHol HHPOpMAIMK clieAyeT IPOBOAUTH B COOTBETCTBUU
CO CTENEHBbI TSHKECTU NOCIHEACTBUM moTepu cBoiictB Wb, B 4acTHOCTH, CBOMCTB [OCTYIIHOCTH,
L[EJIOCTHOCTU ¥ KOHPHUIEHINATbHOCTH.

JUis KaKA0ro U3 TUIIOB HEMJIaTéXHON MHPOpPMAaLMK, OJTYYEHHBIX B pe3yibTare Kiaccudukanuy,
JOKYMEHTAJIbHO oTpesiensieTcss Habop TpeGoBaHMi 1Mo e€ 3amuTe.

C nenbro KOHTpOJA McnoyHeHUs1 Meponpuatuii no b B banke ocyiecTBiaseTcs: nepuoguieckoe
TECTUPOBAHUE BCEX PEANM30BAHHBIX MPOTPAMMHO-TEXHUYECKUMHU CpeacTBaMHu (GYHKIMI (TpeboBaHUiN)
no obecneuenuto b. B banke pa3pabareiBaeTcst 1 peainsyercss Mmpoleypa BOCCTAHOBICHHUS CHCTEMBbI
obecneuenus Ub mocne Texunyeckux cO0€B UM MpeHAMEPEHHBIX aTak.
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8.9 Tpebosanusn k obecnevenuto 3auumol UHGOPMAUUU NPU OCYULECMBIECHUN NEPECON0E
OEHENCHBIX CPeOCmE, npUMeHsemble 01 3auumol UHGOPMAYUU RPU HA3HAYEHUU U
pacnpeoeneHuu yHKYUOHANbHBIX NPAG U 00A3AHHOCM ENl 1Y, CEA3AHHBIX C
ocyuiecmeneHuem nepeooos 0eHeMHCHbIX CPeoCcma.

bank obecneyusaem pecucmpayuro 1uy, 001a0arOWUX NPABAMU.

. 10 OCYIIECTBJICHUIO AOCTYIIA K 3aluiiaeMoil HH(opMaLuy;
. 0 YIPABJICHUIO KPUNTOTpapHUECKUMHU KIIIOYaMHU;
. 110 BO3JICHCTBHIO Ha OOBEKTHI HH(OPMAIIMOHHON HHPPACTPYKTYPBI, KOTOPOE MOXKET MPUBECTH K

HAapyYHCHUIO IMMPEAOCTABIICHUA YCIYTI' 110 OCYIIECCTBJICHUIO IIEPEBOJOB ACHCKHLBIX CPEACTB, 3a
HUCKIIIOYCHHUEM 6aHKOMaTOB, TUIATEXKHBIX TCPMUHAJIOB M 3JICKTPOHHBIX CPCACTB IJIATC)KA.

bank o0ecrneynBaeT PpPEruCTPALMI0 CBOUX COTPYAHHMKOB, OOJIQAlOIMX MpaBaMU IO
(OpMHPOBAHUIO AIEKTPOHHBIX COOOIIEHUH, COEPKAIIMX PACHOPSKEHHSI 00 OCYLIECTBICHUU EPEBOIOB
JCHEXHBIX CpelncTB. baHK oOecreynBaeT peanH3amnyio 3ampeTa BBIMOJIHEHUS OJHUM JIMIIOM B OJUH
MOMEHT BPEMEHH HECOBMECTHMBIX poJjieil. baHk obecrneuynBaeT KOHTPOJIb U PETUCTPALIMIO ACHCTBUN T,
KOTOPBIM HAa3HA4YeHbl pONM B HMH(POPMAIMOHHBIX CHUCTeMax baHKa INpW HaIWMYUH TEXHUYECKOM
BO3MOYKHOCTH.

8.10 Tpebosanusn Kk obecneyenuro 3auiumol UuHGoOpmMayuu nPu OCyu,ecmeieHuu
nepeso0o8 0eHeIHCHBIX CPEOCH 8, NPUMEHAEMBLE 014 3aUiUMbL UHPOPpMAUUL HA
cmaousax co30anus, IKChayamayuu (UCnONb308aAHUA NO HAZHAYEHUIO, MEXHUYECKO020
00CYHCUGAHUSA U PEMOHINGA), MOOEPHUZAUUU, CHAMUA C IKCHIIYAMayUuu 00beKmoe
uHgopmayuonnoil ungpacmpykmypel.

bank oOecnieunBaeT BKJIIOUEHHE B TEXHUYECKHE 3aJJaHUs Ha cO3/laHie (MOJEPHU3AINI0) OOBEKTOB
WH()OPMAMOHHOW WHQPPACTPYKTYPbl TpPeOOBaHWK K OOCECICUEHHUIO 3alUThl HHPOpPMAIMH TIPH
OCYILECTBICHUM TIepeBOJIOB JAEHEXHbIX cpeacTB. Cnyxb6a b banka ywactByer B pa3palboTke U
COIJIACOBAaHMM TEXHUYECKHX 3aJaHUl Ha co3daHMe (MOJEpPHM3AIMI0) OOBEKTOB HH(OPMaLMOHHON
uHppactpykTypsl. Cnyx6a Wb banka oOecneunBaeT KOHTPOJb COOTBETCTBUSL — CO3aBAEMBIX
(MOZEepHU3UpPYEMBbIX) OOBEKTOB HH(OPMALMOHHOW HHPPACTPYKTYpbl TpeOOBAaHUSAM TEXHUYECKHX
3a1aHUM.

bank obecrieunBaeT 3KCIUIyaTallli0 TEXHUYECKUX CPEJCTB B COOTBETCTBUM C HKCIUTyaTallMOHHOM
JnoKyMeHTalue. bank obecrieunBaeT peanu3anio 3ampeTa MCIOIb30BaHMs 3alUIaeMoil HHPOpMaLuu
Ha CTaJlUU CO3AaHUs 00BEKTOB MH(OPMALMOHHON MHPPACTPYKTYphl. baHK Ha cTaaMsIX HKCIUTyaTalluu U
CHATHS C DSKCIUTyaTallud OOBEKTOB MH(POPMALMOHHOW HMHEOPACTPYKTYphl 00ECHeunBaeT BBINOJIHEHHE
TpeboBanuit Ub.

8.11 Tpeoosanusn k obecneuenulo 3auiumosl UHGOPMaAyUU NPU OCYULECME1eHUU
nepe6o008 0eHEMHCHBIX CPEeOCH 8, RPUMEHAEMbLE 01 3aujumsl uH(opmayuu npu
ocyuiecmenenuu 00Cmyna K 00veKkmam UuH@opmayuoHHou uHGpacmpyKmypbol,

6KJII0UAA MPeho6anusn K obecneueHuro 3auumol uHGoOpmayuu npu OCyu|ecmeieHuu
nepesoons 0eHeNHCHBIX CPeOCH 8, npUMeHsAeMble OJ1A 3auumsl UL oOpmayuu om
HeCaHKyUuOHUPOBAHHO20 00CMYNa.

bank obGecrneunBaeT y4€r 00BEKTOB MHGOPMAIMOHHON HHPPACTPYKTYpbI, UCIOJIBb3YyEMBIX MJIs
00paboTKH, XpaHEeHUs U (MJIN) Iepeaayd 3aluinaeMonl HHPOpMaLnu.

bank oOecrneunBaeT NMpUMEHEHHE HE KpUNTOrpaduyecKuX CpeACTB 3aIlUThl MH(GOpMAalMU OT
HECaHKLMOHMPOBAHHOTO JOCTYyIa, B TOM YHUCJIE MPOLIEAIINX B YCTAHOBJIEHHOM IODPSIKE MPOLEAYDPY
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OLICHKM COOTBETCTBHUA. JlomyckaeTcss mNpuUMEHEHHE HE KPUNTOTPAPUUYECKHX CPEACTB  3al[UThI
nH(pOpMaLIUK OT HECAaHKLIMOHUPOBAHHOTO JJOCTYIAa HHOCTPAHHOTO MPOU3BOJICTBA.

[Ipr ocymiecTBIEHHMH [OCTyNa K 3alluinaeMoil WH(pOpMalMK, HaXOIAIIEHCs Ha OO0bEeKTax
nH(pOPMaIMOHHON HMH(PPACTPYKTYPHI, HCHOJB3YyEeMBbIX I OOpaOOTKH, XpaHeHUs U (WIHM) Tepeaadu
3anumaeMoil nHpopmanuu bank obecnieunBaer BhimoidHeHHe TpeboBanuii Ub: perucrpanuu neictuit
KJIMEHTOB, BBIMOJHSAEMBIX C HCIOJb30BAaHMEM aBTOMATH3UPOBAHHBIX CHCTEM, I[POTPAMMHOIO
obecrieyenus: obecrieunBaercsi bankoM B 00bEME U MOpAIKE, YCTAHOBICHHOM HOPMATHBHBIMH aKTaMH
banka Poccuu, oneparopamu miaaTé:xHOU cUCTEMBI, baHka.

bank o0ecrieunBaeT XpaHeHNE YKa3aHHOW HH(POPMALIUY HE MEHEE TISITH JIeT.

Ilpu ocywecmenenuu oOocmyna K 3awuwaemor uHgpopmayuu, Haxooawelcs Ha ob6vekmax
UHDOPMAYUOHHOU UHDPACMPYKMYPbL, UCNOIbL3YEMbIX 01 00pabomku, Xpanewus u (uiu) nepedauu
sawuwaemou ungopmayuu bank obecneuusaem pecucmpayuro oelicmsuii ¢ uHgpopmayuetl 0 6AHKOBCKUX
cuemax, 6KI04As onepayuy OMKpbImus U 3aKpblmusi OGHKOBCKUX CHEMO8.

bank obecneuusaem:

. peanu3alMio 3arnpera HeCaHKIMOHWPOBAHHOTO pACHIMPEHMs NpaB AOCTyHa K 3alluIlaeMon
nH(popManuu;
. HAa3HAYCHWE CBOMM COTPYJHHKAM MUHUMAQIBHO HEOOXOJMMBIX JIIS BBIIIOJIHEHUS WX

(GYHKIIMOHATBHBIX 00S3aHHOCTEH MpaB IOCTYIA K 3alUiaeMoi HHpopMaiui.

bank ¢ukcupyer BO BHYTPEHHMX JIOKYMEHTAaX HEOOXOJUMOCTb IPUMEHEHHMS U pean3yer
WCTIOJIHEHUE, W KOHTPOJIb OPraHW3allMOHHBIX Mep 3amuTbhl WHGOpMaluu W (WIH) HCIOIb30BAaHUS
TEXHUYECKHUX CPEJICTB 3aILUThl HHPOPMALIMK, IpeJHa3HAYCHHBIX AJIs BbINIOJHEeHUs TpeboBanuii Ub.

bank oOecrieunBaeT NMpHUHATHE MEp, HANPABICHHBIX HA MPEAOTBPALICHWE XWUIICHUNH HOCUTEIEH
3anMIaeMoi nHpopMaruH.

bank oOecneunBaeT BO3MOKHOCTb IPUOCTAHOBIEHUS (OJIOKMPOBAaHUSA) KIMEHTOM IHpuéMa K
HCIIOJHEHUIO PACHOPSHKEHUI 00 OCYIIECTBIEHUHU NEPEBOJOB JICHEKHBIX CPEICTB OT UMEHH yKa3aHHOI'O
KJIMEHTA.

8.12 Tpebosanusn Kk obecneuenuro 3auumsl UHGOPMAYUU RPU OCYULECMEIEHUN
nepesoons 0eHeNHCHBIX CPeOCma, npUMeHsAemble 0J1A 3auiUmsl UHGopmayuu om
6030€1icCmeus NPOZPAMMHBIX KOO08, NPUBOOAUWUX K HAPYUIEHUIO WMAMHO020
¢ynKyuonuposanua cpedcmea 6b14UCIUMENbHOU MEXHUKU .

bank obecneuusaem:

. UCIIOJIb30BaHNE TEXHUYECKHUX CPEACTB 3allUuThl HMH(OpMalMM, NpeJHa3HAYeHHbIX s
BBISIBJICHHUSI BPEIOHOCHOIO KOJa W I NPEJOTBPAILECHHS BO3IEHUCTBHS BPEIOHOCHOIO KOJa Ha
00BEKThl HMH(OPMALMOHHOW HHPPACTPYKTYpPHI, Ha CPEICTBAX BBIYUCIUTEILHON TEXHUKH, NPU
HaJIN4YUU TEXHUYECKON BO3MOXKHOCTH;

. peryisipHoe OOHOBJIEHUE BEPCUM TEXHUYECKHMX CPEJCTB 3alUThl MH(OPMALIUK OT BO3AECUCTBUA
BPEIOHOCHOTO KOAa M 0a3 JaHHBIX, HMCIOJB3YeMbIX B PabOTe€ TEXHUYECKHUX CPEJCTB 3aIlUTHI
nH(pOpMaLUK OT BO3AECHCTBUS BPEIOHOCHOTO KOJIa M COJIEPKAIUX ONMHMCAHNWE BPEJOHOCHBIX KOJIOB
U CIIOCOOBI MX 00€3BPEKUBAHMS;

. (GYHKIMOHUPOBAHUE TEXHHUYECKUX CPEJACTB  3alUThl  MHGOpPMAIMH OT  BO3JCUCTBUS
BPEIOHOCHOI'0 KOJ[a B aBTOMAaTUYECKOM PEKHUME, ITPU HAJTTMYUU TEXHUUECKON BO3MOKHOCTH.
. bank oGecneunBaeT GpopMuUpoBaHHE B JIOTOBOPHBIX OTHOIICHHSIX C KIMEHTAMH PEKOMEHIAITNN

JJI1 KIMCHTOB I10 3allIHUTC I/IH(I)OpMaI_II/II/I OT BO3ACUCTBHUSI BPCAOHOCHOI'O KOJA.

bank oOecrieunBaeT NCHOIb30BAHNE TEXHUUECKUX CPEJICTB 3AIIUTHI HHPOPMALIUU OT BO3ACUCTBUS
BPEJIOHOCHOTO KOJIa Pa3JIMYHBIX IMPOU3BOJAUTENEH U HX pa3lielbHYI0 YCTaHOBKY Ha MEPCOHAIbHBIX
AJIEKTPOHHBIX BBIUMCIIMTENBHBIX MAIIMHAX M CEPBEpax, UCIIOJIb3YEMBIX Ul OCYLIECTBICHUS MEPEBOIOB
JICHE)KHBIX CPEJCTB, a TAKXKe Ha MEXKCETEBbIX IKpaHax, 3a/J€iCTBOBAHHBIX B OCYIIECTBICHUN NEPEBOIOB
JIEHEKHBIX CPEJICTB, IPU HAINYUHU TEXHUYECKON BO3MOKHOCTH.

Ipu nanuuuu mexnuueckoii ozmodicHocmu bank obecneuusaem evinonnenue:
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. npeBapUTEeNbHON MPOBEPKH HA OTCYTCTBHE BPEIOHOCHOTO KOZA MPOrPaMMHOTO O00ecredeHHUs,
YCTaHABJIMBAEMOTO WJIX U3MEHAEMOTO Ha CPEICTBAX BBIUYMCIUTEIbHON TEXHUKY,
. IPOBEPKM HA OTCYTCTBHE BpPEJOHOCHOIO KOJIa CpPEICTB BBIUMCIUTEIBHOM TEXHHKH,

BBIIIOJIHIEMOM IT0CIIE YCTAaHOBKH HJIM U3MCHCHUSA ITPOrpaMMHOI0 obecneyeHus.

B cnyuyae oOHapykeHHsI BPEJOHOCHOTO KoJla WM (pakTa BO3ACHCTBHS BpeJOHOCHOTO Koja baHk
obecrieynBaeT MPUHSATHE MeEp, HANpaBICHHBIX HAa MPEIOTBPALICHHUE PACHPOCTPAHEHHUS BPEIOHOCHOTO
KOJIa U yCTpaHEHHE MOCIECTBUIN BO3ACHCTBHSI BpEJOHOCHOIO KOJa.

bank nMeer mpaBo MPUOCTAHOBUTH MPU HEOOXOAUMOCTH OCYIIECTBICHHE TEPEBOJOB ICHEKHBIX
CPEICTB Ha MEePHOJ] YCTPAHEHHUS MTOCIIECTBUI 3apa)KEHUSI BPETOHOCHBIM KOJIOM.

B ciaydyae oOHapykeHUsI BPEIOHOCHOTO KoJa MK (pakTa BO3ACHUCTBUS BPEIOHOCHOTO Koja bank
oOecnieurBaeT HHGHOPMUPOBAHUE ONepaTOpa MIATEKHON CUCTEMBI.

8.13 Tpebosanusn Kk odecneyenuro 3auiumol UHGOPMAUUU RPU OCYULECIBTIEHUU
nepeso0o8 0eHeI’CHBIX CPEOCm 8, NPUMEHAEMBLE 014 3AUUMbL UHPOPpMayUL nPU
UCNOIb308AHUU UHPOPMAYUOHHO-MENeKOMMYHUKAUYUOHHOoU cemu Humepnem npu
ocyuiecmenieHuU nepeeodos 0eHeNHCHbIX CPeOCme.

Ilpu ucnonvszoeanuu cemu «HMumepunemy» 015 ocywecmenenus nepesooo8 OCHEeN’CHbIX CPeoCme
bank obecneyusaem:

. NPUMEHEHHE OpTraHU3allMOHHBIX Mep 3amuThl uHpopMamuu u (WIKM) HCHOJIH30BAHUE
TEXHUYECKHUX CPENICTB 3aILUThl MHPOPMALUK, PEJHA3HAYCHHBIX JJIS NPEelOTBpAILEHHs JOCTyIa K
COJIEPIKAHUIO 3aIUIIAEMON uH(pOpMAIHH, neperaBacMon 1o MH(}OpPMaLMOHHO-
TEJIEKOMMYHUKAIMOHHOU ceTH «HTepHEeTY;

. NPUMEHEHHE OpTraHU3allMOHHBIX Mep 3amuThl uHpopMamuu u (WIHM) HCHOJIH30BAHUE

TEXHUYECKMX CpEACTB 3alMThl HMH(OpMAIMM, NpPEJHA3HAYEHHBIX M MpPeAOTBpallCHUs
HECaHKLMOHUPOBAHHOTO JIOCTyNa K 3allyiaeMoid MH(opMmauuu Ha oO0bEKTaX HH(POPMAIMOHHON
UHOPACTPYKTYpPbl € HUCIOJb30BaHUEM  HMH()OPMAIMOHHO-TEJIEKOMMYHHKAIIMOHHOM  CEeTH
«HTEepHETY;

. OPUMEHEHHE OpraHU3allMOHHBIX Mep 3aluThl HHpopMamuu u (WJIM) HCHOJIb30BAHUE
TEXHUYECKUX CpPEJCTB 3alllUThl HMHPOpMAIMM, MNpeAHa3HAYEHHbIX Ui MPEJOTBpAIICHUS
HECAaHKIIMOHMPOBAHHOIO  JIOCTyNa K 3alluiiaeMod MHGoOpManmuu MyTéM  HCHOJIb30BAHUS
ySI3BUMOCTEH MpOrpaMMHOI0 00ecreueHus;

. CHIDKEHHE TSDKECTH IOCHEICTBUM OT BO3AEHCTBHMII Ha 00BEKThl HMH(OPMAIMOHHON
MHQPACTPYKTYPHI C LENbI0 CO3JaHMs YCIOBUH JII HEBO3MOXHOCTH IPEAOCTABICHUS YCIyr IO
IIEPEBOJYy JCHEKHBIX CPEICTB WJIM HECBOEBPEMEHHOCTH OCYIIECTBIEHUS MEPEBONOB ACHEKHBIX
CPEACTB;

. (GWIBTPALUIO CETEBBIX MAKETOB MpU 0OMeHe MH(popMaleld MeXAY BBIYUCIUTEIbHBIMU CETAMH,
B KOTOPBIX PAcIoyaratoTcsi 00beKThl HH(OPMALMOHHON HHPPACTPYKTYPHhI, U ceThio «MHTEepHET.

bank d4epe3 nOroBopHble OTHOLIEHUS (OpPMHpYET A KIMEHTOB PEKOMEHAALMU IO 3alluTe
uHboOpMallMd  OT  HECAaHKLUMOHHPOBAHHOI'O  JOCTyNMa  MyTEM  MHCIOJB30BaHMUA  JIOKHBIX
(panbcudunpoBaHHbIX) pecypcoB ceTu «HTepHeT».

8.14 Tpebosanusn Kk obecneyenuro 3auiumol uHpopmayuu npu ocyuiecmeneHuu
nepesooos 0eHeIHCHBIX CPEOCHE C UCNOIb306AHUEM 63AUMOYEAZAHHOU CO6OKYNHOCMU

OP2AHU3AUUOHHBIX MeD 3aujUmsl UHGOPMAUUU U MEXHUYUECKUX CPEOCME 3AUiUN bl
uHpopmayuu, npumeHaemvIX 0151 KOHMPOA 6bINOJIHEHUSA MEXHOI02UL 00PADOmMKU

3auguuiaemonl unghopmayuu RPU OCyusecme1eHun nePeeod0s OeHeMCHbIX CPeoCcmea.

bank obecrmeunBaeT y4y€T W KOHTPOJIb YCTAHOBJICHHOTO W (WJIM) HCIOJIB3YEMOTO Ha CPEACTBaX
BBIYHCIUTENLHON TEXHUKU POTPAMMHOTO 00€CTICUCHHSI.
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Bank oOecnieunBaeT BBHINOJIHEHUE TMOPAIKAa NPUMEHEHHS OPTaHU3AIMOHHBIX MEp 3allUThI
uHbOpMalKU U (MIM) MCIIOJIB30BaHUs TEXHUUECKUX CPEACTB 3aIlUThl MH()OPMAIMH, HCIIOIb3YEMbIX PU
NPOBEJICHUU Olepauuii oOMEHa JJIEKTPOHHBIMU COOOWICHHSIMH W Jpyrol wuHdopmamueil mpu
OCYILIECTBICHUH IIEPEBOIOB AECHEKHBIX CPEICTB.

PacniopsixkeHue KiaueHTa, pacHOpsKCHHME YYAaCTHHMKA IUIATEKHOM CHUCTEMBI M PACIIOPSIKEHUE
IUIaTE&KHOTO KJIMPUHIOBOTO LIEHTPa B AJIEKTPOHHOM BHUJAE MOXKET OBITh YJOCTOBEPEHO 3JIEKTPOHHOM
MOAMKUCHIO, a TAaKXKE€ B COOTBETCTBMM ¢ MyHKTOM 3 crtathu 847 I['paxmanckoro kojekca Poccuiickoit
@enepanuu aHajoramMM COOCTBEHHOPYYHOW HOJAMMCH, KOJaMM, MAPOISIMM M HMHBIMH CPEICTBAMHU,
IIO3BOJIIOIMMHY IOATBEPAUTH COCTABICHUE PACIIOPSKEHMS YIIOJITHOMOYEHHBIM Ha 3TO JIMLIOM.

bank obGecneunBaer:

. 3alIUTYy OJIGKTPOHHBIX COOOIICHWH OT UCKaKeHUs, (anbCcupUKaliy, Iepeagpecalnn,
HECaHKLIMOHUPOBAHHOTO 03HAKOMJICHHUS U (MJIM) YHUUTOXKEHHUS, JJOKHOU aBTOPU3AIUY;
. KOHTPOJb (MOHUTOPHHI') COOJIOJCHUS YCTAaHOBJICHHOW TEXHOJOTMH TOATOTOBKH, 00pabOTKH,

nepenayd M XpaHEHWs 3JCKTPOHHBIX COOOMICHWH M 3amumaeMoldl WHGOpPMAlMU Ha OOBEKTax
MH(OPMALIMOHHON HHPPACTPYKTYPHI;

. ayTEeHTU(UKALMIO BXOJHBIX AIEKTPOHHBIX COOOIICHMUIA;

. B3aMMHYIO  (JIByCTOPOHHIOIO) ayTEHTH(HUKANNIO YYaCTHUKOB OOMEHA JIIGKTPOHHBIMHU
COOOIIEHUSIMHU;

. BOCCTaHOBJICHHE HWH(popMamuu 00 OCTaTkax JICHEKHBIX CPEICTB Ha OAaHKOBCKHX CYETax,

uHbopManuu 00 OCTaTKax IEKTPOHHBIX JEHEXKHBIX CPEJACTB M JAHHBIX AeprKaTesiel IIaTEXHbIX
KapT B Cllydyae YMBIIUIEHHOrO (CIy4aliHOro) paspylieHus (MCKakKeHHs) WIM BbIXOAA U3 CTPOs
CPEACTB BBIUUCIUTENbHON TEXHUKH;

u CBepKy BBIXOIHBIX E)J'ICKTpOHHI)IX COO6H.I€HI/II>1 C COOTBCTCTBYIOHII/IMI/I BXOOHBIMHA nu
00pabOTaHHBIMKM 3JCKTPOHHBIMU COOOIICHUSMHU TPU OCYIICCTBICHUU pPAc4Y€TOB B IIATEKHON
CUCTEME;

= BBISIBJICHHE (DaTbCU(UIIMPOBAHHBIX AJICKTPOHHBIX COOOIICHMI, B TOM 4YHCIIC HMHUTAIUIO

TPETbHUMHU JIMIAMU I[GflCTBI/Iﬁ KJIMCHTOB IIPpHU HCIIOJB30BAHWH JJICKTPOHHBLIX CPCACTB IJIATCXKaA, U
OCYILICCTBJICHHUC onepaunﬁ, CBA3aHHBIX C OCYHICCTBJICHUCM IICPCBOJAOB IOCHCKHBIX CpPCIACTB,
3JIOYMBIIIJICHHUKOM OT MMCHU ABTOPH30BAHHOT'O KIIMCHTA (HOI[MeHa ABTOPHU30BAHHOT'O KJII/IGHTa)
ITOCJIC BBIIIOJIHCHUS MMPOLCAYPbI aBTOPU3AIINH.

8.15 Tpeobosanun no odecneuenuro unhopmayuonHoll 6e3onacnocmu
unghopmayuoHHbIX mexnonocudeckux npoyeccos banka.

Bcs nennaméscnan ungpopmayus noopazoensemcs Ha.

. OmMKpuImy0, B TOM YHUCIIE€ JOCTYIIHYI0 BHEIIHHUM IIOJIb30BaTENsIM, KIMEHTAM U KOHTPAarcHTaM.
K nanHomy Tuny uH@oOpManuu MOXET OTHOCUTCS IyOJuKyeMasi OTYETHOCTD, JaHHBIE O CTaBKax I10
BKJIaJlaM M MHBIM BHJaM OaHKOBCKMX YCIyr, obOmas uHdopmanus o baHke u T.m.; JaHHas
nH(popMalMg MOXKET pacHpoCTpaHsATbCs MNyTéM pasMmelieHuss e€ Ha caiite banka B
MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTu «HTepHeT», BBIYCKE PEKIAMHBIX MPOCHEKTOB,
CTEHJIOB M B ONEpalMOHHbIX 3ayax. TpeboBanuem Ub k naHHOMY Buay MHpOpMauM sBiseTcs €€
JOCTOBEPHOCTb, KOTOPast 00eCIIeYBAETCS JIMIIAMH, OTBETCTBEHHBIMHU 32 €€ paclpoCTpaHEHHE;

. ungopmayuro 02paHuteHHo20 o0ocmynd, K KOTOPOH HMMEIOT IpPaBO JOCTyNa TOJBKO JIMIIA,
KOTOPBIM Takoe€ MPaBO MPEIOCTABIECHO B CUIY UX JOJKHOCTHBIX 00sS3aHHOCTEH; MpaBO pabOTHI €
JIOKYMEHTaMU OTPaHUYEHHOTO JOCTYyMa OINpEAeNseTcss MOJKHOCTHON HHCTPYKIHMEH YKa3aHHBIX
COTPYAHUKOB W (MJM) BHYTPEHHHMM HOPMAaTHBHBIM WM PacCIOPSAAUTEIbHBIM JIOKYMEHTOM.
WNudopmaiiusg orpaHUYeHHOTO JOCTyMa MOXET ObITh 3alllMlIeHa MPOTpaMMHBIM MYTEM U UMETh
OTMETKY «JIOKyMEHT OrpaHMUYEHHOTO 10JIb30BAHUSY;

. ungopmayuro KoH@uoeHyuarbHo2o xapakmepa, TO €CThb JOCTYIHYIO TOJBKO COTPYJHUKaM
banka ¥ Ha KOTOPYIO pacHpOCTpaHsSIOTCA TPeOOBaHUS MO COXPAHEHHIO KOH(HIECHIMAIBLHOCTH U
(unn) OaHKOBCKOM TalHBI, a TakXKe MepcoHalbHble AaHHble. K nanHHOMy THIY HH(pOpManuu
OTHOCSITCSI CBEAEHHUA O CTpyKType baHka, cBeneHus o coTpyaHukax baHka, o BHYTpeHHeNH
HOpMaTuBHOM 0aze, mopsanok padorsl ¢ ABC u np. /lanHas mHbopManus AOIKHA XPaHUTHCS C
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obecriedyeHreM TpeOOBaHUN K €€ COXpAaHHOCTH B cei(ax, 3amuparomuxcs mradax Uil smKax.
st obecrieueHrss COXPAaHHOCTH TakOW WHGOPMAIMU W KOHTPOJISI 3a JIOCTYIIOM K HEH MOXKET
BBOJIUTHCSL PEXHUM OTrPAaHMYCHHS PACIPOCTPAHEHHsS] TaKOH HH(POPMAIMM — 3arpeT Ha CHSTHE
KOIUH, orpaHnyeHre GU3NYECKOro BHIHOCA JOKYMEHTOB M3 MECT UX XpaHeHus u T.1. Mudopmanus
KOH(HIESHIIMATBLHOTO XapaKTepa, XpaHSIAscs Ha HJIEKTPOHHBIX HOCHUTENSX, JOJDKHA HMETh HE
MeHee JBYX cTerneHel 3amuTel. Bee corpynnuku banka npu npuéme Ha paboTy al0T MHMCbMEHHOE
O0s3aTenbCcTBO O HEpas3riIallleHnH OaHKOBCKOM M KOMMEPUECKOW TailH, a TakKe NEepCOHAIbHBIX
JTAHHBIX.
8.16 Tpeobosanus no oopadbomke nepcoHaIbHBIX OAHHBIX

B banke He00X0AMMO TOKYMEHTAIbHO 3a(UKCUPOBATH LENIU 00paOOTKH MEPCOHANBHBIX JaHHBIX
(oOBeM m cojmepikaHue, CPOKH OOpaOOTKH, CPOKH XPAHECHHS, HEOOXOIUMOCTh TOJYYCHHs COTJIACHs), a
TaKXe OIpeNeNUTh HEOOXOJUMOCTh YBEJIOMIICHHS YIIOJHOMOYEHHBIH OpraH MO 3alluTe CYyObEeKTOB
MEePCOHANBHBIX TAHHBIX 00 00pabOoTKe MePCOHATbHBIX IAHHBIX.

B banke ompeneneHsl, BBINOIHAIOTCS U KOHTPOJMPYIOTCS Ipoueaypsl ydéra pecypcos II/1H, B
ToM uucie yuéta UCII/IH.

Knaccugurayus nepconanvubix 0aHHbIX NPOBOOUMCSL 8 COOMBEMCMBUU CO CIMENEHbIO MANCECTNU
nocieocmeull nomepu ceolucme 6e30nacHOCmU NePCOHANbHLIX OAHHBIX O]l CYObeKma NepcoHAIbHbIX
OaHHbIX:

= CIIeLIMaJIbHbIC KATETOPUHU IIEPCOHAIBHBIX JaHHBIX;

. OMOMETPUUYECKHE KaTErOPUHU MEPCOHAIBHBIX JIAaHHBIX;

= 00e3MYeHHbIE IEPCOHATIbHBIC JaHHbIEC;

. Ipyrue (KOTOpble HE MOTYT OBITh OTHECEHBI K BBIIIECU3IIOKEHHBIM KaTETOPHUSIM).

[lepenaya nmepcoHaNbHBIX JAaHHBIX BaHKOM TpeThEMY JIMIYy AOJDKHA OCYHIECTBISITHCS C COTIIACHS
CyOBEKTa NEepCOHANBHBIX MaHHBIX. B ToM ciyuae, ecnmu bank mopydaer 00pabOTKy mHepCOHAIBHBIX
JaHHBIX TPETbEMY JIMIly HAa OCHOBAaHHMH JIOTOBOPA, CYIIECTBEHHBIM YCIOBHEM TAaKOTO JOTOBOPA SIBIISECTCS
00s13aHHOCTh  OOECIIEYEeHUs] TPETbUM JIMIIOM KOH(UACHIMATBHOCTH MEPCOHANBHBIX JAaHHBIX U
0€30MacHOCTH NEPCOHATBHBIX JaHHBIX ITPH UX 00paboTKe.

Cnedyem npexpamums 00pabomKy NepPCOHANbHBIX OAHHLIX U YHUYMONCUMb COOpaHHble
nepcoHanbHble OaHHble, eclu UHOe He YCMAHO8IeHO 3akoHodamenvcmeom Poccuiickoi @edepayuu, 6
CLeOYIOWUX CIVUASAX U 8 CPOKU, YCMAHOBIEHHbLe 3aKoHo0amenbcmseom Poccuiickou @edepayuu:

. 0 TOCTHKEHUH 1ieJiel 00pabOTKH UK MPU yTpaTe HEOOXOIMMOCTH B UX JIOCTUKEHUU;

. 1o TpeOOBaHMIO CYyOBEKTa MEPCOHANbHBIX JAaHHBIX WM YTIOJHOMOYEHHOTO OpraHa Mo 3aluTe
NpaB CyOBEKTOB MEPCOHAIBHBIX JaHHBIX — €CJIH MEePCOHALHBIC JaHHBIC SIBIISIOTCS HETIOJTHBIMH,
yCTapeBIIMMHU, HEIOCTOBEPHBIMHU, HE3aKOHHO MOJTYYE€HHBIMU WIIN HE SBIISIOTCS HEOOXOAUMBIMHU ISt
3asIBJIEHHOM 11e71 00paboTKy;

. IpU OT3bIBE CYOBEKTOM MEPCOHAIBHBIX JAHHBIX COIJIACHs Ha 00pabOTKY CBOMX MEPCOHAIBHBIX
TAHHBIX, €CIIM TaKoe corjiacue TpeOyeTcs B COOTBETCTBMM C 3aKOHOJATENbCTBOM Poccuiickoit
Oenepanny;

. P HEBO3MOXXHOCTH YCTPaHEHHs] OINEpaTOpOM JOMYIIEHHbIX HapylleHUd npu oOpadoTke

NEPCOHANIBHBIX JAHHBIX.

Heobxo0umo onpedenumsv u 0OKyMeHMAIbHO 3APUKCUPOBAMb !

. MOPSAOK YHUYTOXKEHMSI WM 00€31MYMBaHUE IEPCOHANBHBIX JAaHHBIX (B TOM 4YHCIE U
MaTepHalibHbIe HOCUTEIH MEPCOHATIBHBIX JaHHBIX);

. MOpsIIOK  00paboTKM oOpamieHnii CyOBEeKTOB TEPCOHATBHBIX JaHHBIX (WM HMX 3aKOHHBIX
MpeJCTaBUTEINEH ) IO BOPOcaM 00pabOTKU MX MEPCOHANBHBIX IaHHBIX;

. MOPSAJOK JEUCTBUN B CiIydae 3alpocoB YIOJHOMOYEHHOI'O OpraHa I0 3allUTe MpaB CyObEeKTOB

MEePCOHANBHBIX JTAHHBIX WM WHBIX HAJA30PHBIX OPTaHOB, OCYIIECTBISIONIUX KOHTPOIh U HAA30p B
00J1aCTH IEPCOHANBHBIX JTAHHBIX;

. nopsnok k otHeceHN0 ABC k nHbopManMoHHBIM cucTeMaM nepcoHanbHbIX AaHHBIX (MCII/IH),
nepeuens UCII/IH;
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. nepeyeHb (CIMUCOK) COTPYIHUKOB, OCYIIECTBISIONIMX OOpabOTKY IMEpPCOHATIBHBIX NaHHBIX B
NCTIa 1100 MMEIoMUX T0CTYN K IEPCOHATBLHBIM JTaHHBIM;
. MOPSIIOK  JOCTyNa COTPYAHUKOB baHka W HWHBIX JIMII B TOMEUIEHUS, B KOTOPBIX BeIETCA
00paboTKa NepCOHAbHBIX JaHHbIX;
. MOPSIIOK XpaHEHUsI MaTEPUAIbHBIX HOCUTEJIEH MTEPCOHANbHBIX JIAHHBIX.
8.17 Tpebosanun Kk npoeedeHUI0 OUEHKU COOMBEMCMEUA U AYOUMa

UHpOPpMAUUOHHOU DE30NACHOCU.

Aymutr b banka mpoBOIUTBhCS B COOTBETCTBUMHU C TpeOoBaHusMHU cTaHmaptoB banka Poccum
CTO BP UBBC-1.1 «Ob6ecneuenrne nHGPOPMAIIMOHHON O€30MaCHOCTH OpraHU3ai OAHKOBCKOW CHCTEMBbI
Poccuiickoit @enepannu. Aynut uadopmarmonnoit 6e3onacaoctu» u CTO BP UBBC-1.2 «O6ecnieuenne
nH(pOpPMAIMOHHOW OE30MacHOCTH OpraHu3auii 0aHKOBCKOW cucteMbl Poccuiickoit ®deneparuu.
MeToauka OIEHKH COOTBETCTBUSI MH(DOPMAIIMOHHONW O€30MacHOCTH OpTaHHU3aIfii OaHKOBCKOW CHCTEMBI
Poccutickoit ®eneparuu tpedoBanusm CTO BP UBBC-1.0».

[lepen mpoBeaeHHEM CaMOOLEHKH HEOOXOAMMO JIOKYMEHTAJIBHO OMNPENENIUTh M Ppealn30BaTh
nporpamMmy ayauta Mb, conepixairyro nHhopmannoo, HeOOXOAUMYIO IS INIAHUPOBAHUS U OPTaHU3aIHH
aymutoB Wb, uX KOHTpoJsl, aHanu3a M COBEPIICHCTBOBAHUS, a TaKKE OOECIEUEHUS] MX PECYpCAMH,
HeoOXomuMbIMU Ui 3(G(EKTUBHOTO W pPe3yJIbTAaTUBHOIO MPOBENCHUS YKa3aHHbIX ayautoB Wb B
3aJIaHHBIE CPOKH.

Hna ayouma UB Heobxo0umo 00KyMeHmanbHo oopmums niau ayoumad, Onpeoensioujull:

= uenpb ayaura Ub;

. kputepuu aynura Ub;

. obnactb aynura Ub;

. JIaTy U MPOAOJHKUTENBHOCTD NpoBeaeHus aynura Ub;

" COCTaB ayJIUTOPCKOM TPYNIIBI (IPOBOIUMON OpraHU3aIMei, UMEIOIIEH OIBIT TPOBEACHUS ayIUuTa
Wb u onieHKH coOTBETCTBHS TpeboBanusaM cranaapra banka Poccun CTO BP MBBC-1.0);

. ONMCAHUE ACATEIbHOCTH U MEPOIIPUITUI 110 TPOBEACHUIO ay/INTa;

= pacrpeeseHue pecypcoB IIpU NPOBEICHUH ayIuUTa.

Takorce 00ndCHbL OLIMb O OPMIEHBI 002080PbL ¢ AYOUMOPCKUMU OPSAHUZAYUSIMU, A MAKICEe
OOKYMEHMAIbHO ONPEOeIeHbL.

= MOPSANOK XpaHEHUs, JOCTylla U HCIIOIb30BAHHUS MAaTEPHUANIOB, IIOJIy4aeMbIX B IpOLECCe
nposeaeHus aynura Ub;

= MOPSIOK B3aUMOJEHCTBHS C ayAUTOPCKON OpraHu3anuen B rmpouecce nposeacHus ayaura Ub;

= MOPSIIOK  B3aMMOJICHCTBHS  AayJIUTOPCKOM TIPYNIIBI M PYKOBOJACTBAa baHKa, MO3BOJSAIOMINN

MPEJCTaBUTENISIM ayJUTOPCKON TPYMIBl NMPU HEOOXOIUMOCTH HEMOCPEACTBEHHO oOpamarbes K
pykoBoacTBy baHka;

= MOPSIOK OPTaHU3aLMU OIPOCa COTPYIAHUKOB;

. NOPSAJOK OpraHU3alMy HaOJIOJIEHUsI 3a JESITEeNbHOCTbIO COTPYIHUKOB baHka co CTOpOHBI
MIPEACTABUTENEH ayJUTOPCKOW OpraHU3aIUu.

ITo pe3yibTaTaM MpPOBCACHUA ayAuTa JOJIZKHbI OBITH IOATOTOBJICHBI OTYETHI. PeBy.HBTaTBI
AyANUTOB, a TAKXKE COOTBCTCTBYIOIINE OTYETHI JOJKHBI OBITH AOBCACHBI 10 PYKOBOACTBA banxa.

I[OJ'DKGH OBITH JOKYMCHTAJIbHO OHpCI[CJ'IéH MOopAAOK XpPaHCHHUSA, HOCTylla W HUCIOJIb30BAHUA
MaT€pHraIoB, MOJYYAECMEBIX B ITPOLECCE IMTPOBCACHUA ayJUTOB, B YaCTHOCTH, OTYETOB aAyJIUTOB.

B banke JOJIXKHBI OBITH JAOKYMCHTAJIbHO OIIPCACIICHBI pPOJIM, CBA3aHHBIC C OpFaHI/IBaI_[I/Ief/'I
BBIIIOJTHCHHA IIPOrpaMM ayauTOB MW IIJIAHOB OTACIBHBIX ayAWTOB, W Ha3HA4daTbCiad OTBCTCTBCHHBLIC 3a
BBIITOJIHCHHUEC YKA3aHHBIX pOJ'ICfI.

OHeHKa COOTBETCTBUA OCYHICCTBIIACTCA HAa OCHOBC:
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. uHpopMalun Ha OyMaXHOM HOCHTeNe U (MIU) B DJIEKTPOHHOM BHIE, COJAEpKalleit
MOATBEP>K/ICHUS BBITIOJHEHUS MOPAIKA IPUMEHEHHS] OPraHU3alIMOHHBIX MEp 3alUThl HH(OpMaLuu
Y UCTIOJIb30BaHUS TEXHUYECKUX CPEJICTB 3alTUTHI MHPOPMAIUY;

. aHaJM3a COOTBETCTBHS MOPSIKA MPUMEHEHHUs OPraHU3alMOHHBIX MEp 3allUThl HHGOPMAIMH U
WCIOJIb30BAHUSI TEXHUYECKHX CPEACTB 3alUThl HMHPOPMAIUK TPEOOBAHHUSAM  HACTOSIIETO
Ilonoxenus;

. pe3yIbTaTOB  KOHTPOJIA (MOHHTOPHHTA) BBIMOJHGHUS TMOpPSIKA OOCCIICUCHUsS  3alllUThI

PIH(bOpMaI_[I/II/I IIpH OCYHICCTBJICHNHN IIEPEBOJAOB ACHECKHBIX CPCACTB.

OneHka COOTBETCTBUSL JOJDKHA OCYIIECTBIATHCS baHKOM ¢ mpuBIeYEHHWEM OpraHu3alluii,
UMEIOIUX JIMIICH3UIO0 HAa OCYIIECTBICHUE JIEATEIBHOCTH M0 TEXHUYECKOW 3ammTe KOH(PUACHIIMATHHOU
nH(popManuu Ha MpoBEACHUE padOT U YCIYT, MPEIyCMOTPEHHBIX MoAnyHkTamu "0", "n" wim "e" myHkra
4 TlonoxeHWs O JHLEH3UPOBAHUM JEATEIBHOCTH 110 TEXHUYECKOW 3ammTe KOH(UICHIINAILHOM

nHpopManuu, yrBepkagHHOro moctaHornennemM [IpaButenbcrBa Poccuiickoit @enepanuu N 79.

8.18 Tpebosanusn k ananusy pyHKUUOHUPOBAHUA CUCHIEMbL ODecheyeHUs
uHgopmayuonnoil 6e3onacnocmu.

B Banxe oonoicen nposooumuca ananuz yukyuonuposanus COUB, ucnonv3yowuti 6 mom uucie:

. pe3ynbratel MoHUTOpUHra COMbB 1 KOHTPOJIS 3aIUTHBIX MED;

- cBeneHus 00 naiuaenTtax Ub;

= pe3yabTaThl poBeaeHus ayauros b, camooneHnok Ub;

. JaHHbIe 00 yrpo3ax, BO3MOXKHBIX HapyLIUTEIX U ysa3BuMocTsx 1b;

. JaHHbIe 00 M3MEHEHWsX BHYTpu baHka, Hampumep, JaHHbIe 00 M3MEHEHHSIX B IPOLECCaxX U

TEXHOJIOTUSX, PEAJM3yeMbIX B PAMKAX OCHOBHOIO IPOIIECCHOTO II0TOKA, H3MEHEHHUSAX BO
BHYTPEHHUX JIOKyMeHTax baHka;

. naHHble 00 M3MeHeHusx BHe baHka, Hampumep, AaHHble 00 M3MEHEHHSIX B 3aKOHOJATENIbCTBE
Poccuiickoit ®enepanum, usmMeHeHusx B TpeboBaHusx komiuiekca BP MBBC, n3meHnenusx B
JIOTOBOPHBIX 00s13aTenbcTBax baHka.

Ananuz ¢ynxyuonuposanus COUB dondicen exnouams 8 mom yucie:
= aHaJIN3 COOTBETCTBUSI KOMIUIEKCA BHYTPEHHUX JOKYMEHTOB, PEMNIAMEHTUPYIOIIHNX AEATEIbHOCTh
no obecreuenntro Wb B banke, TpebGoBanusM 3akoHonmatenbcTBa Poccuiickoit denepanuu,
TpeboBaHusAM ctannapToB banka Poccuuy;

= AQHAJIN3  COOTBETCTBUSA  BHYTPEHHHUX  JIOKYMEHTOB  HW)XXHUX  YPOBHEH  HMEpapXUH,
periaMeHTHPYIONIUX JeSITeIbHOCTD 10 obOecrieuenuto b banka, tpeboBanusm [Tomutuku UB;

= OLICHKY aJIEKBaTHOCTU MoJenu yrpo3 banka cymectByromum yrposzam Ub;

. OIleHKY puckoB B oOiactu Wb opranusammu, BKJIIOYasi OIEHKY YPOBHS OCTAaTOYHOTO U
JIOIIYCTUMOI'O PUCKA;

. MIPOBEPKY aJIEKBATHOCTHU MCIIOJIH3YEMBIX 3AIIUTHBIX MEP TPeOOBaHUSIM BHYTPEHHUX JIOKYMEHTOB
banka u pe3ynbraTaM OLIEHKH PUCKOB;

. aHaJ u3 OTCYTCTBHUSI Pa3phbIBOB B TEXHOJIOTMYECKUX Tporeccax obOecreuenus Mb, a Taxke

HECOIJIACOBAHHOCTH B UCIOJIb30BAHUU 3aLIUTHBIX MEP.
Pesynprats! ananuza pynkimonupoBanus COUB n0mKHBI JOKYMEHTHPOBATHCS.

B banke nomkHBI OBITh TOKYMEHTAILHO ONPEEICHBI POJIH, CBA3aHHBIE C MPOIIEIypaMH aHAIK3a
¢dbynakmonupoBanusi COUb, 1 Ha3HauaTHCS OTBETCTBEHHBIE 32 BBHITIOJHEHUE YKAa3aHHBIX POJIEH.
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8.19 Tpebosanusn k ananuzy cucmemsl odecneuerHus UHPOPMAYUOHHOU
0ezonacnocmu co cmopoust pykoeoocmea banka.

Bo BHyTpeHHHMX JoKyMeHTax baHka J0ODKeH ObITh TIepedeHb JOKYMEHTOB (IJaHHBIX),
HEOOXOAUMBIX ISt (OpPMUPOBaHUS HH(OPMAIK, MPEJOCTaBIAEMON PYKOBOJACTBY baHka c 1embio
nposenenus ananuza COUB.

B uacmnocmu, 6 ykazannulil nepeyenb 0OKYMEHMO8 Q0NHCHBL BXOOUMb !

. OTYETHI ¢ pe3ysibTataMu MOHUTOpUHTa COUB 1 KOHTPOJISI 3alIUTHBIX MEP;

. OTYETHI ¢ pe3ynbTaTamu aHanu3a pynkunonuposanus COUB;

. OTYETHI ¢ pe3yabTaTtamu ayauta Ub;

n OTYETHI C pe3ysibTaTaMu camoolieHku Wb;

. O0T4€T 00 OIIEHKE COOTBETCTBHS TpeOoBaHusm 719-11;

. JIOKYMEHTBI, cofiepxaire nHpopMamuio o crmocodax U METOaX 3allUThl, 3aIIUTHBIX MepaxX HIIN
npoueaypax HX HCIONb30BaHUS, KOTOpble MOIJIM Obl HCHOJIB30BAaThCA IS YIIYUIICHHUS
¢ynkunonnposanusi COUB;

. JIOKYMEHTBI, CoJIeprKalie HHPOPMAIIMIO O HOBBIX, BBISIBICHHBIX YA3BUMOCTAX U yrpo3ax Ub;

. JIOKYMEHTBI, COJICpKAIIHe HHPOPMAIUIO O JEHCTBUAX, MPEANPUHATHIX 10 UTOTAM MPEIBLTYIIIHX
anann3oB COUDB, ocyiecTBIEHHBIX PYKOBOACTBOM;

. JTIOKYMEHTBI, cojeprKaie WHpopManuio 00 M3MEHEHHSX, KOTOpPble MOIJIA Obl MOBIUATH HA

opranmuzanuio COUb, nanpumep, n3MeHneHus B 3akoHoaarenbcTse Poccuiickoit @enepanuu u (Miim)
B ITOJIOKEHUsIX cTaHaapToB banka Pocenuy;

. JOKYMEHTBI, coJiepKaliue HH(OpMAIHIO 110 BbIIBICHHBIM HHIMeHTaM Ub;

. JOKYMEHTBHI, TIOATBEP)KIAIOIINE BBHITIOJHEHNE TpeOyeMoil aesTeNbHOCTH 1o obecneueHuio Wb,
HanpumMmep, BHIIIOJHEHUE JIaHOB 00paOOTKU PUCKOB;

. JOKYMEHTBI, TOATBEP)KIAIOIINE BBIMOJHEHHE TpeOOBaHMWII HEMPEPHIBHOCTH OM3HECa M €ro

BOCCTAHOBJICHHUA ITOCJIC IIPCPLIBAHMA.

B banke nomkeH ObIThb OmpenenéH U YTBEpXKAEH BHYTPEHHHMH IOKYMEHT I10 BBIIOJHEHHUIO
JEeSTeNbHOCTH MO0 KOHTpoito M aHanu3zy COWMbB. B wacTHOCTHM, yKa3aHHBIM IJIaH JOJDKEH COAEpKaTb
MIOJIOKEHUs II0 IPOBEINCHUIO COBELIAHUH Ha YPOBHE pPYKOBOJACTBA, HAa KOTOPBIX B TOM YHCIIE
MIPOM3BOJIATCS OUCK U aHanu3 npobnem b, Bnustomux Ha 6uszHec banka.

B banke ompenensiorcss poiM, CBA3aHHBIE C IOATOTOBKOW HMH(pOpMAaIMM, HEOOXOAUMOW JUIs
aHanmza COUDB pykoBOACTBOM, Ha3HAUYaIOTCS OTBETCTBEHHBIE 3a BBHINOJHEHUE YKa3aHHBIX poJield U
JOKYMEHTAJIBHO OIIPENEIISAIOTCS.

8.20 Tpebosanusn Kk npUHAMUIO pEUIEeHUTI NO MAKMUYECKUM YIYYULEHUAM
cucmembl obecneuenus UHGHOPMAyUOHHOI He30naAcHOCmU.

s npunamus  pewenuu, ceazanuvlx ¢ makmudeckumu yayyuenuamu COUB 6 banke,
HeobXo0UMo paccmompems cpedu npoye20 OOKYMEeHMANbHO 0Q)OPMIEHHbLE Pe3yTbmambl.
- ayauta Ub;

. Monutopuara COUDb n KOHTpoIIs 3alUTHBIX MEp;

. aHanmza yHkunonuposanus COUB;

. 00paboTku uHIMAeHTOB Ub;

= BBISIBJICHUSI HOBBIX YIpo3 H ysa3BuMoctei 1b;

. OLICHKH PUCKOB;

. aHaJIM3a MePeYHs 3allUTHBIX Mep, BO3MOKHBIX JJIsl IPUMEHEHUS;

- cTparernueckux ynyumennii COUB;

. ananmza COUB co cTopoHbI pyKOBOJICTBA;

. aHaJM3a YCHeIHbIX MPakTUK B 061acTu b (cOOCTBEHHBIX WM IPYTUX OpraHU3aiui).

Pemenus no taktudeckum ynydmeHusmM COWB 10mKHBI OBITh TOKYMEHTaIbHO 3a()UKCUPOBAHBI
Y JOJDKHBI JINOO CONIEp>KaTh BBIBOJBI 00 OTCYTCTBHUU HEOOXOAMMOCTH TakTH4eckux ynyumenuii COUDB,
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nu00 yKasbIBaTh HampaBieHHs TakTuueckux yinyudmienuid COWDB B Buae KOPPEKTUPYIOIIMX MU
MPEBEHTUBHBIX JCUCTBUI, HAIPUMED,

. MIEPECMOTP MPOLIEYP BBHIMOIHEHHUS OT/IETBHBIX BUIOB JEATEILHOCTH M0 obecneuenuto 1b;

. NEepPeCMOTp MPOLEAYP IKCILTyaTalluu OTJEIbHBIX BUJIOB 3AIIUTHBIX MED;

. MEePeCMOTp MPOLEAYp OOHAPYKEHUS U 00paOOTKH UHITHICHTOB;

. YTOYHEHHE OMUCH UH()OPMALIMOHHBIX aKTUBOB;

. MIEPECMOTP MPOrPaMMbl OOYUICHHSI M MTOBBIIIEHUST OCBETOMIEHHOCTH TIEPCOHAIA;

. epecMoTp I1aHa OOecHeueHUs: HENpephbIBHOCTH OW3HECa W €ro BOCCTAHOBJIEHHUS IOCIe
MIpEPHIBAHMUS;

. NepPeCMOTp IIAaHOB 00pabOTKU PUCKOB;

. BBIHECEHUE CAHKIIMI B OTHOLIEHUHU MIEPCOHANIA;

. nepecMotp npoueayp Mmouutopura COMb u KOHTpOJIs 3alIUTHBIX MED;

. MIEPECMOTp MPOrpamMM ayIuTa;

. KOPPEKTUPOBKA COOTBETCTBYIOLIUX BHYTPEHHUX TOKYMEHTOB, PErJIaMEHTHPYIOMIUX MPOIEAYpPbI
BBITIOJTHEHUS ISATEIHHOCTH 0 obecrieuenuto Mb u skcrmyaTanum 3alMTHEIX Mep;

. BBOJ] HOBBIX WJIM 3aMEHA HCIIOJIb3YEMBIX 3alIUTHBIX MEp.

JesTenbHOCTD, CBsI3aHHAs C peanu3anued Taktuueckux ynydmeHuit COWb, nomkHa ObITh
CaHKIIMOHUpPOBaHa U KOHTpoaupoBaThcsi PykoBogutenem Cinyx6n1 b banka.

JomxHbl OBITh JOKYMEHTAJIbHO OIPENEJCHbl M BBIIOIHATHCS MPOLEAYpPhl COTJIACOBAaHUSA U
WH()OPMHUPOBAHMS 3aMHTEPECOBAHHBIX CTOPOH O TakTHUdeckux ynydmenusx COWB, B wactHOCTH, 00
M3MEHEHUAX, OTHocAuXcs Kk obecnieuenuto Ub, k orBerctBennoctu B obnactu Ub, k TpeboBanusM 1o
obecneuenuto Ub, a Takxke TODKHBI (GUKCHUPOBATHCS PE3YIIbTATHl BBIMOJHCHUS YKA3aHHBIX MTPOLIEAYD.

B cnydasx npuHsTHS pemieHui no tTaktudeckuM yinyumeHusMm COUD, nomkHbl ObITh Ha3HAYEHBI
OTBETCTBEHHBIE 33 UX PEATU3ALMIO.

8.21 Tpebosanusn Kk nPUHAMUIO PEUIEHUTI RO CIMPAMEZUYECKUM YIAYUULCHUAM
cucmemul obecneveHus UHPOPMAYUOHHOI HE30NACHOCHU.

na npunamus pewenutl, ceazaHublx co cmpameeuveckumu ynyuuwenusmu COHEB 6 bauke,
HE0OX00UMO paACCMOMPemsb Cpeou npo4e20 OOKYMEHMAlbHO 0OPMIEHHbIe Pe3ylbmamol.
- ayauta Ub;

. Mouutopura COUB u KoHTposIs 3alIUTHBIX Mep;

= aHanmu3a ¢pyHkunonuposanusi COUB;

. 00pabotku unmaeHTOB 1b;

. BBISIBJICHHS] HOBBIX HH(OPMAIIMOHHBIX aKTUBOB baHKa Wi X THUIIOB,;

= BBISIBJICHUSI HOBBIX YIpo3 M ysa3BuMoctei 1b;

. OLICHKH PUCKOB;

= repecMoTpa OCHOBHBIX puckoB Ub;

. anasimza COUDB co cTopoHBI PYKOBOJCTBA;

. aHaJIM3a yCIEIHBIX NpakTuK B o0nactu Mb (cOOCTBEHHBIX WM APYrUX OpraHM3alMii), a Takxke
U3MEHEHUS:

® B 3aKOHOAATENbCTBE Poccuiickoit @enepanuu;
® B HOpMaTUBHBIX akTax banka Poccun;

® UHTEPECOB, IeJIeH U 3a1a4 Ou3Heca banka;

" KOHTPAKTHBIX 00s13aTesIbCTB baHka.

Pemenuss mno crparernyeckuMm yayumieHusmM COWbB  nomkHbl  OBITh  TOKYMEHTaJIbHO
3a(hMKCUPOBaHBI U JOJDKHBI MO0 COAEpKaTh BBIBOJBI 00 OTCYTCTBMM HEOOXOIMMOCTH CTPATETHYECKUX
ynyumienuit COUb, nubo yxa3piBaTh HampaBieHus crparermueckux ynyudmenuii COUB B Buze
KOPPEKTUPYIOINX WM NPEBEHTUBHBIX JEHCTBUIL, HAIIpUMeED,

. YTOUHEHHUE/TIepecMOTp Tiesiel u 3a1ad odecrieueHus b, onpenenéuupix B pamkax noautuku b
WM YaCTHBIX NoIuTuKU Hb;
= n3MeHeHue B oosactu aericteus COUB;
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- YTOYHEHHE OMHMCU THIIOB HH(POPMAITMOHHBIX AKTHBOB,;
. MepeCMOTP MOJEIEN YIPO3 U HAPYLIUTEIIEH;
= MU3MEHEHUE NI0IXO010B K oLeHKe puckoB 1b, kpurepues npunsarusa pucka Mb.

JesaTenpbHOCTh, CBSI3aHHAs ¢ peaym3anuend crparerndyeckux yaydmenuid COUb, momkHa OBITH
CaHKIIMOHUPOBAHA U KOHTPOJIUPOBATHCS PyKOBOCTBOM baHka.

B cnydae crparermueckux ynyumeHudt COWbB nomkHa OBITH BBINOJHEHA AEATEIBHOCTH IIO
peaM3anu COOTBETCTBYIOIUX TakTHueckux ymydmeHuid COUB mis Bcex HEOOXOAMMBIX TPOIEAYP
obecneuenus Ub, ucnonp3yemMbIx 3alIMTHBIX MEP U COOTBETCTBYIOIIUX BHYTPEHHUX JOKYMEHTOB.

B uacmnocmu, Heo6X00UMO 8bINOIHUMb.

. BBIPAOOTKY I1aHOB TakTHueckux ynyumenuit COUb;
. YTOYHEHHE IIaHOB 00pabOTKH PUCKOB;

. YTOYHEHHE MTPOrPaMMBbl BHEIPEHUS 3aIIUTHBIX MED;

. YTOYHEHHE MTPOLEYP UCIOIb30BAaHUS 3AIUTHBIX MEP.

JoiKkHBl OBITh JIOKYMEHTAJIbHO OIPEACIICHbl M BBINOJIHATHCS MPOIEAYPhl COTJIACOBAaHUSA U
WH(POPMHUPOBAHUS 3aMHTEPECOBAHHBIX CTOPOH O cTpaterundeckux ynydmeHusx COUb, B yactHocTH, 00
W3MEHCHHUSX, OTHOCAIMXCS K obecrieueHnto Mb, k orBerctBenHocTH B obnactu UMb, k TpeboBaHusIM 110
obecnieuenuto Ub, a Takxke MOMKHBI OBITH JOKYMEHTAJIBHO 3a()UKCHPOBAHBI PE3YJIbTAThl BBIMOTHEHUS
YKa3aHHBIX POLETYP.

B cnywasx npunsatus pemieHudl mo crparermdeckum ynyumienusmM COUWDB  nomxHBl OBITH
Ha3HA4Y€HbI OTBETCTBEHHbBIC COTPYAHUKHN baHKa 3a UX peain3alHuio.

8.22 Tpebdosanun no pazpabomke u Op2anu3ayuu peaiu3ayuu RPOZPaAMM no
00yueHuI0 U NOBLIEHUIO 0C8EOOMIEHHOCHU.

OpranusyeTcst CaHKIIMOHUPOBaHHAasi pyKOBOACTBOM baHka paboTa ¢ mepcoHanoM U KIMEHTaMH B
HaIpPaBJICHUY TTOBBIIICHNS OCBEOMIEHHOCTH 1 00yueHus B obnactu Ub.

Pa3paOaTbIBatoTCs IJIaHBI, IPOrpaMMbl OOYYEHHUS U IOBBIILIEHUS OCBEAOMIIEHHOCTH B 00jacTu
Wb. Ilo pe3ynbTaTam BBIIOJHEHUS YKa3aHHBIX IIJJAHOB OCYLIECTBIISITHCS IIPOBEPKA MOJYYCHHBIX 3HAHUM.

B muanax oOy4yeHMs W TIOBBIIIEHHS OCBEJOMJIEHHOCTH YCTAaHABIMBAIOTCS TpeOOBaHUA K
MEePUOJNYHOCTH 00YUYEHHUS U NOBBILIEHUS] OCBEAOMIEHHOCTH.

Ilpoecpammul 0byuenus u nosviuleHus 0C68e0OMIEHHOCMU pa3pabamuleaemcs O pa3TUYHbIX
2pynn COMpYOHUKOG C YUEMOM UX OOJICHOCMHBIX 00A3AHHOCMEN U BbINOIHAEMbIX POJell U GKI0YaAem

ungopmayuio:
= 0 CYIIECTBYIOIMM nouTukam Ub;
= 10 IPUMEHSEMBIM B baHKe 3alIUTHBIM MEpaM;
. 10 MPABWJIBHOMY MCIIOJIb30BAHUIO 3AIUTHBIX MEP B COOTBETCTBHUHM C JOKyMeHTaMu baHka;
= 0 3HaYMMOCTH U BaXKHOCTH JIeATEIbHOCTH paObOTHUKOB 11 obecnieuenus: b banka.

B banke onpezensercs: nepeueHb CBUETENLCTB BBHIOJHEHUS MPOTPaMM OOYUYESHHS U TIOBBIIIICHUS
ocBe1oMJIEHHOCTH B obnactu UB.
B uacmnocmu, maxumu ceudemenscmeamu A619mMbCs:

. JTIOKYMEHTHI (3KYpHAJIbI), TOJATBEPKAAIOIINE TPOXOXKIECHNE PYKOBOJUTEISIMH M COTPYIHUKAMU
banka oOyuenus B obmactu Wb ¢ yka3zanmem ypoBHSI 00pa3oBaHHUs, HABBIKOB, OMbITA U
KBaTM(UKAITIN 00ydaeMbIX;

. JIOKYMEHTBI, COJIEPIKaIlUe Pe3yIbTaThl MPOBEPOK 00yUeHUs COTpyNHUKOB baHKa;

. JIOKYMEHTBI, COZIepIKaIie pe3yIbTaThl IPOBEPOK OcBenoMIEHHOCTH B oOactu b B banke.

s coTpynHMKa, IMOJYYMBILErO HOBYIO POJIb, OpPraHHU3yeTcsi OOydeHHEe WIM HHCTPYKTaX B
obnactu Ub, cooTBeTCTBYIOIIEE MTOTYYSCHHOM POJIH.

B banke ompezneneHsl pond 1Mo pa3paboTKe, peaau3aluil IJIaHOB M TPOrpamMM OOydYeHUs |
MOBBIIIEHUST OCBEIOMJIEHHOCTH B obOiactu Mb M 1Mo KOHTpOdIO pe3ysibTaToB, a TakKKe Ha3HAYCHBI
OTBETCTBEHHBIE 34 BBIIIOJIHEHHE YKAa3aHHBIX POJICH.
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9 Opeanuzayusa cucmemol ynpasienus UHQOPMAYUOHHOU HE30NACHOCHIbIO.

CYUDB mnpencraBisier co0OOil IeICHANPABICHHOS BO3JICHCTBUE HAa KOMIIOHEHTBI CHCTEMBI

obecrieyeHns: 6€3011aCHOCTH, OPraHU3alMOHHbIE, TEXHUUYECKHE, IPOrpaMMHbIE U KpunTorpaduyeckue, ¢
LEIbI0 JOCTHKEHMsI TpeOyeMBIX IOKa3zaTeled U HOpM 3alluileHHocTH, nupkyiupytomeil B UBC banka
MHGOpMalLUU B YCIIOBHUX pPealu3allii OCHOBHBIX BHYTPEHHUX U BHEIIHUX YIpo3 0€30MacHOCTH.

['maBHO# nenpio oprannzanuu CYUDB sBisieTcst HOBBIIEHHE HAJISKHOCTH 3aIIUTHI HH(OPMAIIHH B

nporecce ee 00paboTKU, XpaHEHHS U MTepeladH.

CYUDB xapakTepu3yeT HNpOLECCHBIN MOAXO/I, BKIIOYAIOIMNN B ce0s MIIaHUPOBAHUE, PeaTU3aIHIo,

IIPOBEPKY M COBEPIICHCTBOBaHUE. Bce 3TH mpouecchl peanusyloTcss B paMKax LUKIMYECKOW MOJENN
yIIpaBJICHUS.

3aoavamu CYHUPB senaromes:

Ha 2mane nlaAHUposanusi — pa3paboTKa M pealu3als Hay4dHO-TEXHUYECKHUX Mporpamm u
KOOPJMHAIIMOHHBIX IUIAHOB CO3JaHUS HOPMATUBHO-TIPABOBBIX OCHOB W TEXHHYECKOW 0asbl,
o0ecreunBarOIIel HCIONIB30BAHUE TIEPEOBBIX CPEACTB W HH(DOPMAIMOHHBIX TEXHOJOTHA B
nHtepecax odecneuenus Ub ABC; opranuzamus U KOOpIWHAINUS B3aUMOJICHCTBHUS B 3TOM 00acTH
pazpabotunkoB ABC, KOHIEHTpamusi  KaJpOBBIX, ()MHAHCOBBIX MW  HWHBIX  PECYPCOB
3aMHTEPECOBAHHBIX CTOPOH IPH pa3pabOTKEe W MOATAITHOM BBOJIC B JCHCTBHUE CHCTEMBI; CO3JIaHHE
JIEHCTBEHHOW OpTraHU3alMOHHOM CTPYKTYpHI, 00ecreunBaromieil KoMIiekCHoe perieHue 3anad Ub
npu  ¢yakuonupoBanuun ABC, ocHameHHOW HEoOXOAMMBIMU MPOTrPAMMHO-ANNAPaTHBIMU
CpelICTBaMH YIPABICHUS U KOHTPOJIS;

Ha smane peanuzayuy — 0053aTeIbHOE U HEYKOCHUTEIBHOE BBIIIOJHEHUE MTPEyCMOTPEHHBIX Ha
sranie co3manuss ABC mpaBun u mpouedyp, HampaBleHHBIX Ha oOecneuenue Wb, Bcemnu
3a/IeHCTBOBAaHHBIMU B CHCTEME€ YYacTHUKaMH, 3()PEeKTUBHOE TMpecedyeHrue IOcCATaTeIbCTB Ha
MH()OPMAMOHHBIC PECYPChI, TEXHHYECKUE CPEJICTBA M HH(POPMAIIMOHHBIC TEXHOJIOTHH;

Ha smane npogepku — ayaut CYUD, BeisiBnenue HenocratkoB obecrieuenuss b, HeraTuBHBIX
TeHaeHmit B chepe UB;

Ha smane co8epuleHCcmMeo8anusi — BIpabOTKa U MPUHATHE KOPPEKTUPYIOIINX U MPEBEHTUBHBIX
Mep, OCHOBAHHBIX Ha Pe3yJIbTaTax aHaJIu3a, /ISl JOCTHXKEHUS HEPEPHIBHOTO YCOBEPIIICHCTBOBAHUS
CVYUb banxka.

K xomnerenniun Cayorcool U5 banka OTHOCSTCA:

c6op u aHanu3 UHGOPMAIMK O BHEHIHUX HcTOYHMKaxX yrpo3 b banka;

ornpezeneHue HeooxoaAuMocTH npuodperenus cpencts Ub;

IpOBE/IEHUE aTTeCTallMK COTPYAHUKOB baHka Ha mpeamer 3HaHus TpedoBanuii 1b;

paccienoBaHue Bcex ciydaeB HapymeHus Wb u pa3paboTka pekoMeHAAMil MO UTOram
paccie10BaHui;

KoopauHauus (usnueckux mnporeccoB obecrieuenus b B nienom (B ToMm yucie obecrnieueHue
coomoaenue TpedoBanuii Ub B 060c00IEeHHBIX MOApa3IeTICHHSIX).

K guzuueckum npoyeccam obecneuenus U omnocames:

orpaHuuyeHue pu3nyYeckoro nocryna B bank;

opranuzaiys (YHKIMOHMPOBAHUS OXPAHHBIX W CUTHAJIM3ALMOHHBIX, MPOTHBONOXAPHBIX U
MIPOTUBOYIOHHBIX CUCTEM H T.I1.;

KOHTPOJb 3a COOJIIOJJCHHEM MPHUHIMIIOB XpaHeHHs HH(POpMaluK KOHQHIECHIMAIHLHOTO
Xapaktepa 1 UH(opMaluyu OrpaHMYEHHOT0 10CTYIIA;

KOHTPOJIb 32 CUCTEMaMH HJIEHTH(UKALIUU COTPYIHUKOB baHka;

pa3paboTka MOJENe yrpo3 W TMpoBelAeHHE MNPOPUIAKTUUECKUX MEPONPHUSITHH 10 HX
HEJOIYLIEHUIO;

aHAJIM3 BO3HUKAIOIIUX PUCKOB U pa3paboTKa Mep MO0 MUHUMHU3ALMU BO3MOXKHOCTEN HapyLICHUS
Ub;

BEJICHNE KYPHAJIOB perucrpanuu nHuuaeHTos 1b.
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N3 cocraBa Cnyx0bl b Ha3znawaetcs nuio, oTBeTcTBeHHOE 3a oOecrieuenne Wb (coTpynHuk,
BBITIOJIHSIOLIUHN POk agMuHucTpatopa Ub).
B eco ¢hynkyuu exooum:

= YIpaBJIATh BCEMH ITUTaHaMU 110 obecrieuenuto b banka;

. pa3pabaTeiBaTh U BHOCUTb IIPeUI0KeHUs 110 onTuMuzanuu [lonntuku Ub;

= CHCTEMaTH3UPOBaTh HHPOPMALIMIO 0 BO3HUKAIOMKX puckax Wb, Bectu xypHan nnuuaentos 1b;
. OpraHU30BBIBAaTh PabOTY CTPYKTYPHBIX noapaszaeneHuil banka no odecneuenuto 1b;

= KOHTPOJIMPOBATh COOJIIOICHHE COTpyAHNKaMu banka npunnumnos Ub;

. paccienoBarh COObITHS, CBA3aHHbIE ¢ HapyleHuem Ub.

CVYUB peanusyercs cuenyaIn3upoBaHHON MOJICUCTEMOM, TPEICTABIISIONICH CO00 COBOKYITHOCTD
OpraHOB YIPAaBJICHHUS, TEXHUUECKUX, TPOTPAMMHBIX U KPUNTOTrPa(hUUIECKUX CPEACTB U OPraHU3AIUOHHBIX
MEPONPHUSTHI, U B3aUMOACHCTBYIOLIUX JIPYT C APYTOM ITYHKTOB YIPABJICHUS PA3JIUYHBIX YPOBHEH.

Opranom ymnpaBlieHUs CHICIHATU3UPOBAHHON ToicKcTeMsl siBisieTcs Ciryxx0a b banka.

CymiecTByIoT HH(pOpPMAIMOHHAsA, YIPABIAKONIAs M BCIOMOrareibHas (QYHKIUU TOIACHUCTEMBI
yYIIpaBJICHUS.

Hngopmayuonnas ¢hynxkyus 3aKi0ou4aeTcsi B HEMPEPHIBHOM KOHTPOJE COCTOSIHHS CHCTEMBI
3alUThl, [POBEPKE COOTBETCTBUSA IIOKA3aTejel 3alUIIEHHOCTH JOMYCTUMBIM 3HAu€HUsIM U
HeMe[JIeHHOM HH(popMupoBaHuU coTpyaHuKkoB Cnyx0et Wb o Bosnukatrommx B ABC curTyanusx,
CTIIOCOOHBIX MpHBecTH K HapymeHuio Mb. K KOHTpOI0 cOCTOSTHYS CHCTEMBI 3aIIUTHI MTPEIBSIBIISIOTCS /1BA
TpeOOBaHUs: MOJHOTA U AJOCTOBEpHOCTh. [loHOTa XapakTepu3yeT CTENeHb 0XBaTa BCEX CPEJCTB 3allUTHI
U [apaMeTpoB X (PYHKIHOHUPOBaHUS. JlOCTOBEPHOCTh KOHTPOJIS XapaKTEPU3YET CTENEHb aJJIeKBATHOCTH
3HAYEHUN KOHTPOJIMPYEMbIX MapaMeTpPOB MX HUCTUHHOMY 3HaueHUIO. B pesynbrare 0OpabOTKH JaHHBIX
KOHTpOJIst (hopMupyercsi HHHOPMAIHSI COCTOSIHUS CUCTEMBI 3aIIUTHI, KOTOpast 00001aeTcs U mepeIaeTcs
Ha BBIIIECTOALLNE TYHKTHI YIIPABICHHUS.

Ynpasnaowas ¢ynkyua 3axiarodaercs B GOpMUPOBAHUM IUIAHOB PEATHM3ALNN TEXHOJIOTUYECKUX
oneparnuii UbC c yuerom tpeboBanuii b B ycnoBusx, ClI0XHUBIIUXCS AJI1 JAHHOTO MOMEHTa BPEMEHH, a
TaK)X€ B OINpPENIEICHUH MECTa BOZHUKHOBEHHUS CUTYallUU YSI3BUMOCTH MH(POpPMAILMU U IPEIOTBPALICHUU
ee yTeuKH 3a CUeT onepaTUBHOro OsiokupoBaHus yuacTkoB ABC, Ha koTopbIx Bo3HUKaIOT yrpo3sl Ub. K
yhnpasisitomuM  QyHkusaM Ymnpasienue Wb oTHocsTcs yder, XpaHeHHe, W BblJauya JOKYMEHTOB H
MH(POPMALIMOHHBIX HOcUTeNed, mnapoiedl u kimroued. Ilpm »>TOoM reHepauus mnaponel, KiodeH,
COIIPOBOXACHHUE CPEJICTB pa3TpaHUUEHUs JOCTYIa, IpUEeMKa BKIIOYAaeMbIX B MporpaMMHuyto cpeny AbBC
HOBBIX IPOTPaMMHBIX CPEICTB, KOHTPOJb COOTBETCTBHMS IPOTPAMMHOM CpEeAbl JTalOHY, a TaKXKe
KOHTPOJb 3a XOJIOM TEXHOJOIMYECKOro Ipolecca 00paboTku HHPOpMaUK KOH(QUACHINAIHLHOTO
XapakTepa BO3JIaraeTcsi Ha aJMUHHCTpaTopa aBTOMAaTH3MPOBAaHHOM cucTeMbl (0a3bl JaHHBIX) U
coTpyaHuka Ynpasnenus Ub.

K 6cnomozamenvnvim pynxyusm MOACUCTEMBI OTHOCATCS YUET BCEX OIEpaluii, BHIOIHIEMBIX B
ABC c¢ 3amumaemoit undopmarmet, GopMUpoBaHHUE OTUYETHBIX JOKYMEHTOB M COOP CTaTUCTHYECKUX
JAHHBIX C LEJIbI0 aHAJIN3A U BBISBJICHUS MOTCHIMAIBHBIX KAaHAJIOB YTEUKU HH(DOPMAIIUH.

10 Ouenka u konmpons obecneuenus mpeoyemozo yposHs 3auiUU{EHHOCIU UHPOpMayuL.

Kontponb 3¢ ¢dexkTUBHOCTH 3aluThl WHGOPMAIUK OCYLIECTBISETCS C IENbI0 CBOEBPEMEHHOTO
BBISIBJICHUSI U TIPEJOTBPAIICHUs YyTeUKd MHPOpMAIMU 10 TEXHUYECKUM KaHajawm, 3a cuer HC/I, a taxxke
MIPENYNPEXKACHUS BO3MOXHBIX CIELUAIbHBIX BO3ACHCTBUN, HAINPaBICHHBIX HAa YHUYTOXXECHHE
nH(popMalnu, pa3pyllieHue cpeAcTB UHPOpMaTU3AIIIH.

KonTtpons B mpoliecce opraHu3aiioHHOr0, HHPOPMALIMOHHOTO U TEXHUYECKOT'O B3aMMOACHUCTBUS
B ABC npoBoautcs corpyanukom Ciyx0b1 b banka.

Onenka »(QQEKTUBHOCTH Mep 3aluThl HMHGOPMAIMM TPOBOJUTCA C  HCIOJIb30BaHUEM
TEXHUYECKUX M MPOrPaMMHBIX CpPEACTB KOHTPOJS Ha TPEIMET COOTBETCTBUSL YCTaHOBJIEHHBIM
TpeOOBaHUSM.
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KOHTpOJIE MOXET OCYIIECTBIATECS agMUHHUCTpaTopoM Wb Kak ¢ MOMOIIBIO INTATHBIX CPEICTB
cuctembl 3amuThl HHGopMmanuu oT HCJI, Tak M ¢ MOMOINBIO CIENHATBHBIX POrPaMMHEIX CPENCTB
KOHTPOJIS.

KonTpons adpdextuBroctt CYUDB ocymiectBisiercss PykoBojactBoM Bamka (B wactu o6miero
xoHTpoJIs) B CiryObI BHYTPEHHETO KOHTPOJIS (B YaCTH OCYIIIECTBIICHHUS IIPOBEPOK).

B ciyuae BeuBnenus texymux yrpos b Ciryx6sr Ub, Ciyx06a BHYTpEeHHEr0 KOHTPOJIS, & TaKiKe
IIpe3sunent banka, MOryT BEIpabaThIBaTh SKCTPEHHBIE MEPHI [T0 0OECTIEUEHHIO yeTpaHen s yrpo3 Ub.

bank 1m0 pesynbraraM OIEHKM COOTBETCTBHS B IEJSIX €€ MOKYMEHTAJIBHOTO IOATBEPIKICHHUS
(opMupyeT OTYET, KOTOPBIH YTBEPIKIACTCS HCIIOIHUTENHHBIMA OpraHaMy YIpaBIE€HHsS M XPAHHUTCSA B
MopsiJIKe, yCTaHOBIEHHOM B baHke.

Compyonux Cnyocoor Ub.:

e 00ecreunBalOT TEKYIIHH aHaIM3 3aTPaT U PE3yIILTATOB, 0OECIIEUMBAETCS X OINTUMU3AIINS;

® [10CJICJIOBATEIbHO BBIIONHAIOT aHanu3 Mb banka u puckoB Hapymenums Wb, a Taxke
BO3MOJKHBIX HEIraTUBHBIX BO3JACHCTBUI;
® [IPOBOJAT KPaTKHE 3aHATHS ¢ cOTpynHUKamu banka 1o Bonpocam obecnevenus UB;
® IIPOBOJAT aTTECTAIMK IIEpCOHAIIA 110 BoripocaM obecrieuenus Kb;
® OCYINECTBISIOT PEryJiApHBIE CTaHAAPTH30BAHHBIE IPOBEPKH HA BO3MOXKHOCTH BTOP)KEHHS B
NbC; '

® COBEPIICHCTBYIOT 3alIMTHLIE MEPBI C YyUYETOM HAKOILJIEHHOTO B baHKe MpakTHYeCKOro OIbITa, a
TaK)K€ Ha OCHOBE OIBITA JAPYTUX KPEIUTHBIX OpraHu3aIii.

11 Ilopsaodok ymeepoicoeHun, 6HeceHUA UIMEHEHUWI U OONOJIHEH UL

[MonuTuka ABISETCA JOKYMEHTOM OOLIEro OCTYIIa U NpeaHasHavYeHa Il 03HAKOMIIEHHS KaXKIbIM
coTpyIHHUKOM baHka.

[ToyiTrKa MOUIEXKHUT NEPECMOTPY IPH H3MEHEHUH Iiesiel u 3axa4 banka B obnacTu obecredeHus
Wb, gynxunii noapasaenenuii, BEIMOMHIOMIX QYHKIUU yupasnenus VB, uim u3MeHeHud TpeOGoBaHmi
3aKOHOJIaTeJIbCTBA, HOPMATUBHBIX akToB banka Poccuu B cdepe VB B KpeIUTHBIX OpraHu3alusx Ha
TeppuToprn Poccuiickoit ®enepanun. IlepecMOTp U M3MeHEHHE MOIUTHKE MPOBOIMUT aJMHHHCTPATOP
Wb banka.

Js nononnenus [ToMuTHKE MOIYT HCIIOB30BATHCS TIOJUTHKY 110 HAIPABICHUAM H IIOJTOMKEHHS
Wb, paspabareiBaemble Cmyx6bl B Banka, coriiacoBaHHble W yTBEpXJIEHHEIE B IOPSIKE,
yCTaHOBJIEHHOM B baHke.
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